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PHOTO 7 When the cybersecurity analyst forgot about physical security so you just walked in.
Although the person in the photo is described as an IT analyst, not a hacker, the meme can still work. Because security focused on the digital space, such as network security and IT policies, is so important and can be so vulnerable to cybersecurity attacks, physical security can often be overlooked. Although making a building physically secure is often automatically done in some sense, such as including locks on doors, it is often not considered enough when talking specifically about cybersecurity. Even if network security was theoretically perfect, if an attacker had access to all the servers for a website, they would still easily be able to completely shut it down, and potentially damage it permanently, if there aren’t any separately stored cloud or offsite backups in place.
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PHOTO 20 When someone’s entire life is on their public Instagram and they’re just giving out their personal information.
Although social media is an incredibly popular way to connect with people and share information about your life, it can also reveal a lot of information about a person. Although people typically know that they are sharing information when they post something online, it is common for them to not fully consider or understand the implications of random people being able to see a constant stream of information about them. For example, as people become more and more comfortable online, especially younger people, it is common for people to post birthdays, where they attend school, where they work, what places they go, who their family and friends are, their pets, and any other information you can think of. In more extreme cases, this could allow dangerous people to know where you are, but this can also allow people to steal information and use it to get even more sensitive data, such as passwords, or even just to sell data, all of which could be security risks. 
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PHOTO 18 When you’re so aware of cybersecurity risks that you need to make sure no one is reading over your shoulder.
This photo depicts a man on his computer sitting alone on a rooftop. One cybersecurity risk, or security risk in general, that can often be forgotten about is the information that can be found just from being in the same environment as someone. This can include papers left on a desk, computers being left open, notes being left around, or people looking over someone’s shoulder to see what they are doing. Some of these can be difficult for people to avoid, since they are often done to improve convenience and speed, and people usually don’t think of risks existing inside their own office. However, these can reveal a lot of information to people who could have bad intentions or who could just not need to know that information, introducing unnecessary risk.
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