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Introduction
Ethical hacking, or penetration testing, is a career where cybersecurity researchers and hackers attempt to hack into or attack different systems and applications with the permission of the organization. This allows an organization to determine what vulnerabilities they have that may be accessible to those attempting to harm their systems, such as black hat hackers. As more people use the internet and technology in day-to-day life, improving accessibility and efficiency for business, socializing, or entertainment, their systems and data become more vulnerable to cyberattacks and technological disasters. Losing data, access to systems, or having data become altered or corrupted can impact an organization’s ability to function, resulting in not just a potential loss of money, but, in the case of things like utilities, a severe detriment to people’s ability to live and function safely. This paper will describe how penetration testers use social science principles and research, as well as an understanding of concepts such as the CIA triad, victimization, soft skills, and human systems integration in order to simulate attacking systems and provide effective cybersecurity insight to organizations. This paper also reviews how marginalized groups may face additional challenges relating to entering the cybersecurity industry and receiving appropriate cybersecurity research.
Social science principles
Social science principles, such as relativism, parsimony, and ethical neutrality, are important not just for researchers in the social sciences and cybersecurity, but for those working in the cybersecurity field, including ethical hackers. Following these principles can allow ethical hackers to complete their work efficiently and ethically. Relativism is especially necessary for ethical hackers, since the main objective to their work is to find ways into systems that they aren’t meant to have access to. With more complex applications or organizations with more resources, this becomes difficult, and there may be many layers of protection that they need to work through in order to make progress. Relativism means understanding that all things within a system impact each other, and following this principle may allow hackers to find connections that may not seem clear at first through determining how everything in the system is connected. Parsimony is also a very useful principle for ethical hackers, since, as mentioned above, the systems they break into may be incredibly complex. Trying to find the simplest way to get into a certain part of a system can make their work easier, as well as make the vulnerabilities that they describe to organizations easier to understand and to fix. Ethical neutrality is obviously a huge concept that ethical hackers must be aware of and adhere to. Penetration testing will often allow them to have access to extremely sensitive knowledge and abilities related to an organization, so there must be very strict guidelines involving what they can do with this information, how this can be stored, what abilities they have within an organization’s systems, and more. Using social science research can also be useful for this type of profession, since ethical hackers often need to use social engineering and other psychological principles in their work. Using new research can make these skills more efficient and allow ethical hackers to reach their goals in quicker ways (Jamuna, 2024) (Yalpi, n.d.).
Application of Key Concepts
The risk triangle, also known as the CIA triad, or confidentiality, integrity, and availability, is a well-known cybersecurity principle that is used to define possible threats that could impact a system. For example, confidentiality being broken could involve someone obtaining unauthorized access to data, while losing availability could mean a website going down and users losing access to its services. This is useful for ethical hackers, since, as the opposite of many cybersecurity professions, their goal is to break into rather than protect systems, meaning they must understand the ways that organizations are concerned that their systems could be damaged, and which ways would be most impactful to the organization. This can help them to determine their priorities when attacking a system to ensure they find the riskiest threats first (Yalpi, n.d.).
Understanding victimization as it relates to organizations and the steps they take to protect themselves from cyber threats is also a useful tool for ethical hackers. Penetration testing organizations often involves not just finding and exploiting vulnerabilities, but being able to identify how they can be fixed to further protect the organization. Doing this requires a deep understanding of how organizations put themselves at risk in the first place. Although victimization is typically applied to individuals who are the victims of crimes, it can also apply to organizations being negligent or even actively taking actions that increase their risk, such as not implementing common security features, such as firewall rules, or failing to patch software (Yalpi, n.d.).
While understanding how to break into systems using technical skills is definitely important for penetration testers, some often underrated skills are being able to communicate adeptly and problem solve creatively. These soft skills are necessary, not only to effectively find and use gaps in security in the first place, but also to be able to explain one’s findings to the organization. Without being able to create a report that clearly explains the vulnerabilities that were found and the steps the ethical hacker took, there is no point in ethical hacking in the first place, since the information won’t be able to be understood and used by other professionals, both from cybersecurity and from other areas, like leadership (Yalpi, n.d.).
Human systems integration, or HSI, is another integral concept for penetration testers to understand. HSI refers to understanding how humans actually use technology, and how to optimize performance and decrease risk related to this. While this may not originally seem related to penetration testing, ethical hackers often must think, not only as a hacker, but as a user or insider, to determine the full scope of purposeful or accidental incidents that may occur. This requires understanding how users typically use technology and what actions they could potentially take. Additionally, ethical hackers must understand ways to repair vulnerabilities, which also requires an understanding of how this technology is used, since a repair or update that is unintuitive or difficult could be useless to an organization (Jamuna, 2024)(Yalpi, n.d.).
Marginalization
Marginalized groups often face additional challenges both in entering cybersecurity fields as professionals and in receiving resources regarding cybersecurity. Marginalized groups may have less resources, leading to challenges affording costly qualifications required to break into the cybersecurity industry, such as higher education and certifications. Additionally, they may struggle with a lack of people from similar backgrounds being in the industry. This can impact the connections they make with peers, how they are considered in hiring, and the role models and mentors they can find within the industry. Marginalized groups also often face challenges with receiving appropriate research, which can often be biased towards non-marginalized groups and be done by researchers who are not from marginalized groups, compounding the previous issue. In ethical hacking specifically, this can lead to less individuals from these groups entering the profession, whether that be because of lack of resources or representation. This leads to organizations owned by marginalized groups potentially not getting effective cybersecurity help, since researchers and professionals may not be educated on their specific challenges (Chattopadhyay et al., n.d.).
Career Connection to Society
Penetration testers work in a huge variety of systems, from financial and healthcare to retail. Finding vulnerabilities in systems and determining how to resolve them is necessary to prevent black hat hackers from doing so, especially when it comes to issues like zero-day vulnerabilities, which cannot be protected against until someone discovers them. Protecting these systems is necessary to allow society as we know it to function, since we’ve come to rely on tools like the internet and computers to do a vast majority of our daily work and communication. This protection stretches even farther, as protecting people’s data allows them to complete transactions, seek healthcare, and even make statements without fear that someone will access that data and use it against them. While all cybersecurity professionals work towards this goal of securing data, penetration testers have the unique goal of “red teaming,” or working from the perspective of bad actors to find new vulnerabilities. This unique role is necessary for the discovery of many new vulnerabilities and techniques because it allows research to be done from a completely different perspective (Arsat et al., 2025).
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