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The CIA Triad
BLUF: The CIA Triad is comprised of the three core tenets that govern the creation, evaluation, and implementation of information security policies that is applied by many organizations.
The CIA Triad is a model for establishing information security policies that is centered around the concepts of confidentiality, integrity, and availability.  I will expand on the three of those below after discussing the history of the concept. (Chai 2022)	
The CIA triad was not created in one fell swoop, but gradually came into existence in the form of its’ core components.  Confidentiality was proposed in 1976 as a principle and integrity was posited in a 1987 paper titled "A Comparison of Commercial and Military Computer Security Policies".  (Chai 2022)
Confidentiality “refers to protecting information from unauthorized access. Maintaining confidentiality helps achieve multiple important goals, including ensuring privacy and avoiding ransomware attacks.” (WashU). Examples of concepts and tools that enable confidentiality are encryption, password protection, and access control (Chai 2022).
Integrity refers to data that is “trustworthy, complete, and have not been accidentally altered or modified by an unauthorized user.” (WashU).  Integrity is essential to be able to trust that data that is received is what was sent.  An example that WashU uses for integrity is banking routing and account numbers.  It is crucial that the integrity of that data is maintained to ensure the proper appropriation of funds.  (WashU)
Availability is the concept that data will be available when one needs access to it, whether that be hardware or software.  Availability is critical for organizations to function.  Take hospitals, for instance, they need access to their network in order to be able to view patient history of care and make informed decisions about a patient’s future medical care. This is best ensured by maintaining all hardware and software. (Chai 2022)

Difference between Authorization and Authentication
Authorization is the act of receiving permission to access a location or data and determines what a user can do with said access whereas authentication is the process by which you verify that you are the individual that has been granted to that data.  
For example, authentication is inputting your login credentials to a networked share drive to be able to access it and authorization is the rules governing your permissions in that shared drive, for instance, you may be able to view items on the shared drive, but not write, edit, or delete any items.
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