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SCADA Systems
BLUF: This write up will use the provided article and an external source to examine the vulnerabilities associated with critical infrastructure systems and the role that SCADA applications play in mitigating these risks.
Critical Infrastructure Vulnerabilities
Critical infrastructure systems are critical for the functioning of society.  Unfortunately, they are plagued by a myriad of security issues, originating from both malicious intent and natural causes without interference from a bad cyber actor.  Some of these vulnerabilities include aging and outdated infrastructure, poor maintenance of systems, weak security protocols, unpatched software, and a lack of hardening against natural disasters (EIS Council, n.d.).
What is SCADA/defining critical infrastructure systems
To understand SCADA and the tole that it fills, we need to understand what “critical infrastructure systems” are.  Critical infrastructure systems are the nodes that allow humanity to function, that being infrastructure that provides basic services that support physiological needs.  Some examples are water treatment, wastewater management, power generation, etc. (SCADA Systems, n.d.).
Supervisory Control and Data Acquisition (SCADA) refers to the industrial control systems (ICS) that control those processes, typically involving a means of human operation, data gathering tool, remote terminal units, logic controllers, and communications infrastructure.  SCADA systems can be centralized or distributed (SCADA Systems, n.d.).
How SCADA secures critical infrastructure
I would argue that SCADA’s two most significant contributions to the security of critical infrastructure systems are its’ minimal need for human input, and its’ emphasis on simplistic automated monitoring.  Humans inherently make mistakes, and SCADA systems are autonomous, using numerous nodes to conduct the basic functions required (logic gates, monitoring, etc.).  There is a human operator at a terminal, but the involvement of a human operator is limited to a supervisory role; the system does the legwork.  Second, its’ automated monitoring often solely involves the need to detect two modes, whether that be on or off, or open or closed.  In cases where more detailed monitoring is required, the system uses logic gates programmed to responded to different situations.  If any bad actor were to make access to the system and attempt to compromise it, the sensor would detect the change in reporting and alert the operator (SCADA Systems, n.d.).
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