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Introduction 
​ The cybersecurity field often combines both technology and social sciences in order to 

protect data and people online. A specific issue that has been on the rise in recent years is the use 

of social engineering in Cyber attacks. Social Engineering attacks include manipulating the 

person behind the screen as opposed to manipulating technology or code. Using human behavior 

to create a vulnerability that attackers can use. An example of this can be clearly seen in the 2023 

MGM cyber attack, where a type of social engineering known as vishing was used. Attacks like 

these are not something technology can solve easily; instead, the social sciences need to be 

applied, and ideas from fields like psychology and sociology will be needed in order to create 

countermeasures, so that people and organizations can better protect themselves against such 

attacks. 

Research 

​ The attack on MGM was carried out by a group known as Scattered Spider. They used a 

social engineering technique known as Vishing in order to trick the IT staff responsible for the 

Okta admin portal into creating an admin account for one of their members. This allowed the 

group into the system and allowed them to escalate their privileges and go where they should not 

be. This way of entry did not involve much technology at all, no network probing or searches 

until they were already inside. Instead, the group took advantage of Human psychology, and IT 

help desk training in order to trick an employee into handing them what they needed. There is 

also the fact that Vishing isn’t the only form of social engineering to take advantage of people. 

Tactics like phishing and spear phishing done via email are all threats. Due to this fact, in order 



to understand this breach, we need to look at the social sciences to understand what they did and 

not just the technology side of it. By understanding the human and social factors of this, a 

solution can be developed to prevent future attacks like this one. 

Solutions 

​ Solutions to attacks like the MGM cyber attack will primarily be focused on the human 

beind the screen instead of the system used. It is probably a good idea for regular online safety 

training in order to keep people informed and on their feet to expect attacks like this. Training 

like this should also take in the workplace societal practices into account. There is also societal 

norms outside the work place to take into account. Society in the modern age posts alot of 

information online, information hacking groups like Sacttered Spider used in this attack. 

Employees should be careful about what they post about themselves online or even on LinkedIn 

as information like this can give hackers a way to hack companies by understanding how 

workplace societies work. The implementation of a secure line or phone number recognition may 

also help prevent attacks like this. Essentially, training internal IT help desk workers to only pick 

up the phone if the number is known to be an employee, a system can also be put in place to 

filter out unknown numbers. 

Barriers 

​ Unfortunately, due to the nature of how social engineering attacks are, there is no 

one-size-fits-all solution. For computer systems, there are holes that can be patched with code or 

an update. However, when it comes to a social engineering attack like the one MGM faced, even 

proposed solutions will still not be 100% effective. Some people trust others more easily, making 

them especially vulnerable targets for these types of attacks. Help desk workers are trained by 

companies like MGM to help those on the other side of the phone, increasing the risk of a 



vishing attack being possible. However, these obstacles can still be overcome. While the 

psychology of a person can't be rewritten, there are methods that can help. Having a structured 

response system and clear rules in place can make it so that even if the attacker has the trust of 

the person on the phone, they can't get access. 

Reflection 

​ As the field of cybersecurity grows, it will continue to incorporate social sciences into 

itself as it is needed. Technology can do many things, like patching system vulnerabilities and 

closing off software holes. However, the human behind the screen can't be fixed with a patch or 

system update. As such, you will need to understand the social sciences to create training and 

methods to combat social engineering. Fields like criminology, psychology, and sociology will 

also be needed to understand how cyber criminals thing and thus understand where they will 

attack so that you can better prepare yourself for said attacks. 

Conclusion 

​ In conclusion, the MGM cyber attack in 2023 was caused by a social engineering attack 

known as vishing, and in order to combat these types of attacks, we can't rely solely on 

technology. Instead, we need to look to the fields of social sciences in order to understand human 

behavior, criminal behavior and the behavior of wider and workplace societies in order to 

develop a solution that will prevent future attacks like this. 
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