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EXECUTIVE SUMMARY

A vulnerability assessment was performed on the following machines: Metasploitable,
SEED Ubuntu, Windows 7, and Windows XP. The Metasploitable, Windows 7, and Windows
XP machines contained vulnerabilities which were identified and exploited. The SEED Ubuntu
machine contained vulnerabilities which were entirely unsuccessful, however, the machine still
remains vulnerable.

The recommendations for the Metasploitable machine include un-binding the root shell
onto an open port as well as traffic limitations on the SSH port. The recommendations for the
SEED Ubuntu machine include updating the software and the utilization of OpenSSL for
appropriate encryption. Furthermore, the recommendations for the Windows 7 machine include
enabling the “Network Level Authentication” (NLA) and closing of the port 3389, whereas the
Windows XP machine requires appropriate firewall configurations and disabling the “SMBv1”
and clearing the “SMB1.0/CIFS File Sharing Support”.

SUMMARY OF FINDINGS

Total Vulnerabilities

Low
Critical

Hugh

A complex Nessus scan was performed on each machine and a total of 55 vulnerabilities
were identified across the Metasploitable, SEED Ubuntu, Windows 7, and Windows XP
machines. Furthermore, there were a total of 11 “Critical” vulnerabilities, 8 “High”
vulnerabilities, 30 “Medium” vulnerabilities, and 6 “Low” vulnerabilities identified.

METHODOLOGY

First, a basic network scan was performed via Nessus by scanning all commonly used
ports and performing a quick check for known vulnerabilities on the Metasploitable, SEED
Ubuntu, Windows 7, and Windows XP machines. There were common vulnerabilities which
were flagged for the Metasploitable, Seed Ubuntu, and the Windows XP machines which were



listed with their respective CVSS scores. During the basic scan, there were no flagged
vulnerabilities for the Windows 7 machine, therefore, a complex scan was performed on all
potential ports via Nessus. The complex scan performed on the Windows 7 machine exposed
vulnerabilities and their respective CVSS scores.

There were a total of 30 vulnerabilities identified on the Metasploitable machine with
CVSS scores which ranged from critical, high, medium, and low severity levels. The vulnerable
services and protocols identified for the Metasploitable machine include SSH, SSL, SQL, TLS,
HTTP TRACE/TRACK, and SMB. There were a total of 6 vulnerabilities identified on the
SEED Ubuntu machine with CVSS scores which ranged from high, medium, and low severity
levels. The vulnerable services and protocols identified for the SEED Ubuntu machine include
SQL, ICMP, PHP, HTTP, and DNS. There were a total of 12 vulnerabilities identified on the
Windows 7 machine with CVSS scores which ranged from critical, high, medium, and low
severity levels. The vulnerable services and protocols identified for the Windows 7 machine
include RDP, SSL, TLS, SSL, and encryption services for lack of compliance. There were a total
of 7 vulnerabilities found on the Windows XP machine with CVSS scores which ranged from
critical, high, and medium severity levels. The vulnerable services and protocols identified for
the Windows XP machine include RDP, SMB, and ICMP.

DETAILED FINDINGS

METASPLOITABLE
Details of Vulnerabilities Found and Consequences

A total of 30 vulnerabilities were found on the Metasploitable (/92.168.10.11) machine
with CVSS scores that ranged from critical, high, medium, and low severity levels. There are
many vulnerabilities for the Metasploitable machine. However, we will attempt to exploit the
following vulnerabilities with high to critical severity levels: Bind Shell Backdoor Detection and
port 22 FTP Privilege Escalation.

1. Based on the information provided in NVD, this vulnerability is called the
‘CVE-2017-6174" or the ‘The Bind Shell Backdoor Detection.” This Vulnerability
happens in the AutolT service of the Cisco Ultra Services Framework Staging Server. It
could allow “an unauthenticated, remote attack to execute arbitrary shell commands as
the Linux root user... Crafting CLI command inputs to execute Linux shell commands™
(National Vulnerability Database.)

2. Another vulnerability is named ‘CVE-2017-3819,” it is a privilege escalation
vulnerability in the Secure shell (SSH) subsystem in the StarOS operating system. An
authorized remote attacker may get unlimited root shell access using Packet Core. The
lack of input validation of parameters given during SSH or SFTP login is the cause of the
vulnerability. An attacker might take advantage of this vulnerability by giving specially
constructed user input to the SSH or SFTP command-line interface (CLI) during SSH or
SFTP login (National Vulnerability Database.)

a. Here are a few more vulnerabilities out of the 30 to list:



https://nvd.nist.gov/vuln/detail/CVE-2017-6714
https://nvd.nist.gov/vuln/detail/CVE-2017-3819

Severity CVSS Plugin Name
CRITICAL 10.0 51988 Bind Shell Backdoor Detection
CRITICAL 9.8 720305 Port 80 http apache WEB Office Portal
CRITICAL 9.7 NONE ‘Telenet?’ No Auth
HIGH 8.8 99266 SSH privilege Escalation
HIGH 7.8 136808 ISC BIND Denial of Service
MEDIUM 5.0 21667 ‘Smtp?’ DOS
Exploit
Bind Shell Backdoor Detection
1099/tcp open java-rmi Java RMI Registry
1524/ 1cp Dpen bindshell Vetaﬁplﬂ‘1nhle ront shell
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In port 1524, Zenmap states that a root shell is bound to the port. Upon researching more
about this back door, I learned it is a security vulnerability that allows an attacker to gain
unauthorized access to the system by exploiting this port. No exploit framework is specifically
designed to target this vulnerability since it is open with no security measures. Therefore, typing
in the command ‘nc [metasploit address] [port where the root shell is].’

2 Gali - Internal Workstation on NALCADOT - Virtual Machine Connection
File Action Media Clipboard View Help
@O uw o i
Applications = Places ¥  [] Terminal ~ Fri 06:55
root@CS2APenTest: ~

File Edit View Search Terminal Help
: ping 192.168.10.11
PING 192.168.180. .168.10.11) 56(84) bytes of data.
64 bytes from 192. 11: icmp 1 tt1=64 time=10.3 ms
64 bytes from 2. 9.11: icmp tt1l=64 time=3.78 ms
64 bytes from 192.168.10.11: icmp seq=3 ttl=64 time=2.59 ms
~C
- 192.168.10.11 ping statistics ---
, 3 received, 0% packet loss, time éms
rtt min/avg/ \ -3 559/10.308/3.392 ms
= 8.10.11 1524
bash: ncat: ¢

nc 192.168.10.11 1524
etasploitable:/# whoami

@metasploitable: /#

Metasploitable Exploit Success (#1)

~ SSH Privilege Escalation

| End of Jtatug
"“ch open ssh OpenSSH 4.7pl Debian S8ubuntul (protocol 2.0)


https://www.tenable.com/plugins/nessus/21667

Two parts to successfully exploiting the SSH Privilege are an open SSH port and valid
username and password credentials. Port 22 has an open SSH with a Debian 8ubuntu (protocol
2.0). Upon reading more about this vulnerability under the NIST, it is stated that "The
vulnerability is due to missing input validation of parameters passed during SSH or SFTP login.'
It fails to properly check and validate the input data during the SSH/SFTP, and attacks can log in
in their command-line interface.

'

root@CS2APenTest: ~ e ® a
File Edit View Search Terminal Help

) > set username msfadmin
msfadmin
yi ) > set password msfadmin
msfadmin
5 auxiliary( ) > run

192.168.10.11:22 - Success: 'msfadmin:msfadmin' '°*
B[!] No active DB -- Credential data will not be saved!
- Command shell session 1 opened (192.168.10.13:48677 -> 192.168.10.11:22) at
s 2023-12-15 11:44:05 -8580
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
imsf5 auxiliary( ) > sessions

Id Name Type Information E Connection

1 shell unkpown SSH msfadmin:msfadmin (192.168.10.11:22) 192.168.18.
13:40677 -> 192.168.10.11:22 (192.168.10.11)

msf5 auxiliary(

Gaining a session
I used the scanner/ssh/ssh_login auxiliary in Metasploit for automated scanning meant for
SSH ports. Granted that there is only one user under Metasploitable VM and the username and
password have been set before exploiting, but under real-life scenarios where there may be
multiple users and different privileges assigned, the vulnerability focuses on weak username and
password credentials, making it susceptible against brute force attacks, dictionary attacks, and

password guessing.



root@CS2APenTest: ~ e 0 0

File Edit View Search Terminal Help
2023-12-15 11:44:05 -8500
nned 1 of 1 hosts (106% complete)
Auxiliary module execution completed
msf5 auxiliary( ) = sessions

Id Name Type
1 shell unknown 5¢ sfadmin:msfadmin (192.168.10.11:22)
13:40677 -> 192.168.10.11:22 2.168.18.11)

msf5 auxiliary( ) > sessions-i 1
Unknown command: sessions-i.

msf5 auxiliary(
Starting interaction with 1...

1s
vulnerable

Metasploitable Exploit Success (#2)

Recommendations

Metasploitable is a virtual machine that is intentionally vulnerable to provide a platform
for security professionals and researchers to practice using Metasploit and test their skills in a
controlled environment. As mentioned before, there are about 30 vulnerabilities, but Metasploit's
two most significant vulnerabilities are the Bind Shell Backdoor Detection and the SSH Privilege
Escalation.
Bind Shell Backdoor Detection: The straightforward answer for this vulnerability is not to bind
a root shell onto an open port. However, it is needed for legitimate purposes. In that case, this
vulnerability has three things to note: it is open to the public, has no authentication, and is known
to the public that it is a root shell. It is essential to secure the binding shell by implementing
robust authentication mechanisms, such as username and password, or using SSL/TLS
encryption, not making the port publicly accessible to prevent unauthorized access and potential
exploitation.
SSH Privilege Escalation: The privilege escalation vulnerability heavily relies on weak
authentication, such as weak passwords, to access the system. One countermeasure for this
vulnerability is limiting the SSH port traffic since the Metasploit Auxiliary module is an
automated process. Another countermeasure is implementing strong password policies, including
using complex passwords and regularly updating and changing passwords.

SEED UBUNTU
Details of Vulnerabilities Found and Consequences

The SEED Ubuntu machine that was scanned using NESSUS contained several different
findings, ranging from a severity of low to high. We will focus mainly on the following findings,
Web Server Transmits Plaintext and phpMyAdmin 4.x < 4.8.5 Multiple Vulnerabilities.



Severity CVSS | Name

HIGH 7.5 phpMyAdmin 4.x < 4.8.5 Multiple Vulnerabilities (PMASA-2019-1)
(PMASA-2019-2)

HIGH 7.5 phpMyAdmin prior to 4.8.6 SQLi vulnerability (PMASA-2019-3)

MEDIUM |65 | phpMyAdmin 4.x <4.9.4/5.x <5.0.1 SQLi (PMASA-2020-1)

MEDIUM |43 Web Application Potentially Vulnerable to Clickjacking

MEDIUM |43 phpMyAdmin 4.x <4.9.0 CSRF vulnerability (PMASA-2019-4)

LOW 2.6 Web Server Transmits Cleartext Credentials

According to the CWE, the first flaw is named CWE-319: Cleartext Transmission of
Sensitive Information. This vulnerability focuses on the insecure transmission of sensitive data
over an unencrypted channel. There is a mySQL server running off of port 80 on this machine,
transmitting cleartext as by default mySQL does not encrypt traffic. This is problematic as
attackers can eavesdrop on communications and obtain sensitive data such as passwords.

(CWE DataBase - CWE-319)

According to the Nessus Plugin Database, the second flaw deals with a web server
running an outdated version of phpMyAdmin. This plugin deals specifically with any 4.x version
before 4.8.5. This puts the web server at risk to a few possible vulnerabilities. The two
mentioned on the plugin page are CVE-2019-6798 and CVE-2019-6799. The National
Vulnerability Database provides further information for these vulnerabilities. CVE-2019-6798 is
a vulnerability found in phpMyAdmin versions prior to 4.8 that makes the service susceptible to
SQL injections by attackers using a specifically crafted username. CVE-2019-6799 is an
arbitrary file read vulnerability. In versions of phpMyAdmin prior to 4.8.5, when the setting
AllowArbitraryServer is set to true, an attacker is able to read any file stored on the server that
the current user can access. This is problematic as this can be exploited to read sensitive
information that can be used in further attacks in the future.

(NVD DataBase - CVE-2019-6798 & CVE-2019-6799)

Exploit

For the first flaw, CWE-319, we can exploit this vulnerability using Wireshark. First we
can set up a new user and log into it from our Kali machine while running Wireshark in the
background.


https://cwe.mitre.org/data/definitions/319.html
https://nvd.nist.gov/vuln/detail/CVE-2019-6798
https://nvd.nist.gov/vuln/detail/CVE-2019-6799
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In these screenshots we can see that the information sent over by the user when logging
in is not encrypted. From here, an attacker can utilize a program such as johntheripper to decrypt
the password and gain unauthorized access.

ShpMyAdrr

* Version information: 4.5.4.1deb2ubun
¢ Documentation

* Wiki

» Official Homepage

+« Contrnibute

* Get support

s List of changes

From the above screenshot, we can see that the version of phpMyAdmin that the server is
running on this machine is 4.5.4. This puts the machine at risk of the vulnerabilities mentioned
above, which can lead to unauthorized system access or manipulation of the data within the
database.

Recommendations

The recommended approach for CWE-319 is to utilize a tool such as OpenSSL to
generate and use proper encryption. MySQL supports SSL/TLS encryption out of the box, and it
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is important to protect data when users are going to be connecting from outside machines as
well. Once these certificates are generated, it is important to ensure that they have proper file
permissions to ensure security and prevent unauthorized access to the server.

The recommended approach to the second set of flaws is to update the software to the
most current version. It is important to keep all of the various software on a system up to date in
order to prevent attacks and close vulnerabilities. If this is not an option, it is important to ensure
that the setting AllowArbitraryServer is set to false in the myPhpAdmin’s configuration settings
for CVE-2019-6798. For CVE-2019-6799, if updating to the latest version is not a possibility,
the developer recommends applying a patch that is available on their website.

(phpadmin.net - PMASA-2019-1 & PMASA-2019-2)

WINDOWS 7
Details of Vulnerabilities Found and Consequences

There were a total of twelve vulnerabilities which were identified for the Windows 7
machine with IP address 192.168.10.9 and included the “Critical”, “High”, “Medium”, and
“Low” severity levels.

According to NVD, the details of the “CVE-2019-0708” vulnerability, also known as the
“MS12-020: Vulnerabilities in Remote Desktop Could Allow Remote Code Execution”, is a
vulnerability in which “A remote code execution vulnerability exists in Remote Desktop
Services formerly known as Terminal Services when an unauthenticated attacker connects to the
target system using RDP and sends specially crafted requests” (CVE-2019-0708 Detail). The
CVSS score is a 10.0 and labeled as “High” according to NVD, and “Critical” as a result of the
complex Nessus scan. Furthermore, the “CVE-2012-0002", also known as the “BlueKeep”
vulnerability, is considered a subset of the MS12-020 vulnerability.

There were additional vulnerabilities which were identified via a complex Nessus scan,
however, there is a lack of information regarding such vulnerabilities on NVD and CVE. The
complex Nessus scan reports their respective CVSS scores as follows:

Severity (8 AN Name

MEDIUM 6.4 SSL Certificate Cannot be Trusted

MEDIUM 6.4 SSL Self-Signed Certificate

MEDIUM 6.1 TLS Version 1.0 Protocol Detection

MEDIUM 5.1 Microsoft Windows Remote Desktop Protocol Server
Man-in-the-Middle Weakness

MEDIUM 5.0 SSL Certificate Signed Using Weak Hashing Algorithm

MEDIUM 5.0 SSL Medium Strength Cipher Suites Supported

MEDIUM 4.3 SSL RC4 Cipher Suites Supported

11


https://www.phpmyadmin.net/security/PMASA-2019-1/
https://www.phpmyadmin.net/security/PMASA-2019-2/
https://nvd.nist.gov/vuln/detail/cve-2019-0708

MEDIUM 4.3 Terminal Services Doesn’t Use Network Level Authentication
(NLA) Only

MEDIUM 4.3 Terminal Services Encryption Level is Medium or Low

LOW 2.6 Terminal Services Encryption Level is not FIPS-140 Compliant

Exploit

The vulnerability which was successfully exploited via the Metasploit framework is the
“CVE-2012-0002”, also referred to as the MS12-020, vulnerability. An exploit was attempted on
the “CVE-2019-0708”, also referred to as the “BlueKeep” vulnerability. A successful connection
was created to the Windows 7 machine via the “BlueKeep” vulnerability, however, the session
concluded after execution of the exploit module was completed. Instead, although results for the
“CVE-2017-0114" were not recognized as a vulnerability by the complex Nessus scan, an
exploit was conducted for the Windows 7 machine with success.

The MS12-020 vulnerability was exploited via the
“auxiliary/dos/windows/rdp/ms12 020 maxchannelids” module and the auto-configured
payload was utilized. The “lhost” was configured to the IP address of the Internal Kali machine,
while the “rhost” was configured to the IP address of the Windows 7 machine which was
exploited. As a result of the exploited vulnerability, we were able to send a Denial-of-Service
(DoS) attack and take the machine offline. The result of the attack was the “Blue Screen of
Death” (BSoD) which denied service to any users on the Windows 7 machine.

12



As exemplified, the exploit produced a BSoD as a result of a system crash experienced by
the Windows 7 machine. In essence, this exploit is capable of taking users oftline via a system
crash.

When considering the “CVE-2019-0708” vulnerability, the module utilized was the
“scanner/rdp/cve 2019 0708 bluekeep” and the auto-configured payload was utilized.
Furthermore, the “lhost” was set to the IP address of the Internal Kali machine, whereas the
“rhost” was set to the IP address of the Windows 7 machine. At the completion of the “exploit”
execution, the exploit was successfully sent but a connection was not maintained. Furthermore,
the exploit module was able to verify the target service, Windows 7, was running, but it could not
be validated. The failure of an exploitation attempt led to checking if the Windows 7 machine
could be vulnerable to the MS17-010 vulnerability. The module utilized was the
“windows/smb/ms17 010 psexec” and the auto-configured payload was utilized.

T ] £

oot @S 2APenTest: -
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Once the Metasploit framework was initiated, a search was conducted for the MS17-010
vulnerability to see if a differing exploit module from the one utilized for the Windows XP
machine existed. A module was located for the “windows/smb/ms17 010 psexec”. The “rhost”
was then set to the IP address of the Internal Kali machine, whereas the “lhost” was configured
to the Windows 7 machine. The payload was then set to “windows/powershell reverse tcp”.
After many failed attempts in utilizing alternate payloads, a successful system session was
obtained as exemplified above.

Recommendations

The mitigation of the “CVE-2012-0002", or the MS12-020, vulnerability as
recommended by Microsoft include enabling the “Network Level Authentication” (NLA) which
would require remote users to pre-authenticate before gaining remote access to the Windows 7
machine. Furthermore, if remote access is not necessary, it is recommended that the Remote
Desktop Protocol (RDP) be disabled as a solidified mitigation.

The mitigation of the “CVE-2019-0708”, or the “BlueKeep”, vulnerability as
recommended by Microsoft includes enabling “Network Level Authentication” (NLA) and
blocking the TCP port 3389 in the firewall configurations. The enablement of the NLA would
block all unauthorized threat actors from exploiting the vulnerability as authentication would be
required on the target’s local machine before a remote connection can be established.
Furthermore, the blocking of the TCP port 3389 would aid in the prevention of unauthorized
remote connections as it is the port which is widely utilized by threat actors in exploitation of
this vulnerability.

The potential mitigation of the “CVE-2008-4834”, or MS17-010 vulnerability as
recommended by Microsoft includes disabling the “SMBv1” and clearing the “SMB1.0/CIFS
File Sharing Support”. However, Microsoft has not yet identified a solidified mitigation for this
vulnerability. Therefore, it is also imperative that policies and training which include effective
cyber-hygiene amongst users to reduce the risk of the vulnerability being exploited. As a means
to reduce the risk of the MS17-010 vulnerability, it may also be recommended that the server and
computer browser services are completely disabled to prevent any remote execution of malicious
code by threat actors who are successful in gaining unauthorized access to the Windows XP
machine, however, this will only reduce the risk and not entirely mitigate the MS17-010
vulnerability.

WINDOWS XP
Details of Vulnerabilities Found and Consequences

There were a total of seven vulnerabilities which were identified for the Windows XP
machine with IP address 192.168.10.14 and included the “Critical”, “High”, and “Medium”
severity levels.

According to NVD, the details of the “CVE-2008-4250" vulnerability, also known as the
“MS08-067: Microsoft Windows Server Service Crafted RPC Request Handling Remote Code

14


https://msrc.microsoft.com/blog/2012/03/cve-2012-0002-a-closer-look-at-ms12-020s-critical-issue/
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2019-0708#:~:text=In%20all%20cases%2C%20Microsoft%20strongly,if%20they%20are%20not%20required.
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010

Execution”, is a vulnerability in which “... allows remote attackers to execute arbitrary code via a
crafted RPC request that triggers the overflow during path canonicalization, as exploited in the
wild by Gimmiv.A in October 2008, aka “Server Service Vulnerability” (CVE-2008-4250
Detail). The CVSS score is a 10.0 and labeled as “High” according to NVD, and “Critical” as a
result of the complex Nessus scan. Furthermore, according to NVD, the details of the
“CVE-2008-4834” vulnerability, also known as the “MS09-001: Microsoft Windows SMB
Vulnerabilities Remote Code Execution”, is a vulnerability which “... allows remote attackers to
execute arbitrary code via malformed values of unspecified fields inside the SMB packets in an
NT Trans request, aka “SMB BUffer Overflow Remote Code Execution Vulnerability”
(CVE-2008-4834 Detail). The CVSS score is a 10.0 and labeled as “High” according to NVD,
and “Critical” as a result of the complex Nessus scan. Moreover, according to NVD, the details
of the “CVE-2017-0144" vulnerability, also known as the “MS17-010: Security Update for
Microsoft Windows SMB Server”, is a vulnerability which “... allows remote attackers to
execute arbitrary code via crafted packets, aka “Windows SMB Remote Code Execution
Vulnerability”” (CVE-2017-0144 Detail). The CVSS score is a 9.3 and labeled as “High”
according to NVD, and “Critical” as a result of the complex Nessus scan.

There were additional vulnerabilities which were identified via a complex Nessus scan,
however, there is a lack of information regarding such vulnerabilities on NVD and CVE. The
Nessus scan reports their respective CVSS scores as follows:

Severity CVSS | Name

CRITICAL |10.0 Microsoft Windows XP Unsupported Installation Detection

CRITICAL | 10.0 | Unsupported Windows OS (remote)

HIGH 7.5 Microsoft Windows SMB NULL Session Authentication

MEDIUM | 5.0 SMB Signing not required

Exploit

The vulnerabilities which were successfully exploited via the Metasploit framework are
the “CVE-2008-4250” and the “CVE-2008-4834”, also referred to as the MS08-067 and
MS17-010 vulnerabilities.

The MS08-067 vulnerability was exploited via the
“exploit/windows/smb/ms08 067 netapi” module and the “windows/shell/reverse tcp” payload.
The “lhost” was configured to the IP address of the Internal Kali machine, while the “rhost” was
configured to the IP address of the Windows XP machine which was exploited. As a result of the
exploited vulnerability, a powershell was opened on the Windows XP machine where we were
able to execute commands to obtain the system information, as well as traverse the directories of

15


https://nvd.nist.gov/vuln/detail/cve-2008-4250
https://nvd.nist.gov/vuln/detail/cve-2008-4250
https://nvd.nist.gov/vuln/detail/CVE-2008-4834
https://nvd.nist.gov/vuln/detail/cve-2017-0144

the administrative user and open an “exploitmsg.txt” file on the desktop to further prove the
exploit via Metasploit was successful.

H
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Once the Metasploit framework was initiated we first searched “MS08-067" to check if
the exploit existed within the framework. We then set our module option to the
“exploit/windows/smb/ms08 067 netapi” and checked the options to determine what
configurations are required. Based on the output, we determined that an “rhost”, “lhost”, and
“Iport” were required and/or desired for configuration. We set the appropriate configurations for
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the “lhost” (the IP address of the Internal Kali machine) and “rhost” (the IP address of the
Windows XP machine), and then checked the targets for exploitation. In this instance, we set the
target to “0”, which is for Windows 2000 Universal machines, meaning we are able to exploit the
Windows XP with this specified target. Next, we set our payload to the

“windows/shell reverse tcp” and configured the “Iport” to “30123”. The payload would open a
reverse shell which provides access to the command shell of the Windows XP machine. We then
ran the “exploit” command to begin our exploit. Once we ran the “exploit” command, we were
able to gain access to the command shell of the Windows XP machine and decided to exemplify
our success by first executing a command which displays all system information. To further
exemplify our success in exploiting the Windows XP machine, we traversed the directory and
displayed a “.txt” file with a message and signature. We were able to open this file by utilizing
the “type” command within the desktop directory where the file was stored.

The MS17-010 vulnerability was exploited via the
“exploit/windows/smb/ms17 010 eternalblue” module and the
“windows/meterpreter/reverse tcp” payload. The “lhost” was configured to the IP address of the
Internal Kali machine, whereas the “rhost” was configured to the IP address of the Windows XP
machine. As a result of the exploited vulnerability, we were able to gain remote access via a
Meterpreter session. As a means to further prove that the exploit via Metasploit and Meterpreter
was successful, we were able to capture a live screenshot of the Windows XP machine.

alle: -

wpacpieies (] ]

After searching for the “MS17-010” vulnerability within the Metasploit framework, we
utilized the “exploit/windows/smb/ms17 010 eternalblue” module to conduct the exploit. We
then set the payload to “windows/x64/meterpreter/reverse tcp” and configured the “lhost”,
“rhost”, and “Iport”. The “lhost” was configured to the IP address of the Internal Kali machine,

17



whereas the “rhost” was configured to the IP address of the Windows XP machine. Furthermore,
we also configured the “Iport” to “30123” and then executed the “exploit” command. As a result
of running the exploit, we were able to open a Meterpreter session and obtain a screenshot of the
Windows XP machine by executing the “screenshot” command.

Recommendations

The mitigation of the “CVE-2008-4250", or MS08-067, vulnerability as recommended by
Microsoft includes the implementation of appropriate firewall configurations and reducing the
amount of open ports available. This would not entirely “correct” the vulnerability, however, it
would aid in the reduction of known attack vectors gaining access to the Windows XP machine.
Furthermore, the implementation of policies and training which include effective cyber-hygiene
practices amongst users is highly recommended. These may include the identification and
appropriate procedure for reporting potential phishing attempts and maintaining confidentiality
with regard to system information. As a means to completely mitigate the risk of the MS08-067
vulnerability, it is recommended that the server and computer browser services are completely
disabled to prevent any remote execution of malicious code by threat actors who are successful
in gaining unauthorized access to the Windows XP machine.

The potential mitigation of the “CVE-2008-4834”, or MS17-010 vulnerability as
recommended by Microsoft includes disabling the “SMBv1” and clearing the “SMB1.0/CIFS
File Sharing Support”. However, Microsoft has not yet identified a solidified mitigation for this
vulnerability. Therefore, it is also imperative that policies and training which include effective
cyber-hygiene amongst users to reduce the risk of the vulnerability being exploited. As a means
to reduce the risk of the MS17-010 vulnerability, it may also be recommended that the server and
computer browser services are completely disabled to prevent any remote execution of malicious
code by threat actors who are successful in gaining unauthorized access to the Windows XP
machine, however, this will only reduce the risk and not entirely mitigate the MS17-010
vulnerability.
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https://learn.microsoft.com/en-us/security-updates/securitybulletins/2008/ms08-067
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
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