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Kali Linux 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

From the list of the section conducting rapid reconnaissance of a compromised system, I use the 
commands whoami < tells you who you are by displaying the user, who -a < who is logged in, 

ifconfig -a < displaying the current network interface configuration information like IP network 
address and netstat -r < nestat -r is used to show the network status, and those are the results of 

those commands in kali Linux and what they do. 
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In the screenshot above, I also used the commands uname -a and ps aux. Ps aux gave out more 
results than uname -a . uname -a command you obtain the information about the system vs. ps 

aux that monitors the process running on the Linux system.  
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Windows 

 

 
The command whoami /all shows the list of the current user and their privileges.  
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This screenshot I also did command ipconfig /all it list all the users and privileges; I can see 

where a hacker will try to benefit from these commands including the ones, I will being showing 
in a few.  
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Command netstat -r shows the ports and connection the main purpose of netstat -r is to display 

network status and protocol statistics. 
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In this screenshot, I tried various commands like net view and net view /domain <locates all 
current host, net user /domain <lists all users in the domain, net user %username% /domain< 

shows current user like local user and domains, net accounts < prints the password for the policy, 
netlocalgroup administrators <members of the local administrator group, the net group “Domain 
Controllers” /domain< gives domain controller list, net share < this displays the currently shared 

folders. 
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Real-world, Produce a game plan. You have been made aware that your hacking crew is going 
after Equifax; using information from reports of their last massive breach, put together a brief 1–

2-page write-up on the steps you would take to gain access to systems using this week’s tools 
and methods. 

Equifax 

One of the first steps in hacking would be reconnaissance to gather information about my 

target. In this reconnaissance, one of the main objectives will be researching information about 

the company’s infrastructure and identifying possible vulnerabilities, and gathering information 

on employees or other workers that are part of the company.  

Tools and methods: 

1. Social engineering strategies like phishing emails or phone calls to the company. Win-

ning the employee's trust to divulge sensitive information or credentials. 

2. Do a network scan like utilizing Nmap or Nessus to pinpoint what open ports and ser-

vices are being used in the network target. 

3. Utilizing web application scanners like burp suite or OWAS Zap can show the vulnera-

bilities of web-based applications. 

4. Utilizing open-source intelligence like using Maltego, Shodan, or recon-ng these tools 

can show further information about the target network and the services they are using, in-

cluding their employees. 

5. Conducting rapid reconnaissance of a compromised system, you can use Metasploit 

framework/meterpreter in Kali Linux using a password file that can be found to try to 

break into companies’ employee accounts. 
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6. You can use the Empire project; this tool allows you to see the system vulnerabilities of 

the company you want to target. Mimikatz, you can use this tool without having to plant a 

backdoor.  

7. Crack-Map-Exec will collect information to perform lateral movement and privileges at-

tacks. 

Once reconnaissance is done, the hacking team can access the target network or system. 

This could concern exploiting vulnerabilities identified during reconnaissance, employing 

stolen or weak credentials, or utilizing social engineering strategies to acquire access. Some 

of the tools and methods that could be used for gaining access might include: 

1. Exploitation frameworks, like Metasploit or Exploit DB, leverage known vulnerabilities 

in software or systems. 

2. Password cracking tools like John, the Ripper, or Hash cat these tools are utilized to 

crack weak or stolen passwords. 

3. Using social engineering methods like spear phishing or pretexting. 

4. Brute force attacks against the target systems' weak passwords or default credentials. 

Once the hacking team is in the target system and gained access, they can escalate the 

privileges and move laterally through the network by hacking and gaining access to other 

systems and sensitive information. At this point, covering your tricks to avoid being detected 

by the security teams is necessary. Tools and methods that can be used:  

1. Privilege escalation tools, like PowerSploit or Psexec, to achieve administrative privi-

leges on compromised systems. 
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2. Post-exploitation frameworks, like Cobalt Strike or Empire, preserve persistence on com-

promised systems and move laterally through the network. 

3. Anti-forensic tools, like CCleaner or BleachBit, cover their tracks and avoid detection by 

security teams. 

The final step is covering their tracks to avoid detection by security teams. This can be done 

using anti-forensic tools like CCleaner or BleachBit. These steps show in real scenarios what 

hackers can do to hide their tracks.  

The above screenshot demonstrates how attackers exploited vulnerabilities. 
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Equifax, a major credit reporting company in the US, had a data breach in 2017 that ex-

posed over 143 million customers' sensitive information, such as names, birth dates, and So-

cial Security numbers. The breach was due to a vulnerability in Equifax's web application 

framework, Apache Struts, discovered and patched earlier but not applied by Equifax. The 

hackers exploited this vulnerability to access Equifax's systems and extract data. It is be-

lieved they used a combination of custom-made and publicly available software tools, such 

as Metasploit, to identify and exploit vulnerabilities and maintain their access. This breach 

highlights the importance of timely patching, vulnerability management, and robust cyberse-

curity measures to protect sensitive data. 
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