
CYSE 301: Cybersecurity Technique and Operations
Assignment 4: Ethical Hacking

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each) In this task, you need to
complete the following steps to exploit SMB vulnerability on Windows XP.

1. Run a port scan against the Windows XP using nmap command to identify open ports and
services.
2. Identify the SMB port number (default: 445) and confirm that it is open.



3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi


