CYSE 301: Cybersecurity Technique and Operations
Assignment 4: Ethical Hacking

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each) In this task, you need to
complete the following steps to exploit SMB vulnerability on Windows XP.

1. Run a port scan against the Windows XP using nmap command to identify open ports and

services.
2. ldentify the SMB port number (default: 445) and confirm that it is open.
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nmap -v -A scanme.nmap.org
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nmap -v -iR 10000 -Pn 80
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Nmap done: 1 IP address (1 host up) scanned in 2.63 seconds
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3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi
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msf5 > search platform: "ms@8 067 netapi" type: exploit

. Matching Modules

Disclosure Date Rank Check Description

0
normal No Android Browser RCE Th
rough Google Play Store XFO
1 auxiliary/admin/backupexec/registry
normal No Veritas Backup Exec Se
rver Registry Access
2 auxiliary/admin/cisco/cisco secure acs bypass
normal Yes Cisco Secure ACS Unaut
horized Password Change
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