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TASK A: GET STARTED WITH WIRESHARK

In this task, you will be using Wireshark on External Kali to monitor the traffic when External Kali and
Ubuntu VM are talking to each other. (5 point each x 6 questions = 30 points)

1. Open Wireshark on External Kali and listen on interface “eth0”.

File Edit View History Bookmarks Profiles Tab Window Help

GlobalPr. ortal X = cyse301nfior010 x Media Gallery
23 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova-cci.org/guacamole/#/client/ODk4 AGMAD)

Applications Places~ M Wireshar 0l Attacker ¥l - Bxternal Workstation on CS301-NFLORDTO EX

File Edit View Go Capture Analyze Statistics Telephony Wirel Tools Help
Q &« » J &« » @ q @ !

=/ (= 5

Time Source Destination

25 46.999792400

30 46.643108800 rosof_40:57:05 Microsof_46:57:1f 42 who has 192,168.217.2 1 192.168.21
31 46.045845400 crosof_40:57:1f Microsof_40:57:05 42 192.168.217.2 is at 00:15:5d:40:57:1f
32 51 9656900 168.217.3 90 NTP Version 4, client

» Frame 1: 99 bytes on wire (720 bits), 9@ bytes captured (720 bits) on interface ©
Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 185.120.22.23
User Datagram Protocol, Src Port: 56873, Dst Port: 123

» Network Time Protocol (NTP Version 4, client)

15 5d 40 57 1f 60 15
4c ¢5 7b 40 00 40 11
17 c6 b9 60 7b 6@ 38
00 00 00 00 00 00 00
00 60 00 00 00 60 60
00 e9 72 b9 6d 3a 29

ethOQ: <live capture in progress> Packets: 36 - Displayed: 36 (100.0%) Profile: Default

| connected the External Kali Attack Station using the Hyper-V Manager. | opened Wireshark, then
started capturing from “eth0.”



2. Open a new terminal then ping Ubuntu VM for 5 — 10 seconds.
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23 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova i.org/guacamole/#/client/ODk4AGMADXIz

Applications *  Places v [ Terminal W Attacker K - External W ion on CS30T N

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools

Q &« » Jie o _ = @

=
root@CS2APenTest: I -] Expressi

Time Edit View Sear
96.102637900 id=0x08a4, seq=20/
96.115685700 3 C 1 5 8 bytes of id=0x08a4, seq=20/
100 97.104261800 64 e 9 ) - 1=63 time=4 e S 1d=0x08a4, seq=21
101 97.126023800 4 . 9 I | P B i 8.6 s 1d=0x08a4, seq=21/
97.249822100

106180960
23700
9738900

+ Frame 1: 96 bytes on

» Ethernet II, Src: Mic
» Internet Protocol Ver

» User Datagram Protocolld
» Network Time Protocol o

. packet 1
41/21.796/5.073

ethO: <live capture in progres: Packets: 113 - Displayed: 113 (100.0%) Profile: Defauilt

| opened the Terminal in External Kali, then typed, “ping 192.168.10.10” to ping to Ubuntu VM. | had the
terminal running for 10 seconds. | pressed CRTL, +, C to end the ping.



3. Stop capturing (the red button on the tool bar).

—
@ Chrome File Edit View History Bookmarks Profiles Tab Window Help & Sat5:18PM

LN N J GlobalPrc Portal = cyse301nfior010 x lery

< lab-connect.cova-cci.org/https-8443/guacamole.lab.cova /guacamole/#/client/ODk4AGMADbXIzcWw

Applications ~ Places > M Wireshart 0l Attacker ¥afi - External Workstation o NFLOROTO TE X

*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools
@ D RT Q « » e

=/ |2
Expression
Source Destination Protocol Length Info

107 98.106186900 192.168.217.3 192.168.16.10 I Echo (ping) request 1d=0x68ad, secummm
108 98.11932: 192.168.10.10 192.168.217.3 ng) reply id=0x08ad, secumm—
109 107.49¢ 192,168.217.3 162.159.200.1 90 NTP Version 4, client —

112.603044200 Microsof_40:57:05 Microsof_46:57:1f Who has 192,168.217.27 Tell 192.1650mm
115 112.603858000 Microsof_40:57:1f Microsof_40:57:65 42 192.168.217.2 is at 00:15:5d:40:57
116 117.749674800 192.168.217.3 45.127.112.23 4, client

Frame 1: 90 bytes on wire (720 bits), 96 bytes captured (720 bits) on interface ©

Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 185.120.22.23

User Datagram Protocol, Src Port: 56873, Dst Port: 123

Network Time Protocol (NTP Version 4, client)

15 5d 4@ 57 1f 15 5d 40 57 08

4c c5 7b 40 00 46 11 6b da co a8 d9
17 c6 b9 60 7b 00 38 69 85 23 00 00
00 00 00 00 60 60 60 0O 00 60 00 00
00 00 00 00 00 00 60 00 00 00 00 00
00 e9 72 b9 6d 3a 29 d3 S5O

wireshark_eth0_20240210221135_jp9QN3.pcapng Packets: 120 - Displayed: 120 (100.0%) Profile: Default

After | ended the ping, | stopped capturing on Wireshark by clicking the red button on the tool bar.



Now, answer the following questions. You need to provide a screenshot that contains the answers to

each question.

Q1. How many packets are captured in total? How many packets are displayed?

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help

o000 GlobalProtect Portal = cyse301nflor010 x Media Gallery +

uacamole.lab.cova-cci.org/guacamole/#/client/ODk4AGMAbXIz

W Wireshar ol Attacker ¥l - Externsl tion or. CSI0T NFLOROTD —p—

*eth0

< (¢] 25 lab-connect.cova-cci.org/https-8443

Applications »  Places v

File Edit

4dnm

View Tools

@b

Go Capture Analyze

XE Q « » 0 1« »

Statistics  Telephony Wireless

Source

192.168.217.3 192.168.10.10
192.168.10.10 192.168.217.3
192,168.217.3 162.159.200.1

1d=6x08a4,
id=0x08a4,

98 Echo (ping) request
98 Echo (ping) reply
96 NTP Version 4, client

42 who has 192,168.217.27 Tell
192.168.217.2 is at 00:15
90 NTP Version 4, client

Microsof
Microsof
45.127.11

40:57:1f
3:57:05

112.603€
112.603858000
117.749674800

Microsof_40:57:05
Microsof_40:57:1f
192.168.217.3

+ Frame 1: 90 bytes on wire (720 bits), 96 bytes captured (720 bits) on interface ©

» Ethernet II, Src: Microsof_40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
» Internet Protocol Version 4, Sr 192.168.217.3, Dst: 185.120.22.23

» User Datagram Protocol, Src Port: 56873, Dst Port: 123

» Network Time Protocol (NTP Version 4, client)

5d 40 1f B

c5 7b 00 40 11
c6 b9 7b 66 38
00 00 00 00 00
00 00 00 00 00

00 e9 72 6d 3a 29

wireshark_eth0_20240210221135_jp9QN3.pcapng Packets: 120 - Di

———
& Sat5:18PM

o Cm—
seomm—
=

192. 16—

5d:40:57

Profile: Default

There are 120 Packets captured in total and 120 packets displayed. (100.0% displayed).



Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1).

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help b & Sat5:20PM

balProtect Portal = cyse301nflor010 x

25 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova-cci.org/guacamole/#/client/ODk4AGMAbXIzCWw

Applications ~ Places > M Wireshart 0l Attacker Kl - External Workstation on CS301-NFLORDT0 R
*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@ DERLC O\oo_JK-ol:

Destination Protocol Length Info
(Redirect for
(Redirect for
(Rec

+ Frame 2: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 6

» Ethernet II, Src: Microsof_40:57:1f (00:15:5d:46:57:1f), Dst: Microsof_40:57:85 (00:15:5d:40:57:05)
» Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3

+ Internet Control Message Protocol

15 5d 40 57 65 66 15 40 57 1f
68 10 b8 60 00 46 61 86 co a8
03 05 01 64 84 00 00 00 45 10
00 3f 11 6c da ce a8 03 b9 78
7b 00 38 fb b2 23 €0 00 00 00
00 00 00 00 60 00 00 00 00 00
00 60 00 00 00 60 00 00 o8

Internet Control Message Protocol: Protocol Packets: 120 - Displayed: 92 (76.7%)] Dropped: 0 (0.0%)  Profile: Default

After applying the “ICMP” as the display filter, 120 packets were captured but 92 packets were
displayed. 76.7% of the packets were displayed.



Q3. Select an Echo (replay) message from the list. What are the source and destination IPs of this
packet? What are the sequence number and the size of the data? What is the response time?

@ Chrome File Edit View History Bookmarks Profiles Tab Window Help 3 S (Sat5:27PM

'YX alProtect Portal X  ® cyse301nflor010 x Me lery
(¢} 23 lab-connect.cova-cci.org/https-844 camole.lab.cova-cci.org/guacamole/#/client/ODk4 AGMADXIz

Applications ~ Places ~ M Wiresharr ol Attacker K - External Workstation on CS301-NFLORDID EX

*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@DDONC QAenswsE aaa

=

Protocol Length Info

= ICHP 98 Echo (ping) request 1d=0x68ad,
192.168.10.10 192.168.217.3 ICHP 98 Echo (ping) reply id=exesa4,

192.168.217.3 192.168.10.10 ICcHP 98 Echo ( request id=6x08ad,
58 79.081700800 192,168.16.10 192.168.217.3 ICHP 98 Echo (pina) reply id=0x08a4,

+ Frame 54: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
» Ethernet II, Src: Microsof_40:57:1f (00:15:5d:40:57:1f), Dst: Microsof_40:57:05 (00:15:5d:40:57:05)
» Internet Protocol Version 4, Src: 192.168.10.10, Dst: 192.168.217.3
~ Internet Control Message Protocol

Type: © (Echo (ping) reply)

Code: ©

Checksum: ©x5230 [correct]

[Checksum Status: Good]

Identifier (BE): 2212 (6x@8ad)

f ;41992 (0xad08
equence number (BE): 1 (0x0601)
Sequence number (LE): 256 (6x06160)

qUEST Trane

m eb 16, 2024 22:12:59.000000000 EST

[Timestamp from icmp data (relative): ©.851303100 seconds]
- Data (48 bytes)
Data: e2b6000000000000101112131415161718191a1b1c1d1e1f. ..
[Length: 48]

00 15 5d 40 57 05 00 15 S5d 40 57 1f 08 00 45 00
00 54 09 a7 00 00 3f 61 ©d a4 cO a8 Oa Oa cO a8

7 wireshark_eth0_20240210221135_jp9QN3.pcapng Packets: 120 - Displayed: 120 (100.0%) - Dropped: 0 (0.0%)  Profile: Defauit

The source IP is 192.168.10.10 and the destination IP is 192.168.217.3. The BE sequence number is 1 and
the LE sequence number is 256. The data size is 48 bytes, and the response time is 4.467 milliseconds.



Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

File Edit View History Bookmarks Profiles Tab Window Help Q & sat537PM

GlobalProtect Portal ® W cyse301nflor010 x Media Gallery -

25 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova-cci.org/guacamole/#/client/ODk4 AGMADbXIzcWw
Applications Places v W Wireshar ol Attacker Wil - External Workstation on CS301-NFLORDT0 TEX
*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

= @ BN REC Q « » 0«

=

Expression.

Time Source Destination Protocol Length Info

266 112.758430600 192.168.217.3 192.168.217.2 81 Standard g
1 2
3
3

DNS 81 Standard query ©xcBaa AAAA 3.debian.pool
DNS 54 Standard query response 6xe@ad Refused
DNS 54 Standard query response Oxceaa Refused

758437600 192.168.217.3 192.168.217
268 112 575100 192.168.217.2 192.168.217
269 112.762594200 192.168.217.2 192.168.217
» Frame 266: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface @

» Ethernet II, Src: Microsof _40:57:05 (00:15:50:40:57:05), Dst: Microsof_40:57:1f (00:15:5d:40:57:1f)
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.217.2

» User Datagram Protocol, Src Port: 66314, Dst Port: 53

» Domain Name System (query)

00 15 5d 40 57 1f 00 15 S5d 40 57 05 08 00 45 00 Jow Jow
00 43 e7 67 40 00 40 11 1f eb cO a8 d9 03 co a8 Ccgé @

7 Domain Name System: Protocol Packets: 271 - Displayed: 4 (1.5%) Y\Dropped: 0 (0.0%) Profile: Default

| didn’t see any DNS packets when | applied the filter, so | began capturing more packets. | waited 30
seconds and then stopped capturing. After applying the “DNS” as a display filter, | now have 271 packets
captured and only 4 packets displayed. (1.5% of packets were displayed).



Q5. Find a DNS query packet. What is the domain name this host is trying to resolve? What is the

source IP and port number, destination IP and port number? Please express in the format: IP:port.

File Edit View History Bookmarks Profiles Tab Window Help

GlobalProtect Portal x W cyse301nfior010 x Media Gallery

23 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova-cci.org/guacamole/#/client/ODk4 AGMAD)

Applications Places v W Wireshai. W Attacker Kol - Bxternat
*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a

A nm @D RGC Q « » Je o Q q Q

dns
Destination Protocol Length Info
266 112.758430600 192.168.217.3 192.168.217.2 rd g
267 112

58437600 192.168.217.3 192.168.217.2 query
54 Standard query response 6xe@ad Refused

268 112.762575100 192.168.217.2 192.168.217.3
54 Standard query response 0xcaa Refused

269 112.762594200 1924168.217.2 192.168.217.3

» Frame 266: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface 0
. f_40:57:1f (00:15:5d:40:57:1f)

» Ethernet II, Src: Microsof 4 S.5d.40-57-95) -
» Internet Protocol Version ge#Src: 192.168.217.3, Dst: 192.168.217.2
» User Datagram Protocol,{Src Port: 60314, Dst Port: 53

Q

Answer RRs

Authority RRs:

Additional RRs: ©
» Queries

[Response In: 268)

d9 62 eb 9a 00 35 66 2f 33 98 ed ad [NEE oo 61 5/3 .-

7 Flags (dns.flags), 2 bytes Packets: 271 - Displayed: 4 (1.5%) - Dropped: 0 (0.0%)  Profile: Default

The DNS query packet | chose is number 266.
The Domain name for the DNS query packet is Oxe0a4.
The Source 1P:192.268.217.3: Src Port: 60314

The Destination IP: 192.168.217.2: Dst Port: 53



Q6. Find the corresponding DNS response to the query you selected at the previous step, and what is
the source IP and port number, destination IP and port number? What is the message replied from the
DNS server?

‘ Chrome File Edit View History Bookmarks Profiles Tab Window Help

o0 GlobalProtect Portal X ® cyse301nflor010 x Media Gallery

Cc 23 lab-connect.cova-cci.org/https-8443/guacamole.lab.cova-cci.org/guacamole/#/client/ODk4AGMADbXIzcWw

Applications ~ Places v M Wireshar 0l Attacker Yol - xternal Workstation on Co301-NFLORDIO TE R
*ethO
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Expression

Time Source Destination Protocol Length Info
266 112.758430600 192.168.217.3 .168.217.2 DNS 81 Standard query @xeBa4 A 3.debian.pc
0 192.168.217.3 68.21 S 81 Standard query ©xcGaa AAAA 3
12.762575100 192.168.217.2 192.168.21 Standard g
5 0 192.168.217.2

Frame 268: 54 bytes on wire (432 bits on interface @
+ Ethernet II, Src: Microsof 4g.SZ. TG : f_40:57:05 (00:15:5d:40:57:05)
Internet Protocol Version 4, 192.168.217.2, Dst: 192.168.217.3
User Datagram Protocol, : 53, Dst Port: 60314
Domain Name System (response)
Transaction ID: ©xe@ad

Questions
Answer RRs: ©

Authority RRs: ©

Additional RRs: ©

[Request In: 266)

(Time: ©.004144560 seconds]

00 15 5d 40 57 05 60 15 5d 40 57 1f 08 00 45 00 Jéw
00 28 8 64 00 00 40 11 4f 09 cO a8 d9 02 cO a8 (d @
d9 63 ee 35 9a 60 14 7e f4 e0 a4 EHEE oo o0 5
00 00 00 60 00 00 e

Flags (dns.flags), 2 bytes Packets: 271 - Displayed: 4 (1.5%) - Dropped: 0 (0.0%) Profile: Default

The corresponding DNS response to the query is number 268.
The Source IP: 192.168.217.2: Src Port: 53
The Destination IP: 192.268.217.3: Dst Port: 60314



