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TASK A

In this assignment, you will act as an attacker to identify the vulnerabilities in the LAN network and a
defender to apply proper countermeasures. You need to provide a screenshot for each task below.

Task A: Sword - Network Scanning (20+ 20 = 40 points)

Power on the listed VMs and complete the following steps from the External Kali (you can use either
nmap or zenmap to complete the assignment)

e External Kali (192.168.217.3)
e pfSense (192.156.10.2)
e Ubuntu (192.168.10.10)
e Windows Server 2008 (192.168.10.11)
Make sure you didn’t add/delete any firewall policy before continuing.

1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM.
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| powered on External Kali, pfSense, Ubuntu, and Windows Server 2008. | opened up External Kali and
used Zenmap to gather basic information about the subnet topology. | used the command,
“nmap -T4-A-v192.168.10.0/24”

The *-T4" option sets the timing to aggressive. -A": This is an option that enables aggressive detection. It
enables OS detection, version detection, script scanning, and traceroute. “-v': This is an option that
enables verbose output. '192.168.10.0/24": "nmap’ to scan all IP addresses in the range '192.168.10.0°
to '192.168.10.255". The */24" indicates that it should scan all addresses in the subnet, using CIDR
notation.

From the first screenshot, you can see the number of open ports and the operating system. The number
of open ports is 6, and the operating system is Windows.

From the second screenshot, you can see the service and backend software information associated with
each opening port in Windows Server 2008. The services include ftp, http, msrpc, Microsoft-ds, and
tcpwrapped. The backend software is showed above.
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From the third screenshot, you can see the number of open ports and the operating system. The
number of ports is 1 and the operating system is Linux 3.11-4.1

From the fourth screenshot, you can see the service and backend software information associated with
each opening port in Ubuntu. The service is ftp and the backend software is vsftpd 3.0.3
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From the fifth screenshot, you can see the number of open ports and the operating system. The number
of open ports is 3 and the operating system is not listed.

From the sixth screenshot, you can see the service and backend software information associated with
each opening port in pfsense. The services are domain and http. The backend software is nginx.



2. Run Wireshark in Ubuntu VM while External Kali is scanning the network. Discuss the traffic pattern
you observed. What do you find? Please write a 200-word essay to discuss your findings.
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So, | provided two images to show. Firstly, while | started my initial Nmap scan on External Kali, |
changed my VM to Ubuntu to run Wireshark. | immediately noticed the huge amounts of packets | was
receiving at a short time. | let wire shark run for about 30 seconds, and at the very end, | received almost
6000 packets. There are three-way handshake connections when you run Nmap, and it shows on
Wireshark. The red highlighted packets on Wireshark are the Nmap connections. As you can see from
the screenshots above, a TCP segment with the SYN (synchronize) flag set to External Kali. Upon
receiving the SYN segment, Windows Server 2008 responds with a TCP segment that has both the SYN
and ACK (acknowledge) flags set. Finally, the client, External Kali, responds to the Windows Server
2008’s SYN-ACK segment by sending a TCP segment with the ACK flag set. At this point, the TCP
connection is established. For the second screenshot, | applied an ICMP display filter to show all of the
ICMP packets. ICMP can be utilized to troubleshoot TCP/IP and for managing network flow and function.
As you can see from the source and destination IP’s, External Kali and Ubuntu are the hosts that are

communicating with each other.



TASK B

Task B: Shield — Protect your network with firewall (10 + 10+ 20 + 20 = 60 points)

In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.

1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.
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ICMP traffic is blocked from External Kali to Ubuntu. | used to ping command to verify. Zero packets
were received.



2. Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from
External Kali to the LAN side.
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| blocked all ICMP traffic from external Kali to every host in the LAN. This type of direction is inbound
because an outside source is trying to penetrate inside a network. As you can see from the terminal
above, both Ubuntu and Windows Server 2008 are not receiving traffic.



3. Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Windows Server 2008.

Rule # | Interface Action Source IP Destination IP Pr.otocol.
(port # if appliable)
1 WAN PASS 192.168.217.3 | 192.168.10.11 ALL
. N Protocol
Rule # | Interface Action Source IP Destination IP . .
(port # if appliable)
2 WAN BLOCK | 192.168.217.3 | 192.168.10.0/24 FTP (port 21)
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| only received TCP traffic when using the firewall policy. There are two rules that | implemented. Firstly,
| only allowed FTP towards Windows to pass. Next, all other traffic from external kali to LAN side is
blocked. The order of the rules is very important for this to work. The screenshot with the two terminals
show’s FTP. On the left is the IP address of Ubuntu. You can see that the connection is blocked. ON the
right side is Windows Server 2008. This host is able to access the FTP server. For the first rule, |
configured Windows Server 2008 to be the destination address.



4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What's the difference?
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| immediately noticed that | am not receiving that many packets. Next, | realized | only received TCP
traffic when using the firewall policy. | only allowed FTP towards Windows Server 2008 to pass, all other
traffic from external kali to LAN side is blocked.



Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows
Server 2008 VM in the CCIA network
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—————
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The above screenshot is the pdf info sheet. | used Nessuss and found a critical vulnerability called (CVE-
2019-0708) also known as Blue Keep. This is a vulnerability that affects the Remote Desktop Services
(RDS) in older versions of Microsoft Windows. This vulnerability allows an attacker to exploit the Remote
Desktop Protocol (RDP) and execute arbitrary code on the target system without authentication.
BlueKeep is considered highly dangerous because it can be used to propagate malware and create self-
replicating worms, similar to the infamous WannaCry ransomware.



