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Bottom Line Up Front
Cybersecurity threats are growing fast—especially in important systems like water, electricity, and healthcare. These systems are now connected to the internet, but they weren’t built for that. As a result, they are easy to attack. This paper uses the ideas of philosopher Hans Jonas, who said that we can’t always predict the future, so we need to be very careful when building or changing technology. I argue that cyber policies and systems should be made with caution and long-term safety in mind. [1]
The Problem of Predicting the Future in Cybersecurity
Philosopher Hans Jonas believed that when it comes to technology, we have a “short arm of knowledge.” This means that we can’t clearly see how new technologies will affect the future (Jonas, 1984). Because of this, Jonas said we should act carefully and take responsibility, even when the outcomes are uncertain.
This idea is very important for cybersecurity. Technology moves fast, but rules and policies often fall behind. We create new systems without knowing all the risks. For example, many cities use SCADA systems—computer systems that control water, electricity, and factories. These were not made for internet use, but today they are connected to the internet. This makes them vulnerable to cyberattacks.
If we follow Jonas’ advice, we would ask: What happens if these systems fail? What if hackers shut down a city’s water supply or power grid? We can’t know every future risk, so we must design and update these systems with long-term safety in mind.
SCADA Systems: Important but Unprotected
During my coursework and discussions, I learned a lot about SCADA (Supervisory Control and Data Acquisition) systems. These systems are used to run critical infrastructure like water plants, electrical grids, and more. However, they were never designed with internet safety in mind.
Cybercriminals have already attacked SCADA systems in real life. For example, in 2021, hackers tried to poison the water supply in Oldsmar, Florida by accessing a SCADA system (CISA, 2021). This shows how dangerous it is to leave these systems unprotected.
SCADA systems often use old software, don’t have strong passwords, and lack encryption. According to Knowles et al. (2015), these systems have “unique security challenges” that require special attention. They are also hard to upgrade because they are used all the time and shutting them down isn’t easy.
Using Jonas’ idea, we must ask not just what works today, but what will still be safe years from now. These systems need better security, regular updates, and backup plans in case of a cyberattack. [2]
Cybersecurity and Human Mistakes
Cybersecurity is not just about systems and software. People also play a big role. In my class discussions, I talked about how employees sometimes break rules or act carelessly online. This is called workplace deviance.
For example, some workers use company time to watch videos or scroll on social media. Others might click on fake emails or accidentally send private information to the wrong person. These may seem like small mistakes, but they can lead to serious security problems.
Verizon (2023) reported that almost three-quarters of all data breaches happen because of human error. Hackers often take advantage of human behavior, not just software flaws.
Jonas would say this is another reason to be cautious. Since we can’t always trust that people will act safely, we need to build systems that help protect against mistakes. This means offering cybersecurity training, setting up two-factor login, and limiting who can access sensitive data.
DNA Data and the Future of Cybersecurity
[3]
Another area where Jonas’ theory is very useful is bio-cybersecurity—the use of technology to handle personal health or genetic information. One example is DNA testing companies like 23andMe. These companies let people learn about their family history or health risks, but they also collect huge amounts of sensitive data.
In a class reading and my discussion post, I talked about how this data can be misused. If a hacker steals someone’s DNA information, it can’t be changed like a password. This is personal information that can affect jobs, insurance, and privacy forever.
In 2023, 23andMe confirmed that hackers stole ancestry data from nearly 7 million users (Whittaker, 2023). This is a real example of how we failed to protect something very important—and the risks of not thinking ahead.
From Jonas’ point of view, we need to be much more careful with this kind of technology. Just because we can collect and store DNA doesn’t mean we should—at least not without strong laws, ethical guidelines, and safe systems.
Ethics, Law, and Responsibility in Cyber Policy
As I learned in class, making cyber policy is not just about rules. It’s about values. What do we want to protect? Who should have access to our personal data? When should a company be allowed to collect it?
Right now, the law is struggling to keep up. Technology moves fast, and lawmakers don’t always understand the risks. This means companies can build tools and collect data before rules are made. Often, privacy and safety come second to profit.
Jonas reminds us that we have a duty to future generations. If we build risky systems today, it could harm people tomorrow. So when we create new technology or laws, we need to think about the long-term effects—not just the short-term rewards.
Putting Ethics Into Practice: Training and Design
What can we do with all this information? First, we must design systems with safety in mind from the beginning. This means using secure coding, testing systems often, and creating rules for what to do if something goes wrong.
Second, we need to train people—not just IT staff, but all employees. Everyone who uses a computer at work needs to understand basic safety steps, like not clicking on strange links or sharing passwords.
Third, we need strong policies that match our values. These policies should protect both systems and people. They should also include ways to recover if something goes wrong, like data backups and emergency plans.
Conclusion
Technology is becoming a bigger part of our lives every day. From running power plants to storing our DNA, we rely on systems that are often open to attack. In this paper, I’ve argued—using Hans Jonas’ idea of the “short arm” of predictive knowledge—that we need to act more carefully when building and using technology.
I’ve shown how SCADA systems are vulnerable, how human error makes cybersecurity harder, and how bio-data brings new ethical risks. In all these cases, the future is unclear—and that’s exactly why we need to think ahead.
Some may argue that being too cautious will slow down progress. But history has shown that ignoring risk can lead to disaster. In cybersecurity, what we don’t know can hurt us.
By combining smart policy, ethical thinking, strong training, and secure design, we can build a safer digital world—not just for ourselves, but for those who come after us.
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