Nicholas Robertson

Assignment #2

Task A

fle Acton Medis Cipbord View Help
D@0 nn O Py

tions v  Places~ M Wed 19:22

Edit View Search
*ethd

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN ® ODF

RC o «» 0« s _ Q @ ff

3 -| Expression.

Time Source Destination Protocol  Length
216 432.999999760 192.168.217.3 178.63.120.265 90

» Frame 1: 90 bytes on wire (726 bits), 90 bytes captured (726 bits) on interface &
» Ethernet II, Src: Microsof 40:57:05 (00:15:5d:40:57:05), Dst: Microsof_40:57:1f (0
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 178.63.120.205

+ User Datagram Protocol, Src Port: 46368, Dst Port: 123

» Network Time Protocol (NTP Version 4, client)

5d 48 57 05 68 08 45 10
91 39 cO a8 d9 03 b2 3f
c5 02 23 00 60 00 EENEE
©0 60 60 00 00 00 06 00
©0 60 00 00 00 00 90 60
19 48

7 wireshark_eth0_2..57_tMvdnQ.pcapng  Packets: 220 - Displayed: 220 (100.0%)  Profile: Default

. oo TN .

In total there were 220 packets captured and all 220 of those packets were displayed.
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Destination Protocol

PING 192
64 byte
64 byte
64 byte

64 bytes

N © Frame 2: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface
+ Ethernet II, Src: Microsof 40:57:1f (@0:15:5d:40:57:1f), Dst: Microsof _40:57:05 (O
» Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
» Internet Control Message Protocol

57 05 60 15 5d 40
60 00 40 61 8b c5
d 2 e1 60 6000 00
0036 0e 03
o 24 30 23 66 00 00
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00 00 60 00 00 00 00 00
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Packets: 44 - Displayed: 38 (86.4%)  Profile: Default

After applying “ICMP” in the display filter, there was a total of 44 packets captured with

38 of those packets being displayed.
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* | Expeession. *

Length info =

25 11,230618400 192.108.217.3 192,168 98 Echo (ping

26 11.240673300 192.168.10.10 192.168.2: & 98 Echo (ping
192.168.217.3 192.168 98 Echo (pinolilll

8 12. 258283600 168.10.10 2.168.217.3 98 Echo (ping

29 13.239718700  192.108.217.3 192.163.10.,10 98 Echo. (ping

30 13.241904100 192.168.10.10 192.168.217.3 98 Echo (ping)
2 192.168.217.3 192.168.10.10 98 Echo (vau).

- Internet Control Message Protocol
Type: 8 (Echo (ping) request)
L]

[Checksum Status )
Identifier (BE): 2112 (0x0840)
Identifier (LE): 16392 (9x4008)
Sequence number (BE): 10 (8x00@a)
Sequence nuaber (LE): 2568 (8x0n00)
[Resannse frame: 34

15 5d 40 57 1f 00 15 50 40 57 05 08
97 39 a1
08 00 40

18 19
28 29 2a 2b 20 2e 2¢ 30 31 32

Checksum (ikmp.checksum), 2 bytes  Packets: 44 - Displayed: 38 (86.4%) - Dropped: 0 (0.0%) _ Profide: Defacit
\



With the filter still on the source IP address is 192.168.217.3 and the destination IP is
192.168.10.10. The sequence number (BE) is 10 and the sequence number (LE) is 2560.

The size of the data is 48 bytes and the response time was 13.559 ms.
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No. Destination Protocol Length Info

¢ 222 112754368100 192.168.217. .168.217. 81 Standard
223 112.7543755600 192.168.217. 192.168.217. ONS 81 Standard query
224 112.758045800 192.168.217. 192.168.217. ONS 54 Standard query
225 112.758066700 192.168.217. 192.168.217. DNS 54 Standard query
236 117.769266100 192.168.217. 192.168.217. DNS 81 Standard query
237 117.769273100 192.168.217. 192.168.217. DNS 81 Standard query
238 117.770503300 192.168.217. 192.168.217. DNS 54 Standard query
239 117.770526000 192.168,217. 192.168.217. ONS 54 Standard query

: - _ = | CYSE Student
- Frame 222: B1 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface ©
» Interface id: @ (ethe)

Encapsulation type: Ethernet (1)

Arrival Time: Sep 20, 2623 20:29:22.638864100 EDT

[Time shift for this packet: 0.006000000 seconds]

Epoch Time: 1695256162.638864100 seconds

[Time delta from previous captured frame: ©.464645200 seconds]

[Time delta from previous displayed frame: ©.080008008 seconds]

[Time since reference or first frame: 112.754368100 seconds]

Frame Number: 222

00 15 5d 40 57 1f 80 15 5d 40 57 05 08 00 45 60 lew  Jew  E
©0 43 c5 a4 40 00 46 11 41 ae cO a8 d9 @3 cO a8 C @@ A
d9 02 d9 97 00 35 80 2f 33 98 a2 48 01 69 00 01 5/3
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1

o

© 7 wireshark_eth0_20230920202721_qRDEVa.pcapng Packets: 268 - Displayed: 8 (3.09%) _ Profile: Default

.

B Astacker Kali - Exter. Ubuntu 64-bit on N.

With the DNS filter enabled, there are 8 packets that are displayed.



5 Attacker Kaf - Bternal Workstation on NROBEDIT - Virtus! Machine Connection

The domain name that this host is trying to resolve is 2.debian.pool.ntp.org: type A, class

IN. The source IP and port number is 192.168.217.3:55703 and the destination IP and
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. 754368160

223 112. 754375560
224 112.758045800
225 112.758066760
236 117.769266160
§ 237 117.769273100
238 117.770503300
239 117.770526000
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Source

192,
192,
192.
192.
192.
192.
192.

168
168
168
168
168

168.

168

~ Domain Name System (query)
Transaction ID: 8xa248
» Flags: 6x8100 Standard query

Questions: 1
Answer RRs: 0
Authority RRs: @
Additional RRs: @

~ Queries

» 2.debian.pool.ntp.org:

Resnonse Tn: 2241

00 15 5d 40 57 1f 00 15
00 43 c5 ad 40 00 40 11
d9 62 d9 97 00 35 00 2f

o1

00 60 60 60 00 00
0 6f 6f 6c 63 6e 74 70 03 6f 72 67 OOJCEIIWT]

Destination

168.217
.168.217
.168.217
.168.217
.168.217
.168.217

168.217

type A, class IN

5d 40 57 05 08 00 45 0O
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33 98 a2 48 01 @0 60 01

32 86 64 65 62 69 61 b O
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Protocol Length Info

ONS 81 Standard query’
% 81 Standard query
g 54 Standard query
3 54 Standard query
2 81 Standard query
5 81 Standard query
& 54 Standard query
S 54 Standard query

Jow Jow E
coae A
5/3

H
-2 -debian |
pool-ntp org-

© 7 Time shift applied t..(frame.offset_shift Packets: 268 - Displayed: 8 (3.0%) - Dropped: 0 (0.0%) _ Profile: Default

port number is 192.168.217.2:53.
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.754368100
. 754375500
. 758045800
2.758066760
. 769266100
.769273100
.770503300

770526000

Source

192.
192.

192,
192.
192,
192.
192.

168.
168.

168.
168.
168.
168.
168.

Destination
192.168.217.
192.168.217.

shift for this packet: 0.000090866 seconds
Time: 1695256162.642541800 seconds

delta from previous captured frame: ©.003676300 seconds]
delta from previous displayed frame: 0.0036703060 seconds]
since reference or first frame: 112.758045860

Number: 224

Length: 54 bytes (432 bits)
Capture Length: 54 bytes (432 bits)
[Frame is marked: False]
Falsel

[Frame is innored:

0 15 5d 40 57 05 00 15

6010 00 28 71 dd [

[E 40
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d9 83 80 35 d9 97 00 14
60 00 00 00 60 60

L3
shift applied t..(frame.offset_shift _Packets: 268 - Displayed:

5d 40 57 1f 88 00 45 80
d5 90 c@ a8 d9 02 cO a8
cf 53 a2 48 81 ©5 60 0O

Protocol Length Info

81 Standard query ©

81 Standard query
54 Standard query
54 Standard query
81 Standard query
81 Standard query
54 Standard query
54 Standard query

seconds]

: 8 (3.0%) - Dropped: 0 (0.0%) _ Profile: Default
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The source IP and its port number for the response query is 192.168.217.2:53 and the

destination IP and its port number is 192.168.217.3:55703. The message that was replied

from the DNS server was “refused”.
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+ Frame 17: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
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2. Sniff FTP traffic

tacker Keli - Extemal Workstation on NROBEDT? - Virtus! Machine Conn

Adtion  Media Clipbowrd  View

@O un B> W
& Terminal ~

share Ne:

Help

tions v Places ¥ Thu18:21

nfo Terminal

Help

from

ytes from
root@CS2APenTest: ~

Edit View Search Terminal Help

10.10
Connected to 1
(vsFTPd 3.0
(192

220

Nam

230 Login s
Remote system type is UNIX

VMinsger B0 Arackerki-Bater. B9 Ko ot

=2

40 57
a co

e 08 00 45 00
a8 do 93 co ag

5 Kaki - Intermal Workstation on NROBEQ1 - Virtual Machine Connection
Fle Acin Meda Cipbowd View Help
OO nw o &
Applications »  Places v ) Wireshark v Thu18:12
*eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
am @D REC Q « » 0= _ Q g @ IF
No. Time Source Destination Protocol Length Info
021499160 192.168 192.168.10.10 CMP 98 Echo
1622703500 192,168 192.168.10.18 1cHP 98 Echo
027397160 192.168 192.168.10.10 ICMP 98 Echo
027154000 192.168 192.168.10.10 ICHP 98 Echo
1028813900 192.168. 192.168.10.10 1CHP 98 Echo
031249660 192.168 192,168.16.10 ICcMP 98 Echo
033237600 192.168 192.168.10.10 ICcMP 98 Echo
836497160 192.168. 192.168.10.10 1cMP 98 Echo
.046597860 192.168.2: 192.168.10.10 1cMp 98 Echo
937339760 192.168 192.168.10.10 IcmMp 98 Echo
042265400 192.168 192.168.10.10 1cMP 98 Echo
042716200 192,168 192,168.10.10 ICMP 98 Echo
042458100 192.168 192.168.10.10 ICHP 98 Echo
.049467360 192.168. 192.168.10.10 IcHP 98 Echo
048604300 192.168 192.168.10.10 IcmMe 98 Echo
2.047777000 192.168.2 192.168.16.10 1cMe 98 Echo
05057 0 192,168 192,168.10.10 ICMP 98 Echo
053329400 192.168 192.168.10.10 ICMP 98 Echo
052979806 192.168.2: 192.168.10.10 ICMP 98 Echo
056148100 192.168 192.168.10.10 ICMP 98 Echo
.063379200 192.168.2 192.168.10.10 IcHp 98 Echo
8598 00 192,168 192.168.10.10 IcMe 98 Echo
059848300 192.168 192.168.10.10 1cmMe 98 Echo
.866658300 192.168 192.168.10.10 IcMP 98 Echo
.863154460 192.168. 192.168.10.10 IcMP 98 Echo
069054606 192.168 192.168.10.10 IcmMe 98 Echo
065795460 192.168.2 192.168.10.10 98 Echo
1867927400 192,168 192.168.10.10 98 Echo
073568600 192.168 192.168.10.10 98 Echo
073794760 192.168 192.168.10.10 98 Echo
.075324400 192.168. 192.168.10.10 98 Echo
078915900 192.168. 192.168.10.10 98 Echo
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2.168.10.10 ICNP
192.168.10.10 ICNP
192.168.10.10 ICMP
192.168.10.10 1cHP
192.168.10.10 IcMP
192.168.10.10 ICMP
192.168.10.10 IcMP
192.168.10.10 Icep
192.168.10.10 ICMP
192.168.10.10 ICMP
192.168.10.10 ICMP
192.168.10.10 ICMP
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(ping)
(ping)
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(ping)
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(ping)
(ping)
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(ping)
(ping)
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(ping)
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(ping)
(ping)
(ping)
(ping)
(ping)
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98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
98 Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echa
Echo
Echa
Echo
Echo
Echo
Echo
Echo
Echo
Echo
98 Echo
Echo
98 Echo

request
request
request
request
request
request
request
request
request
request
request
request
request
uest
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
Fequest

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
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(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
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1d=6x089b,
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1d=0x889b,
1d=0x889b,
1d=0x089b,

1d=0x089b,
1d=0x089b,
1d=60x089b,
1d=6x089b,
x089b,
1d=6x889b,
id=6x089b,
1d=6x089b,
1d=6x089b,

1d=6x889b,
1d=0x089b,
1d=0x089b,
1d=0x089b,

1d=0x089b,
1d=0x689b,
1d=0x689b,
1d=0x889b,
1d=0x089b,
1d=0x089b,
1d=8x889b,
1d=0x889b,
1d=0x889b,
1d=9x089b,
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request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
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tcp.stream eq 59 B33 -] Expression.

No. Time Source Destination Protocol Length
1534 231.144671900 192.168.217.3
1535 231.145488200 192.168.10.18 — — <
1536 231.145495000 192.168.10.10 4 Wireshark - Follow TCP Stream|
1537 231.194253000 192.168.217.3
1566 240.221840400 192.168.217.3 192.8 220 (vsFTPd 3.0.3)

{aen sysesed

+ Frame 1567: 80 bytes on wire (640 bits), 86 byl iigj‘{iiifjojz?”” thelpaxiiord

» Ethernet II, Src: Microsof 40:57:0c (00:15:5d: 230 Login successful.

+ Internet Protocol Version 4, Src: 192.168.10.1 syer

» Transmission Control Protocol, Src Port: 21, DY 5

o

[Current working directory: ] o -

(Ethernet

00 15 5d 40 57 le 80 15 5d 40 57 Oc 08 00
00 42 bc 13 40 60 40 86 1a 44 cb a8 6a 0a
d9 ©3 80 15 bS ec f7 99 91 f5 6¢ 7e do 70
00 e3 19 ee 00 00 01 01 08 6a f8 42 63 of
[L'TNs2 32 31 26 47 6f 61 64 62 79 65 2¢

7 File Transfe..p), 14 byte: _Packets: 1571 - Displayed: 23 (1

4 client phts, 5 server phts, 8 tums.

Entire conversation (151 bytes) ~ | Show and s

Find:

@Help | Filter Out This Stream Print

B9 Aacker K- Bt

How I was able to find the password used by external kali was to first find the IP
address of the external kali using the ifconfig command. Afterword’s you go into
Wireshark and use the ip.addr == 192.168.217.3, which is the IP address for the
external kali system. Before you hit enter in the search bar add && ftp to the end of
it, to isolate the fpt packets that is coming and going from the external kali. Then you
find one of the packets that has the source IP of the ubuntu virtual machine to the kali
virtual machine (which was source: 192.168.10.10, destination: 192.168.217.3), while
having the protocol of FTP. You right click on that packet then click follow, and TCP

stream and there you will see the password and user.
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o Wy vperv Manager

Mon 16:14

Desktop  Documents  Downloads Music nrobe017

w— oz

LS B

Templates Videos VMshare

FTP
TCP

TCP
FTP

Wireshark - Follow TCP Stream (tcp.stream eq 18) - eth0

226 (vsFTPd 3.6.3)

USER nrobee17

331 Please specify the password
PASS

530 Login incorrect

sysT

530 Please login with USER and PASS
QuIT

221 Goodbye.

jent phts, § server phts, 8 turns,

Entire conversation (162 bytes) - | Show and save dataas ASCIl =
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icmp.
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icmp.

seq
seq=137
seq=138

seq=142
seq=143




