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 Task A 

 

1.  

 

2.  



 

I Allowed for the external kali to quick scan the target 192.168.10.0/24 while Ubuntu was 

running Wireshark in the background, which took it about 13 seconds to complete. After 

it was done and zenmap was able to display the open ports and the services, I looked over 

the wire shark to see what it had captured. What Wireshark had displayed was a ton of 

source packets listing the different IP address of the machines that ware running in the 

background, like 192.168.217.3, 192.168.10.10 and for the windows 2008 machine it was 

displaying in the source column Microsof_40:57:1e. On the destination column, it ranges 

from the different IP addresses bouncing off each other (so, 192.168.217.3 in the source 

and 192.168.10.10 in the destination), but in the destination column for the corresponding 

Mircrosof_40:57:1e it says Broadcast, which means that the any packets from the 

Microsoft 2008 machine, the destination for all stations on the network segment is 

considered broadcast traffic. These broadcasts usually transmit the packets of ARP or 

DHCP, in this case for the Microsoft 2008 machine were transporting ARP packets, while 

the other machines (192.168.217.3 and 192.168.10.10) were giving off the ICMP packets. 

Finally, information section of 192.168.217.3 and 192.168.10.10 has the standard Echo 

(ping) request/reply action, but the Microsoft 2008 machine info message was, “Who has 

192.168.10.44? Tell 192.168.10.2” and “Who has 192.168.10.220? Tell 192.168.10.2”.  

 

 Task B 

 

B1 

Rule # Interface Action  Source IP Destination IP Protocol (Port 

# if appliable) 

1 WAN  Block 192.168.217.3 192.168.10.10 ICMP 

 



 

 

 



B2  

Rule # Interface Action Source IP Destination IP Protocol (port # 

if appliable 

1 WAN Block 192.168.217.3 LAN net ICMP 

 

 

 



 

 

 



 

Applying this rule made it where the attacker kali could not communicate to any of the devices 

that were on the LAN side, but the devices within the LAN could communicate with the attacker 

and to each other. So, for instance ubuntu and Microsoft 2008 could communicate with each 

other and to attacker.  

 

B3 

Rule # Interface Action  Source IP  Destination IP Protocol (port 

# if appliable) 

1  WAN Pass 192.168.217.3 192.168.10.11 TCP 

2 WAN Block 192.168.217.3 Any Any 

3 WAN Pass WAN net Any Any 



 

 

 

 

 

 

 



B4 

 

After keeping the pfsense there is no subnet topology, no service, no backend software 

information and no port openings. There is no information showing on the zenmap/nmap 

at all after a quick scan. This is most likely due to everything being blocked to the 

attacker kali machine.  


