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75 30.498349
79 38.506934
52 30.506973

553585
5544

Lengh Info

1440 89 [PSH, A
54 62897 + 80 [ACK]

1440 89 + 62897 [ACK]
1448 80 > 6
1448 89 + 62897 [
1440 89 » 62897 [

Frame 13: 54 bytes on wire (432 bits), 54 bytes captured (432 b}
Ethernet II, Src: IntelCor af (f8:9:94:af:14:69), Dst: AL
Internet Protocol Version 4, Src: 10.254.38.9, Dst: 23.222.5.89

ol, Src Port: 62897, Dst Port: 8, Se¢

Transaission Control

@@ 0@ 6c 07 ac o1 5
98 28 3c 0d 49 0@ 50
5 59 f5 b1 80 50 cc
02 02 45 58 00 @@ X
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55 1 The URL thatused w:

18 words Text Predictio ilty. Goad to go

« Typea URLin your browser
window (not Wikipedia.org).
+ After a few seconds, stop the captu
* Answer the following questions:
1a. What URL did you use? What
was the IP address of the web-
server?
1b. Find the frame in which your
PC sent the SYN packet. List the
source and destination [P ad-
dress, the source and destination
port numbers, and the header
checksum.
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and it’s IP address 15 23.222.

you send are recorded. Do a capture.
Click on the window containing Wire-
shark and hit Alt-Enter. This captures
the window to your clipboard. Paste it
into your homework.
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M Wireshark - Follow TCP Stream [tcp.stream eq 15) - Wi-Fi 2 = O x

GET /appinfo/1248448/sha/a5T93Tda5485c9%9ef112f54a8Thac4amar47eacte. txt. gz HTTP/1.1
Host: clientconfig.akamai.steamstatic.com

Accept: text/html,*/*;q=8.9

accept-encoding: gzip,identity,*;q=80

accept-charset: IS0-8859-1,utf-8,%;q=0.7

user-agent: Valve/Steam HTTP Client 1.8

HTTP/1.1 288 0K

Content-Type: application/gzip
Content-Length: 38426

Last-Modified: Sat, 28 Jan 2018 @1:80:88 GMT
Cache-Control: max-age=1289214

Date: Thu, @9 Nov 2823 16:55:87 GMT
Connection: keep-alive

............ [-%.u. Ao o o oA el s - coaoiio s hrz~.NeFe.*2"...

(. SRR R (R &!'.% . ....B.+L loo_noocoooBooBo palbocodoocac &
sk of .y =2 alh LB LR I..~pp
..... WS cocdleallooaoflacconoctcIlocsanoncnaa®thadl aladhasifaosctdncsanaosiloasCya_TEaxs
cooPaodEMoocirn o d=S0t Bt o L I Ea I loEZa o0 olF o 0a0o000ac TPocooooooas EZueaGuauBauaa.. k.i
c¥occocoocoog CEP m...W..{W....F..... X.Rr.." . .5/.W .i....y.B.R.%xq366G..7..... 3.
e T P, Beea™anarnnnns ONMee™esseenans PN L s T < S 5
=33

- TR P, DTS, . Fovne ineiaaas Zowahoaoan. Zi...0.F.%5C. ... EEEr
PR . T 1 R Foocooaocooaooaooaoo Pooooooooaoooan W..... Thaoocooaaoooo n.Gg'..
R PO [ TR = TR - 5 Y ALY [ - T |.Umx<z ....... [0} - T

e | WL BT Fawiann - U Vesuoannoane? wonnnanaans PP (P T p.
feaa-- E I Pl €C i d..cq}l...Gevnny.]ee W/, . NB=....D..@.R.5 ...|d...
codiioooifooooa ZuMWeoo =12b. 22 w.Tuo..... cf=.H={9%.9y.. . W.SpZ.E...BW.. .u.... Toobooo W
@ .;g,.--/]]--F-.0.. ... e | P LTSS o TR~ ST wh=.
Tamosao [aczcnaooaa hz.f].--1 55 m==Wd-YE- - pnooBEE s nnooamooo00n ==..d..
oo

- S DR DAY 7 s TR U 2.8.. ... I i O Ly i s
LU =9 ¥Ee e B LS Covukzon | oo eg e e X s WYX e ]._...|08b
= S [48#V.[..t... S>}..m...G'Ov.K. ...0....X~.@." .E...... =..].a.k?.i........ Ch.
TN R TN O S | A Goorgen | WMo 9385.7 ..., [eonnn R.Q..BV.Q. . #...2..00uun L
[ baooa [ R PR I s e o Mocoss Zhaooooo EFEbo0o™booa0o00a0 Floocso rvee. | .
ST R PR | .

P T P ¢ S 1 LR T PR HoolEocBoooctiPondBon . cotfooltoc®oaoo_pooda@loac®aocas En...t.
Nooofloaoo_VWoaooafoa=aoFdl2™ 0000000 Sooalloaoooos Efcooao #.5q])?..... o coaooanoaoo W...
= Y (RS N - N - AR RN - JRRPPRPS VS S R - SR L J5 A [ Tenunn . <P.]V..c..
-Bdpaal EoLF o ooooal/oaccoas {.0c.{... = N7 .. ... B<Bz...... Tooooooo e =Gl
oalZalba o o0ooaooaac AR L ST Give. . 3., eeashodNLAL L OV, .. H.... X8
ojeofl. " .| 1sp.a[.@. ... P Woloouun CouOk.dennna.. Beuuns E5- R « P
P R T R, | . i PR, P B LT e

Q. RSO D 5 S P - 0 - LN |G - ™ T 2 N 0D .owv|<k. ...,

P TR AR, TR - JUUS : T g siEns™asod_ccadcsaosas K. ...l ¥ay...|.IBz....
0% coocooooo 02020 cooocooooa %.).p...... PY----Co.WV.. ..., [[B5EEL 5] S55AS [ERccoooas
H.t.=D...2....32}. ). % ..oc)uun.. P o - SRS = TR T S.{..Co..e.d.3. v t.. .8,
B.<..D...&.. .. 25k~ 5TN. .. . .Pb. . Lava Ll Yl ] e iEaaaa e I T
[T S @

S 0000000 5.Tk.Wh....E..... Hoooaaa lem .R...... id fo0a8000dis Ha@E>0 ofdoanoo00a0 ]-i..8
...... U,.k4..,R2.PE.,,,..B..,,,.v...&,.....,,a....rK(u...y.U,.....,,,...f.,,4....._u
coooEaBnaalEPan

5g kjeacaaas T [2oBaooooaoooooas 3F.1-12..8,.ut....M...0..rr€... .. V.50,
-1.9

eotte.. Bl N &u. N kIBWZ. . 1.¥B. .. .0..00.{=...euTenuaunnn At FooodEboaBoos [..0.1B..
1 chent pt. 28 sarver pkts, I fwm.

Entire conversation (38 kB) w Show data as  ASCII L Stream 155

Find: Find Mext

Filter Out This Stream Print Save as... Back Close Help




The URL that I used was www.steampower.com and it’s IP address is 23.222.5.89

No. Time Source Destination Protocol  Length Info
o 75 38.493949 18.254.38.9 23.,222.5.89 TCP 66 62897 = 8@ [SYN] Seq=0 Win=64248 Len=8 M55=1460 WS-
M Wireshark - Packet 75 - Wi-Fi 2 = O

...0 poRER DOEE BERE = Fragment Offset: @
Time to Live: 128
Protocol: TCP (&)
Header Checksum: 8x8888 [validation disabled]
[Header checksum status: Unverified]
Source Address: 168.254.38.9
Destination Address: 23.222.5.89
~ Transmission Control Protocol, Src Port: 62897, Dst Port: 88, Seq: @, Len: @
Source Port: 62897
Destination Port: 8@
[Stream index: 15]
[Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: @]

Sequence Number: @ (relative sequence number)
Sequence Number (raw): 3424393636
[Mext Sequence Number: 1 (relative sequence number)]

Acknowledgment Number: 8
Acknowledgment number (raw): @

The source IP address is 10.254.30.9 and the destination IP address is 23.222.5.89. The

source Port is 62897, the destination port is 80, and the header checksum says 0x0000
[Validation disabled] [Header checksum status: Unverified].


http://www.steampower.com/

lc.

| 79 3@.506934 23.222.5.89 1@.254.30.9 TCP 66 80 » 62897 [SYN, ACK] Seq=@ Ack=1 Win=6424@ Len=@ |
M Wireshark - Packet 79 - Wi-Fi 2 = O o
el1ee .... = Version: 4

. 8181 = Header Length: 28 bytes (5)

» Differentiated Services Field: @x@@ (DSCP: (58, ECN: MNot-ECT)
Total Length: 52
Identification: exeaas (@)

> 81@e. .... = Flags: @x2, Don't fragment
...0 B2E2 B000 BEBE = Fragment Offset: @
Time to Live: 49
Protocol: TCP (B)
Header Checksum: @x@3537 [validation disabled]
[Header checksum status: Unverified]
Source Address: 23.222.5.89
Destination Address: 10.254.38.9

~ Transmission Control Protocol, Src Port: 88, Dst Port: 62897, Seq: @, Ack: 1, Len: @

Source Part: B8
Destination Port: 62897
[Stream index: 15]
[Conversation completeness: Incomplete, DATA (15)]

The source IP address for the SYN/ACK packet is 23.222.5.89 and the destination [P
address 1s 10.254.30.9. The source port number is 80 and the destination port number is
62897, and the header checksum is 0x0387 [validation disabled] [Header checksum

status: Unverified].



1d.

| 88 38.506973 18.254.30.9 23.222.5.89 TCP 54 52897 - 80 EACK-] Seq;l Ack=1 Win=131584 Len=8
M Wireshark . Packet 80 - Wi-Fi 2 — O b4
@188 .... = Versiocn: 4
. 8181 = Header Length: 28 bytes (5)
> Differentiated Services Field: @x@e (DSCP: CS@, ECN: Not-ECT)
Total Length: 48
Identification: @x3c@7 (15367)
> @18. .... = Flags: @x2, Don't fragment
...D 9BPE BDEE BOBR = Fragment Offset: @
Time to Live: 128
Protocol: TCP (6)
Header Checksum: @x@888 [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.254.38.9
Destinaticn Address: 23.222.5.89
“ Transmission Control Protocol, Src Port: 62837, Dst Port: 88, Seq: 1, Ack: 1, Len: @
Source Port: 62897
Destinaticn Port: 8@
[Stream index: 15]
[Conversation completeness: Incomplete, DATA (15)]
80 @8 Bc 87 ac @1 8 9e 94 af 14 60 @3 @@ 45 @B - .- .- - ~==i--E-
@8 28 3c 87 40 @8 30 66 8D 22 Ba Te le 89 17 de (@ o
85 59 f5 bl @@ 58 cc 1lc 19 a5 3a c8 6b 4a 58 1@ e cPes e RIP
@2 82 45 SE @@ ae s FXe-
B show packet bytes
Close Help

The source IP address of the packet that acknowledges the SYN/ACK segment is
10.254.30.9 and the destination IP address is 23.222.5.89. The source port number is



62897 and the destination port number is 80, and the header checksum is 0x0000
[validation disabled] [Header checksum status: Unverified].

- ] o
it WView Go Capture Ana Help
Am 20 TDRE R
[ [ip.addr == 10.254.30.9 [¥] -]+
No. Time Source Destination Protocol  Length Info
2 B.847621 14.254.38.9 162.254.192.74 uoP 196 65848 - 27818 Len=143 (S
3 8.973830 162.254.192.74 16.254.38.9 unp 198 27818 - 65848 Len=148 —
4 1.834247 18.254.38.9 162.254.192.74 unp 238 65848 - 27818 Len=196 |
5 1.173224 162.254.192.74 16.254.38.9 unp 198 27818 - 65848 Len=148
6 1.228834 18.254.38.9 162.254.192.74 unp 196 65848 -+ 27818 Len=148
7 1.3447@3 18.254.38.9 172.253.63.132 TCP 55 63389 + 443 [ACK] Seq=1 Ack=1 Win=514 Len=1 [TCP se——
8 1.35311e 172.253.63.132 18.254.38.9 TCP 66 443 » 63389 [ACK] Seq=1 Ack=2 Win=271 Len=8 SLE=1 <
9 1.371977 162.254.192.74 16.254.38.9 unp 286 27818 + 65848 Len=164 =
16 1.468411 18.254.38.9 162.254.192.74 unp 196 65848 -+ 27818 Len=148 e
11 1.624889 162.254.192.74 10.254.30.9 uDpP 286 27018 - 65048 Len=164 I
12 1.717483 18.254.38.9 162.254.192.74 unp 196 65848 -+ 27818 Len=148
13 1.877931 162.254.192.74 18.254.38.9 UDpP 286 27818 » 65848 Len=164 |
14 1.969978 18.254.38.9 162.254.192.74 unp 196 65848 -+ 27818 Len=148 ;
15 2.872348 162.254.192.74 18.254.38.9 UDpP 174 27818 -+ 65848 Len=132
16 2.122885 162.254.192.74 16.254.38.9 unp 286 27818 + 65848 Len=164
17 2.161643 18.254.38.9 162.254.192.74 UDpP 198 65848 - 27818 Len=148 o
18 2.171423 162.254.192.74 16.254.38.9 unp 174 27818 + 65848 Len=132 —
19 2.273188 162.254.192.74 16.254.38.9 unp 198 27818 - 65848 Len=148 |
28 2.286759 18.254.38.9 162.254.192.74 unp 1242 65848 -+ 27818 Len=1260 —
21 2.286981 18.254.38.9 162.254.192.74 unp 850 65848 -+ 27818 Len=888 r—
22 2.422699 162.254.192.74 16.254.38.9 unp 254 27818 + 65848 Len=212 —
23 2.537888 18.254.38.9 162.254.192.74 unp 196 65848 -+ 27818 Len=148
24 2.672337 162.254.192.74 16.254.38.9 unp 286 27818 + 65848 Len=164 r—
> Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 b o068 c4 23 68 dd ea 78 T8 92 94 af 14 69 83 80 45 88 # - x--
v Ethernet II, Src: IntelCor_af:14:69 (f8:9e:94:af:14:69), Dst: fe1o @e 34 d8 15 48 8@ 30 @6 @0 0@ 8a fe le B9 @a fe 4@
> Destination: IntelCor_dd:ea:78 (c4:23:68:dd:ea:78) 0020 35 d3 17 62 le @0 a8 9 91 1d 8@ @B 00 80 80 62 S b o
» Source: IntelCor_af:14:69 (f8:9e:94:af:14:69) EE?E ;: ;2 69 fe 00 00 02 04 05 b4 01 03 03 03 01 o1 1 """

Type: IPv4 (8x@50@)
v Internet Protocol Version 4, Src: 18.254.38.9, Dst: 10.254.53.
a1ee .... = Version: 4
+... 8181 = Header Length: 2@ bytes (5)
» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-EC
Total Length: 52
Identification: @xd815 (55317)
> @18. .... = Flags: @x2, Don't fragment
...2 0020 02E@ @808 = Fragment Offset: @
Time to Live: 128
Protocol: TCP (6)
Header Checksum: @x@88@ [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.254.38.9
Destination Address: 18.254.53.211
~ Transmission Control Protocol, Src Port: 633308, Dst Port: 7688
Source Port: 63338
Destination Port: 768@
[Stream index: @]
[Conversation completeness: Incomplete, SYN_SENT (1)]
[TCP Segment Len: @]

2 (O 7  wireshark_Wi-Fi 2IXESD2.pcapng || Packets: 1171 - Displayed: 1161 (33.1%) - Dropped: 0 (0.0%) || Profile: Defauit







