Task 4:

testfile.txt

Open ~ A

1 Hello there, this is a secret message{

Plain Text v TabWidth:8 Ln1, Col 38 INS

Tasks 6-7:

E ned@kali: ~/stegDir
File Actions Edit View Help
-[~/stegDir]
testfile.txt
)-[~/stegDir]
= dog. jpeg
d63a068a28dcc7a0093680ec4b1bas® dog.jpeg
~/stegDir]
testfile.txt

39d3c9c8efaaf8b331d55d2cc4902a0d testfile.txt

~/stegDir]




File Actions Edit View Help

)-[~/stegDir
embed -cf dog.jpeg -
Enter passphrase:

Re-Enter passphrase:
embedding "testfile.txt" in "dog.jpeg"

testfile.txt

~/stegDir

ned@kali: ~/stegDir

File Actions Edit View Help

)-[~/stegDir
info dog.jpeg

"dog.jpeg"
format: jpeg
capacity: 318.0 Byte
Try to get information about embedded data ? (y/n) y
Enter passphrase:
embedded file "testfile.txt":
size: 38.0 Byte
encrypted: rijndael-128, cbc
compressed: yes

~/stegDir




Task 10:

B ned@kali: ~/stegDir
File Actions Edit View Help

)-[~/stegDir
info dog.jpeg
"dog. jpeg":
format: jpeg
capacity: 318.0 Byte
Try to get information about embedded data ? (y/n) y
Enter passphrase:
embedded file "testfile.txt":
size: 38.0 Byte
encrypted: rijndael-128, cbc
compressed: yes

~/stegDir

Task 11:

ned@kali: ~/stegDir
File Actions Edit View Help
-[~/stegDir
testfile.txt

~/stegDir

~/stegDir




Task 12:

= ned@kali: ~/stegDir

File Actions Edit View Help

~/stegDir
- f dog.jpeg
Enter passphrase:
wrote extracted data to "testfile.txt".

-[~/stegDir

Task 13:

W
o ned@kali: ~/stegDir

File Actions Edit View Help
~/stegDir
testfile.txt

-[~/stegDir




Task 14:

Open ~ QA

1 Hello there, this is a secret message|

Task 17:

File Actions Edit View Help

Y Cb Cr Sub Sampling
Image Size

~/stegDir
f Ned dog.jpeg
1 image files updated

~/stegDir
f dog. jpeg
ExifTool Version Number
File Name
Directory
File Size
File Modification Date/Time
File Access Date/Time
File Inode Change Date/Time
File Permissions
File Type
File Type Extension
MIME Type
JFIF Version
Resolution Unit
X Resolution
Y Resolution
XMP Toolkit
Author
Image Width
Image Height
Encoding Process
Bits Per Sample
Color Components
Y Cb Cr Sub Sampling
Image Size
Megapixels

~/stegDir

testfile.txt

ned@kali: ~/stegDir

CbCr4
289x175
0.051

12.76
dog. jpeg

9.1 kB

1 2024:10:29 02:33:41-04:00

33:41-04:00
33:41-04:00

(2 2)
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Task 18:

File Actions Edit View Help

~/stegDir]
dog. jpeg
170e32dd469663bf0d6825906b8ead21 dog. jpeg

~/stegDir




