
Task One: 

 

Task Two:  

Cropped out the files and such on the left so that only what was needed is in the screenshot 

 

Task Six:  



Connections

 

DNS Requests: 

 

HTTP Requests:

 

Threats:

 

Task Seven: 

 

 

 

 

 

 



No indicators were shown under the attack catagory 

 

Over 290 dropped executable files 

 

 



Indicated seven http requests, mainly Microsoft and digicert websites 

 

Malware Graph

 

 

 



General info from text report, no threats detected 

 

 

 

 

 

 

 

 

 

 

Modification events from text report shows over 1,700 logged events  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Task Eight 

The malware sample I found was a Mirai sample, which is a type of botnet that will use 

vulnerable devices to commit DDoS attacks. We can see in the analysis that the malware sent 

numerous connection requests, as well as some HTTP and DNS requests to connect to vulnerable 

devices and networks, with some succeeding. Despite this, it did not seem to pose any threat 

according to the analysis which stated it detected no threats. In addition, there were a few logged 

modification events that can be seen above, so it seems the malware sample did modify a few 

files. 

 

Task Nine 

Connections 

 

DNS Requests

 

HTTP Requests 

 



Threats

 

Attack Matrix 

 

Malware graph 



IOC’s that showed some compromise 



 

 

 

 



Text report showed nothing strange 



 



This was a keylogger, which logs the keystrokes on a users device to find passwords. We can see 

it attempting to connect a few times but not being able to, hence it posing very little threats from 

the analysis. 

 

Task 10: 

These two forms of malware may seem very different, but they do share some similarities. Their 

graphs and methods of attack seemed to be similar, attempting to find points of vulnerability to 

exploit devices. However, they both do very different things when it comes to attacking, as the 

Mirai botnet tries to exploit devices for DDoS attacks while the keylogger tries to find devices to 

log passwords from. 

 


