Task One:
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Task Two:

Cropped out the files and such on the left so that only what was needed is in the screenshot

Task Six:



Connections
~ HTTP Requests Connections 57 | DNS Requests Threats
Timeshift Protocol Rep PID Process name Domain Traffic
E CcP | 4231 ] 43 g n OFT-CO 0 No Data
upP 9 & 898b 4

NETWORK

TCcP 216.110 v m k No Data
cP 16.110.12 13 n ama No Data
TCcP | 4231 59 < n.d C C MICROSO K No Data
TCP - 128.59 3 4 oftco MIC 0 No Data
upp 2Kb 4
P 51.10 2 3 e n ro co CROS -CO K 2Kb 4
TCcP 6 6 80 1l.microso kamai inte 216b 4

»

HTTP Requests Connections DNS Requests Threats
Timeshift Status Rep Domain
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HTTP Requests 7 | Connections DNS Requests Threats
Timeshift Headers Rep PID Process ni Content

ET | 200: OK 6 ) exe tip://crl.micro cri/pro s erAu 2011_03 c 1Kb
GET | 200: 0K 6 svchost exe http 0 pkiops/cri/MicSecSerCA2011_2 0 c 973b
GET | 200: 0K chostexe p A A v U 3 471b
GET | 200: 0K 0 S e dig swS A n 312b
GET | 200: 0K 3 ost.exi h 0 MEs U 0 5 471b
GET | 200: 0K 372 SIHClie = http 0 pkiops/c b b2 ct%20 620Ce 419b
GET | 200: 0K 3 e p ops/c % 0 2 4080

Threats:

~ HTTP Requests Connections DNS Requests Threats ©
Timeshift Class PID Process name Message

NETWORK

FILES

No data




No indicators were shown under the attack catagory

MITRE ATT&CK Matrix
T 0 echr 0

Over 290 dropped executable files

I0Cs

Summary of indicators of compromises ' 333

Y
Main object — 2597a3db3169a3fb5fd4d07f72e94c7db858dabe0a6f77c8039c6583a3b087c1.zip

2597a3db3169a3fb5fd4d07f72e94c7db858da6e0abf7 7c8039c6583a3b087cl zip

d9afad4de9460cc8261e8b7518152d4585bac9a54af024f4d64c5062ac351bff1

Dropped executable file (293)
2597a3db3169a3fb5fd4d07f72e94c7dbB858da6e0a6f77c8039c6583a3b087cl elf
2597a3db3169a3fb5fd4d07f72e94c7db858dabela6f77c8039c6583a3b087cl
CA\Users\admin\AppData\Local\Microsoft\PenWorkspace\DiscoverCacheData.dat
a8bd235303668981563dfb5aae338cb802817c4060e2c199b7c84901d57b7ele
CAWindows\Prefetch\TASKHOSTW.EXE-3E0B74C8.pf
267067c93a26e0945b6a8dd46d406b35ddc0f17f91cbceb961e89448467cf53d
CAWindows\Prefetch\HOST.EXE-F5074C61.pf
c1df26403b32e7e492070307cc9deb59cfaf56413f69ed388e318b7fbd002f4d
CAWindows\Prefetch\SVCHOST.EXE-2E4E3ACT pf
99a1b6591d88bec768f456db07bebee20bcf9950e2e6705bbcf8e5780ecd8427
CAWindows\Prefetch\UPFC.EXE-BDDF79D6.pf

5c110baa85c21ff3fc2dbec8497f9db238a3a02c2ad797 2f36c63d2f8553ae68




Indicated seven http requests, mainly Microsoft and digicert websites

10Cs

Summary of indicators of compromises | 333

) £
4.175.87197
20.223.36.55
104.126.37.131
235212096
20.103.156.88

239.255.255.250
HTTP/HTTPS requests (7)

httpy//crLmicrosoft.com/pki/cri/products/MicRooCerAut2011 2011 03 22.crl
httpy//www.microsoft.com/pkiops/cri/MicSecSerCA2011 _2011-10-18.crl

httpy//ocsp.digicert.com/MFEwTzBNMEswSTAIBgUrDgMCGgUABBSAUQYBMqg2awn1Rh6Doh%2FsBYgFVY7gQUA
950NVDRTLmMBKPiGxyDI7190VUCEAIOLgoXyo4hxxe7H%2Fz9DKA% 3D

httpy//ocsp.digicert.com/MFEwTzBNMEswSTAIBgUrDgMCGgUABBTrjrydRyt%2BApF 3GSPypfHBXR 5 XtQQUstip
PmhxdiuNkHMEWNpYim8S8YCEAISPUjXAKIafLOcAAsO180%3D

http//ocsp.digicert.com/MFEwTzBNMEswSTAIBgUrDgMCGgUABBQ50otx %2 Fh0Zt1%2Bz8SiPI7wEWVxDIQQUTi
JUIBiV5uNu5g%2F6%2BrkS7QYXjzkCEAnSbsKVVV8kdI6vHI301I0%3D

http//www.microsoft.com/pkiops/cri/Microsoft%20ECC%20Update%20Secure%20Server%20CA%202.1 crl

httpy//www.microsoft.com/pkiops/cri/Microsoft%20ECC%20Product%20Root%20Certificate%20Authority %202
018.crl

winrar.exe
? N

Y “ sppextcomobj.exe s L sluiexe

/‘\ Specs l\




General info from text report, no threats detected

ANY [>RUN

INTERACTIVE MALWARE ANALYSIS General Behavior MalConf Staticinformation Video Screenshots System events Network Q 3

General Info Addforprinting

File name: 2597a3db31 77294 f7 3a3b087¢1.zip

Full analysis: https.//app.any.run/tasks/fa0846bd-c2eb-45e5-b1b0-990bff358826

Verdict

Analysis date: October 23, 2024 at 22:04:52

os: Windows 10 Professional (build: 19045, 64 bit)

Indicators: B

MIME: application/zip

File info: Zip archive data, at least v5.1 to extract, compression method=AES Encrypted

MDS5: 9B89622027A487EED3B38252C04DAC2CI

SHAT: D51A8F4A43E860AACFE23D97E6E87BFIE602DB06

SHA256: D9AFA4DE9460CC8261E8B7518152D4585BACIAS4AF024F4D64C5062AC351BFF1

SSDEEP: 768:1XTér 1SJHHIEVXST. YCc2W:IXTBhAg9UDS. qrG1C9J

© ANY.RUN em. Information in tt actions and is pro »r user ackno itis.
ANY.RUN
Software envir set and lysis options -

Modification events from text report shows over 1,700 logged events

Write events

Modification events
(PID) Process: (6264) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\ArcHistory
Operation: write Name: 1

Value: C:\Users\admin\Desktop\GoogleChromeEnterpriseBundie64.zip

(PID) Process: (6264) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WInRAR\ArcHistory
Operation: write Name: 0

Value: C:\Users\admin\AppData\Local\Temp\2597a3db3169a3fb5fd4d07f72e94c7db858da6e0a6f77cB039c6583a3b087¢c1.zip

(PID) Process: (6264) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths
Operation: write Name: name
Value: 120
(PID) Process: (6264) WinRAR exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths
Operation: write Name: size
Value: 80
(PID) Process: (6264) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths
Operation: write Name: type
Value: 120
(PID) Process: (6264) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths
Operation: write Name: mtime
Value: 100
Files activity Ad for prining
Executable files Suspicious files Text files Unknown types

Dropped files



Task Eight

The malware sample I found was a Mirai sample, which is a type of botnet that will use
vulnerable devices to commit DDoS attacks. We can see in the analysis that the malware sent
numerous connection requests, as well as some HTTP and DNS requests to connect to vulnerable
devices and networks, with some succeeding. Despite this, it did not seem to pose any threat
according to the analysis which stated it detected no threats. In addition, there were a few logged

modification events that can be seen above, so it seems the malware sample did modify a few
files.

Task Nine

Connections

»

HTTP Requests Connections 51 | DNS Requests Threats
Timeshift Protocol Rep PID Process name P Domain Traffic
RE upP 9

TCcP

966b 4

NETWORK

No Data

TCcP
TcP
TCcP
TCP
upP
TcP
TCP

No Data

FILES

No Data
No Data

No Data

>

HTTP Requests Connections DNS Requests 22 | Threats
Timeshift Status Rep Domain

RE  Responded

NETWORK

FILES

HTTP Requests

HTTP Requests 7 | Connections DNS Requests Threats # PCAP
Timeshift Headers Rep PID Process name Content
7389 200: 0K 1Kb 4 binary

| 200: OK 69 http n p 0 c 973b 4 binary
| 200: 0K 9 s h 471b 4 binary
| 200: 0K 3

312b 4 binary
419b 4 binary
408b 4 binary
471b 4 binary

200: 0K




Threats

HTTP Requests Connections 5 DNS Requests Threats ©

Timeshift Class PID Process name Message

No data

Attack Matrix

MITRE ATT&CK Matrix
Tactics 0 Techniques 0

Malware graph

winrar.exe

£ sppextcomobj.exe £ slui.exe
N oo IN e




I0C’s that showed some compromise

I0Cs

Summary of indicators of compromises 335

Y
Main object - a2ef6e1f58a00b5d6523987df95a7ffc052a89470197cd228a14fbeeff113237.zip

?

Dropped executable file

?

Jata\Roamin

AozillaBackgr

10Cs

Summary of indicators of compromises ' 335




I0Cs

Summary of indicators of compromises | 335

Y

168ddea29d1db69

ppData\Local\Microso

859C

Jsers\admin\AppData\Roamin
\Preferred

onfig\systemprofile\AppData\Local\Microso

0610cd4dc

I0Cs

Summary of indicators of compromises ' 335
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oft)
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Microsoft\Crypt

n




Text report showed nothing strange



ANY [ERUN

INTERACTIVE MALWARE ANALYSIS General Behavior MalConf Staticinformation Video Screenshots System events Network = 3

General Info Addforprinting  ~

File name: a2ef6e1f58a00b5d6523987df95a7ffc052a89470f97cd228a14fbccff113237.zip

Full analysis: https://app.any.run/tasks/007 1cfda-e613-47f6-ab1f-2cbabc681730

Verdict:

Analysis date: October 23,2024 at 22:54:16

0s: Windows 10 Professional (build: 19045, 64 bit)

Tags:

Indicators: ®

MIME: application/zip

File info: Zip archive data, at least v5.1 to extract, compression method=AES Encrypted

MD5: 08991C20581769F1FBDA3010BB3CBESD

SHA1: ECED2C40F1AC25FFCF8582D660A6482C7318458E

SHA256: FETF1B7E2453F4A2B8EC35F138F800648AFABF1BEB06B99C40199A9D48571233

SSDEEP: 12288:hAzBcCTHTUWIaNV7Zz0fOGAKSjRoSCIPPGsK/-hAzBcCjTUWMI7I0fzAKsjRoSCIPPGSK/

© ANY.RUN is an interactive service which provides full access to the guest system. Information in this report could be distorted by user actions and is provided for user acknowledgement as it is.
ANY.RUN does not guarantee maliciousness or safety of the content.
Software environment set and analysis options -

Behavior activities Addforprinting =

MALICIOUS SUSPICIOUS INFO

Generic archive extractor No suspicious indicators. No info indicators.
* WinRAR.exe (PID: 5508)

© Find more information about signature artifacts and mapping to MITRE ATT&CK™ MATRIX at the full report [

Registry activity

Add for printing

-

Total events Read events Write events Delete events

1746 1740 6 0

Modification events

(PID) Process: (5508) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WInRAR\ArcHistory
Operation: write Name: 1

Value: C:\Users\admin\Deskt: leChromeEnter dle64 zip

(PID) Process: (5508) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WinRAR\ArcHistory
Operation: write Name: 0

Value: C:\Users\admin\AppData\Local\Temp\a2ef6e1f58a00b5d6523987df95a7{fc052a89470f97cd228a14fbceff113237.zip

(PID) Process: (5508) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WInRAR\FileList\FileColumnWidths
Operation: write Name: name

Value: 120

(PID) Process: (5508) WinRAR.exe Key: HKEY_CURRENT_USER\SOFTWARE\WInRAR\FileList\FileColumnWidths
Operation: write Name: size

Value: 80

(PID) Process: (5508) WinRAR exe Key:  HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths
Operation: write Name: type

Value: 120

(PID) Process: (5508) WinRAR.exe Key:  HKEY_CURRENT_USER\SOFTWARE\WinRAR\FileList\FileColumnWidths

Operation: write Name: mtime



This was a keylogger, which logs the keystrokes on a users device to find passwords. We can see
it attempting to connect a few times but not being able to, hence it posing very little threats from
the analysis.

Task 10:

These two forms of malware may seem very different, but they do share some similarities. Their
graphs and methods of attack seemed to be similar, attempting to find points of vulnerability to
exploit devices. However, they both do very different things when it comes to attacking, as the
Mirai botnet tries to exploit devices for DDoS attacks while the keylogger tries to find devices to
log passwords from.



