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Activities ] Terminal = Nov 25 02:16

s [+ ned@esmit049-Client: ~

:~% sudo vi fetcfhostname
[sudo] password for ned:

Activities G Nov 25 02:16

*s [+ ned@esmit049-Client: ~

S hostname
esmit@49-Client
S

Step 3
Base VM

Activitie (] Terminal = Nov 25 02:35
ned@esmit049: ~

:~$ sudo ifconfig enp®s8 192.168.50.1
:~5 ifconfig
: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 feB80::bad7:f58f:4cbd:ed33 prefixlen 64 scopeid @x28<link>
ether 08:00:27:02:c4:a3 txqueuelen 1000 (Ethernet)
RX packets 336 bytes 58126 (50.1 KB)
RX errors @ dropped @ overruns 8 frame @
TX packets 412 bytes 48678 (40.6 KB)
TX errors @ dropped © overruns @ carrier @ collisions ©

8: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 192.168.50.1 netmask 255.255.255.0 broadcast 192.168.50.255
ether 08:00:27:f0:c4:a9 txqueuelen 1000 (Ethernet)

RX packets 218 bytes 48602 (48.6 KB)

RX errors @ dropped @ overruns @ frame 0

TX packets 394 bytes 62013 (62.0 KB)

TX errors @ dropped © overruns @ carrier ® collisions ©

mtu 65536
inet 127.8.8.1 netmask 255.8.0.0
inet6é ::1 prefixlen 128 scopeid @xl@<host=
loop txgueuelen 1880 (Local Loopback)
{ packets 816 bytes 81543 (B81.5 KB)
errors @ dropped © overruns © frame 0
X packets 816 bytes 81543 (81.5 KB)
errors @ dropped © overruns @ carrier @ collisions @

Step 4

IP address



Activities (-] Terminal = Nov 25 02:21
ned@esmit049-Client: ~

sudo ifconfig enp®s3 192.168.50.2
3 ifconfi
: flags=4163<UP ,BROADCAST ,RUNNING,MULTICAST> mtu 1580
inet 192.168.50.2 netmask 255.255.255.@ broadcast 192.168.50.255
inet6 feB80::bad7:f58f:4cbd:ed33 prefixlen 64 scopeid 8x20<link=>
ether 88:00:27:082:c4:a33 txqueuelen 1880 (Ethernet)
RX packets 63 bytes 14321 (14.3 KB)
RX errors @ dropped @ overruns @ frame 8
TX packets 161 bytes 27300 (27.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions @

S
S

: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0xl1l@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 1713 bytes 124950 (124.9 KB)
RX errors @ dropped ®© overruns ©® frame 0
TX packets 1713 bytes 124950 (124.9 KB)
TX errors ® dropped ® overruns ® carrier @ collisions @

Routing Table
Activities (-] Terminal = Nov 25 02:42

** +1 ned@esmit04s-Client: ~

sudo ip route add default wvia 192.168.50.1
sudo ip route add 192.168.58.0/24 dev enp@s3
f 3 route -n
. Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.50.0 0.0.0.0 255.255.255.0 u 0] 0] @ enpBs3

Activities (-] Terminal = Nov 25 03:01

*’ 1 ned@esmit049-Client: ~

:~% sudo ip route add 192.168.50.68/24 dev enp8s3

_ sudo: unable to resolve host esmit®49-Client: Mame or service not known

. RTNETLINK answers: File exists

. :~$ route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.50.1 0.0.0.0 uG 0 0] 0 enpOs3
192.168.50.0 0.0.0.0 255.255.255.0 U 0 (6] @ enpOs3

~

Configure DNS



Ackivities (3 Terminal « Nov 25 02:50

*’ 1 ned@esmit049-Client: ~

:~$ tail -n 2 fetc/resolv.conf
nameserver 127.0.0.53
options edns® trust-ad
:~$ sudo vi fetc/resolv.conf
:~§ tail -n 2 Jetc/resolf.conf
tail: cannot open '/Jetc/resolf.conf' for reading: No such file or directory
:~$ tail -n 2 fetc/resolv.conf
nameserver 8.8.8.8
options edns® trust-ad
1~$

Activities (] Terminal ~ Nov 25 02:55

‘* M~ ned@esmit049: ~ Q

:~$ sudo iptables -t nat -A POSTROUTING -o enp@s3 -j MASQUERADE
:~S sudo iptables -A FORWARD -1 enp@s3 -o enp0s8 -m state --state
ELATED,ESTABLISHED -k ACCEPT
iptables v1.8.4 (legacy): unknown option "-k"
Try “iptables -h' or 'iptables --help' for more information.
:~S sudo iptables -A FORWARD -1 enp@s3 -o enp0s8 -m state --state
ELATED,ESTABLISHED -j ACCEPT
:~S sudo iptables -A FORWARD -i enp®s8 -o enp@s3 -j ACCEPT
:~S sudo echo 1 > fproc/sys/net/ipv4/ip_forward
bash: /proc/sys/net/ipv4/ip_forward: Permission denied
:~$ su root
Password:
su: Authentication failure
:~5$ sudo passwd
New password:
Retype new password:
passwd: password updated successfully
:~5 sudo echo 1 = /proc/sys/net/ipv4/ip_forward
bash: /proc/sys/net/ipv4/ip_forward: Permission denied
:~$ su root
Password:
su: Authentication failure
:~$ su root
Password:
root@esmit049: /home/ned# sudo echo 1 = /proc/sys/net/ipv4/ip_forward
root@esmit@49: /home/ned# su ned
=S

Step 6 (Test ping)



Activities (] Terminal = Nov 25 03:04

‘s =1 ned@esmit049-Client: ~

:~% sudo ip route add 192.168.50.0/24 dev enpBs3
sudo: unable to resolve host esmit849-Client: Name or service not known
RTNETLINK answers: File exists

:~S route -n
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref Use
0.0.0.0 192.168.560.1 0.0.0.0 uG 0] (6] 0
192.168.560.0 0.0.0.0 255.255.255.0 u 0] (6] 0

3 ping 8.8.8.8
PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

64 bytes from 8.8.8.8: icmp_seq=1 ttl=58 time=24.5 ms

64 bytes from 8.8.8 icmp_seq=2 ttl=58 ti 21.4 ms

64 bytes from 8.8.8.8: icmp_seq=3 ttl=58 time=18.4 ms

P.c

--- B.B.B.8 ping statistics ---

4 packets transmitted, 3 received, 25% packet loss, time 3819ms
rtt min/avg/max/mdev = 18.394/21.423/24.475/2.482 ms

:~% ping google.com
PING google.com (172.253.63.101) 56(84) bytes of data.

64 bytes from bi-in-f101.1e100.net (172.253.63.101): icmp_seg=1 ttl=105 time=19
.8 ms

64 bytes from bi-in-f101.1e100.net (172.253.63.101): icmp_seqg=2 ttl=105 time=18
.3 ms

P.c

--- google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1016ms

rtt min/avg/max/mdev 18.253/19.005/19.758/0.752 ms

Activities (-] Terminal ~ Nov 25 03:42

‘s 1 ned@esmit049: ~

B sudo iptables -A INPUT -s 192.168.50.2 -p icmp -j DROP
[sudo] password for ned:
B sudo iptables -A OUTPUT -s 192.168.50.2 -p icmp -j DROP
B ping 192.168.50.2
PING 192.168.50.2 (192.168.50.2) 56(84) bytes of data.
Y C
--- 192.168.50.2 ping statistics ---
6 packets transmitted, © received, 100% packet loss, time 5629ms

F

$

®

Client VM
Activities (-] Terminal MNov 25 03:41

*s [+1 ned@esmit049-Client: ~

:~S ping 192.168.50.1
PING 192.168.50.1 (192.168.50.1) 56(84) bytes of data.

AC

--- 192.168.50.1 ping statistics ---
12 packets transmitted, ® received, 100% packet loss, time 11854ms




