CYSE 301: Cybersecurity Technigue and Operations

Assignment 1: Traffic Tracing and Sniffing



Each student needs to login into the CCIA virtual environment to complete this assignment.

Students use tshark will receive extra points.

Task B: Sniff LAN traffic

In this task, you will be acting as an ATTACKER who sniffs the regular communications between peers
(External Attacker Kali and Ubuntu) by using either Wireshark or tshark on Internal Attacker Kali VM.

| would recommend you keeping the Wireshark/tshark running on Internal Kali all the time.
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IMPORTANT NOTES!

* Because the current Hyper-V setting does not “broadcast” the communication between hosts in the
same network, we need to enable port mirroring to allow Internal Kali to “see” other's communication.
To be specific, you need to put the sniffer (Internal Kali) as the mirroring Destination, and the target VMs
are mirroring Source (Figure 2). Since each VM has two network adapters, one for regular connection
and the other is sharing with the CCIA server. We need to configure port mirroring on the first adapter.
To be specific,

* Internal Kali: Set Miorroing mode to “Destination” in the “Port Mirroiring”
* Ubuntu Kali: Set Miorroing mode to “Source” in the “Port Mirroiring”
e External Kali: Set Miorroing mode to “Source” in the “Port Mirroiring”

** Since each Windows 10 Host Machine has 20G memory. We need to adjust the assigned Memory for
Internal Kali and External Kali from 8192 to 4096 MB to support 4 VM running simultaneously.
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https://askme4tech.com/setup-port-mirroring-hyper-v-monitoring-traffic
https://askme4tech.com/setup-port-mirroring-hyper-v-monitoring-traffic

1. Sniff ICMP traffic (10 + 10 = 20 points)

Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other ping
Internal Kali.

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP traffic.
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Source Destination Protocol Length Info

.431534500 o N request 1id=0x06fb, seq=44/11264,
432068300 192.168.10.10 192.168.217.3 98 Echo (ping) reply x06fb, seq=44/11264,
.733946600 192.168.217.3 192.168.108.13 98 Echo (ping) request id=@x06fc, seq=22/5632, t
733984300 192.168.10.13 192.168.217.3 98 Echo (ping) reply id=oxe6fc, seq=22/5632, t
435709600  192.168.217.3 192.168.18.10 98 Echo (ping) request id=@x06fb, seq=45/11520,
436848100  192.168.10.10 192.168.217.3 98 Echo (ping) reply id=exes6fb, seq=45/11528,
741615000  192.168.217.3 192.168.168.13 98 Echo (ping) request id=0x06fc, seq=23/5888, t
741662300 192.168.10.13 192.168.217.3 98 Echo (ping) reply id=exe6fc, seq=23/5888, t
.432979000  192.168.217.3 192.168.168.10 98 Echo (ping) request id=@x06fb, seq=46/11776,
.446419400  192.168.10.10 192.168.217.3 98 Echo (ping) reply id=0x@6fb, seq=46/11776, -

» Frame 2: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @

b. Apply proper display or capture filter on Internal Kali VM that ONLY displays ICMP
request originated from External Kali VM and goes to Ubuntu 64-bit VM.

1025 66.584800900 192.168.10.16 192.168.217.3 IcMP 98 Echo (ping) reply id=0x86fb, seq=110/2t
1034 66.866757900 192.168.217.3 192.168.16.13 IcMp 98 Echo (ping) request id=8x06fc, seq=88/22!
1035 66.866795100 192.168.10.13 192.168.217.3 IcMp 98 Echo (ping) reply id=ex@6fc, seq=88/22!
1054 67.569304300 192.168.217.3 192.168.160.10 IcMP 98 Echo (ping) request id=exe6fb, seq=111/2i
1055 67.569708500 192.168.10.10 192.168.217.3 IcMp 98 Echo (ping) reply id=ex@6fb, seq=111/2:

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)

a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you need to
use External Kali to access this FTP server by using the command: ftp [ip_addr of ubuntu
VM]. The username for the FTP server is cyse301, and the password is password. You can

follow the steps below to access the FTP server.
: # ftp e B8

Connected to 777

220 (vsFTPd 3.0.3)

Name (- :root): cyse301
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Usina binary mode to transfer files.
ftp> exit

221 Goodbye.

: # I
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# ftp 192.168.10.160

Connected to 192 .10.10.
220 (vsFTPd 2.0.3)
Nrnap - Mame (192.168.10.10:root):

Zenmap GUI

21 Goodbye.

# 1

b. Unfortunately, Internal Kali, the attacker, is also sniffing to the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to find
out the password used by External Kali to access the FTP server from the intercepted
traffic on Internal Kali. You need to screenshot and explain how you find the password.
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/ No. Time Source Destination Protocol Length Info

2] 15307 563.7340545600 192.168.10.10 192.168.217.3 FTP 86 Response: 220 (vsFTPd 3.0.3)
sty o 15755 581.690017300 192.168.217.3 192.168.10.10 FTP 80 Request: USER cyse301

15757 581.6960530200 192.168.10.180 192.168.217.3 FTP 100 Response: 331 Please specify the password
-~ i 15972 590.25197996060 192.168.217.3 192.168.10.10 FTP 81 Request: PASS password

/ 15974 590.3093291600 192.168.10.10 192.168.217.3 FTP 89 Response: 230 Login successful.

| o S 15976 590.312810200 192.168.217.3 192.168.10.10 ETP 72 Request: SYST

Wireshark M 15978 590.313265000 192.168.10.10 | Kali- Internal 'l""CI'_kEtﬂt‘Cﬂ an OBR'—'\NC‘C‘w"‘V'i‘tN't 85 Response: 215 UNIX Type: L8

16282 602.132171800 192.168.217.3 |Machine Connection 72 Reauest: OUIT

| filtered to ftp and once that was did the username and password showed in clear text.

c. After you successfully find the username & password from the FTP traffic, repeat the
previous step (2.a), and use your MIDAS ID as the username and UIN as the password to



reaccess the FTP server from External Kali. Although External Kali may not access the FTP
server, you need to intercept the packets containing these “secrets” from the attacker
VM, which is Internal Kali.
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27962 1886.5795091.. 192.168.217.3 192.166.168.10 FTP 81 Request: USER@@
<> 27964 1086.5801642.. 192.168.16.10 192.168.217.3 FTP 180 Response: 331 ease specify the password.
28162 1094.2535390.. 192.168.217.3 192.168.10.10 FTP 81 Request: PASI O
- 28230 1097.1386874.. 192.168.10.10 192.168.217.3 FTP 88 Response: 530 Login incorrect.
28232 1097.1401337.. 192.168.217.3 192.168.10.10 FTP 72 Request: SYST
28234 1097.1463379.. 192.168.10.16 192.168.217.3 FTP 184 Response: 538 Please login with USER and P
M 28540 1108. 9351 Attacker Kali - External Workstation on OBRAMNO04 - EB .10.16 FTP 72 Request: QUIT
28541 1108 . 98671 /itusl Machine Connection 8.217.3 FTP 80 Response: 221 Goodbye.
— ]

Task C — Extra credit: Steal files with Wireshark (15 points)



