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Task A:

Q1. How many packets are captured in total? How many packets are displayed?
317 packets were captured.
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Source Destination Protocol Length Info
.000000000 192.168. Z 192.168.160. ICMP 98 Echo request id=0xdB8ab, seq=72/18432, tt1=64 (no respons..
.017130000 .168. . . .10. 98 Echo (ping) request 1d=6xd8ab, seq=73/18688, tt (no respons
.041384700 .168. . . .10. 98 Echo (ping) request id=0xd8ab, seq=74/18944, ttl1=64 (no respons
.065154100 .168. . . .10. 98 Echo (ping) request id=0xd8ab, seq=75/19200, ttl1=64 (no respons
.089107300 .168. ‘ 7 «10; 98 Echo (ping) request id=0xd8ab, seq=76/19456, tt1=64 (no respons
.117194200 .168. s s .10. 98 Echo (ping) request id=6xd8ab, seq=77/19712, tt1=64 (no respons
.137108000 .168. . 7 +10, 98 Echo (ping) request 1id=0xd8ab, seq=78/19968, tt1=64 (no respons
.161161800 .168. . . .10. 98 Echo (ping) request id=6xd8ab, seq=79/20224, tt1=64 (no respons.
.108910200 .168. . .168. 3 88 Standard query 0x0a76 A contile.services.mozilla.com
.108925300 .168. s .168. % 88 Standard query ©x675b AAAA contile.services.mozilla.com
.110540700 .168. . .168. ‘ 54 Standard query response 0x0a76 Refused
.110545100 .168. ” .168. S 54 Standard query response 0x675b Refused
.143708200 .168. " .168. g 79 Standard query 0x3elf A spocs.getpocket.com
.143730800 .168. % .168. . 79 Standard query ©xc908 AAAA spocs.getpocket.com
.144731200 .168. .168. b 54 Standard query response 0x3elf Refused
g8 144 200 g &2 63 oy 4 dord oo esnonee 0vco0a Do o
Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface eth®, id ©
Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_40:57:38 (00:15:5d:40:57:38)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.18

Internet Control Message Protocol )
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Q2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous
question (Q1). 56 packets were found.
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Destination Protocol Length

192.168.10. ICMP (ping) request 1id=exd8ab
192.168.10. ICMP (ping) request id=0xd8ab
192.168.10. ICMP (ping) request id=©xd8ab
192.168.10. ICMP (ping) request id=0xd8ab
192.168.10. ICMP (ping) request id=0xd8ab
192.168.10. ICMP (ping) request 1id=0xd8ab
192.168.10. ICMP (ping) request 1id=0xd8ab
192.168.10. ICMP (ping) request 1id=0xd8ab
192.168.10. ICMP (ping) request id=0xd8ab

97 21.497228800 192.168.217.
98 22.521237000 192.168.217.
111 23.545155500 192.168.217.
120 24.569166300 192.168.217.
129 25.593292000 192.168.217.
130 26.617133500 192.168.217.
131 27.641139300 192.168.217.
144 28.665190800 192.168.217.
157 29.693193400 192.168.217.
162 30.717373500 192.168.217.
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192.168.10. ICMP (ping) request id=0xd8ab

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interfac 000 38 00 15
» Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_40:57 00 40 01
» Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.18 b® d8 ab
@ incernet Control Message Protocol —— — — — 00 00 00
ib 1c 1d
2b 2c 2d

® E Internet Control Message Protocol: Protocol Packets: 317 - Displayed: 56 (17.7%) - Dropped: 0 (0.0%) - Profile: Default




Q3. Select an Echo (reply) message from the list. What are the source and
destination IPs of this packet? What are the sequence number and the size of the
data? What is the response time?
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Wireshark - Packet 7 - ethO

= Frame 7: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface etho,
Time Ethernet II, Src: Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_40:57:38 (00::
7 6.13710800¢ Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.160.18

Internet Control Message Protocol

40 57 27 Jéws - ]@w' E
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» Frame 7: 98 bytes 1f 20 21 seesavee oo IMHEY
» Ethernet II, Src: 2f 30 31 &'()*+,- ./012345
» Internet Protocol 67

@ Internet Contro

No.: 7- Time: 6137108000 - Source: 192.168.217.3 - Destination: 192.1...ho (ping) request id=Oxd8ab, seq=78/19968, ttl=64 (no response foundl)
v Show packet bytes

X Close O Help

® K Internet Control Message Protocol: Protocol Packets: 317 - Displayed: 56 (17.7%) - Dropped: 0 (0.0%) ' Profile: Default

B3 Attacker Kali - External Workstation on CY301-OIFILOOT - Virtual Machine Connection =2 o X
File Action Media View Help
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Wireshark - Packet 3 - ethO

Frame 3: 98 byt on wire (784 bits), 98 bytes captured (784 bits) on interface ethe, id @
Ethernet II, Sr Microsoft_40:57:27 (00:15:5d:40:57:27), Dst: Microsoft_4 38 (00:15:5d:40:57:38)
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.18
Type: 8 (Echo (ping) request)
Code: ©
Checksum: ©x2cd4f [correct]
[Checksum Status: Good]
Identifier (BE): 55467 (©xd8ab)
Identifier (LE): 43992 (©xabd8)
Sequence Number (BE): 74 (O0x004a)
Sequence Number (LE): 18944 (0x4a00)
No response seen
Timestamp from icmp data: Sep 17, 2025 20:39:59.010889000 EDT
[Timestamp from icmp data (relative): 0.000031300 seconds]
Data (40 hvtes)
00 15 5d 40 57 38 00 15 40 57 27 08 00 45 Jaws jew'
54 1f 40 00 40 01 23 cO a8 d9 cO a8 T *#
12 00 2c 4f d8 ab 4a df 54 cb 00
00 2a 60 60 60 00 00 FONIET2 14 =
17 19 1a 1b 1c 1d 1f 20 21 22 24 aen
27 29 2a 2b 2c 2d 2f 30 31 32 34 &' ()*+
37 67

0 J

Q4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?
256 packets were displayed.



| B9 Attacker Kali - External Workstation on CY301-OIFILOOT - Virtual Machine Connection = o
File Action Media View Help
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Time Source Destination Protocol Length Info
9 8.108910200 192.168. 192.168.217. DNS 88 Standard query 0x0a76 A contily
.108925300 88 Standard query ©x675b AAAA con
110540700 54 Standard query response 0x0a76
110545100 54 Standard query response 0x675b
143708200 79 Standard query 0x3eif A spocs.
143730800 79 Standard query ©xc908 AAAA spo
144731200 54 Standard query response 0x3eif
144735400 54 Standard query response 0xc968
.659321100 95 Standard query ©x8275 A conten
659336400 95 Standard query 0x3962 AAAA con
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Frame 9: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) on interfac
Ethernet II, Src: Microsoft_40: (00:15:5d:40:57:27), Dst: Microsoft_40:5i
Internet Protocol Version 4, Sr 192.168.217.3, Dst: 192.168.217.2

User Datagram Protocol, Src Port: 57674, Dst Port: 53

Domain Name System (query)

® E Domain Name System: Protocol Packets: 317 - Display: ! . . Profile: Default

v Show packet bytes
X Close O Help

Q5. Find a DNS query packet. What is the domain name this host is trying to
resolve? What is the source IP and port number, destination IP and port number?
Please express in the format: IP:port. The source is 192.168.217, the destination
is 192.168.217.3

Attacker Kall - Baernal Workstation on CY301-OIFIL00Y
@ PO

Wireshark - Packet 11- ethO

Frame 11: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on inter e etho, id
Ethernet II, Src: Microsoft_40:57:38 (00:15:5d 57:38), Dst: Microsoft_4 27 (00:15:5d:40:57:27)
Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
User Datagram Protocol, Src Port: 53, Dst Port: 57674
Domain Name System (response)

Transaction ID: 0x0a76

Flags: O0x8105 Standard query response, Refused

Questions: ©

Answer RR: ]

Authority RRs: ©

Additional RRs: ©

[Time: ©.001630500 seconds]

5d 40 57 27 PONESINSUN4ONSTS8 08 00 45 00
59 6b 00 00 40 11 ee 62 cO a8 d9 02 co a8
00 35 el 4a 00 14 5f 73 @a 76 81 05 00 00
00 00 00 00

No.: 11- Time: 8.110540700 - Source: 192.168.217.2 - Destination: 192.168.217.3 - Protocol: DNS - Length: 54 - Info: Standard query response Ox0a76 Refused

Q6. Find the corresponding DNS response to the query you selected at the
previous step, and what is the source IP and port number, destination IP and port



number? What is the message replied from the DNS server? External Attacker Kali
Ubuntu 64 bit VM pFsense Firewall LAN: 192.168.10.2 WAN: 192.168.217.2

ot an authority for domain
truncated
y recursively
't do recursive queries
eserved (@)
ier authenticated: Ans /authority portion was not authenticated by the server
authenticated data: Unacceptable
= Reply code: Refused (5)

oue a
00 15 5d 40 00 15 5d 40 57 38 08 00 45 00 Jew'
00 5 2

00 00 40 11 52 57 GEJESNdSNe2 co as (
ee bb f5 60 14 c6 35 c9 68 81 85 00 80
00 60 00 00 08

No.: 16 - Time: 8.144735400 - Source: 192.168.217.2 - Destination: 192.168.217.3 : Protocol: DNS - Length: 54 - Info: Standard query response Oxc908 Refused

v Show packet bytes

Task B:

1. Sniff ICMP traffic (10 + 10 = 20 points)
Please turn on Attacker/External Kali, internal kali, pfsense, and Ubuntu
Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use
the other ping Internal Kali.
a. Apply proper display or capture filter in Wireshark on Internal Kali VM to
show active ICMP traffic.



Kali = Internal Wor
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==192.168.217.3)&&(ip.dst==192.168.10.18] Go to the next packet

Source Destination Protocol Length
.926655600 192.168.217. 192.168.10. ICMP request id=@xdsab, 2 (reply in..
1256 .927579600 “ 5 v 5 .10. (ping) request 1d=0xd8ab, seq=2611/13066, (reply
1258 .934922800 o 5 % i #2103 (ping) request id=exd8ab, seq=2612/13322, tt1=63 (reply
1260 .930145500 & % 5 Y .10. (ping) request id=exd8ab, seq=2613/13578, (reply
1262 .931989300 & = 2 - <18 (ping) request 1id=0xd8ab, (reply
1264 .934493200 % > ¥ & .10. (ping) request 1id=0xd8ab, seq=2615/14090, (reply
1266 .935536900 3 % 4 3 .10. (ping) request id=6xd8ab, seq=2616/14346, tt1=63 (reply
1268 .937659200 i b % 4 .10. (ping) request id=0xd8ab, seq=2617/14602, tt1=63 (reply
1270 .938504300 v % . % .10. (ping) request 1id=6xd8ab, seq=2618/14858, tt1=63 (reply
1272 .940163700 . . . . .10. (ping) request id=0xd8ab, seq=2619/15114, tt1=63 (reply
1274 .947072200 5 . o . .10. (ping) request id=0xd8ab, seq=2620/15370, (reply
1276 .946909200 5 & v . .10. (ping) request id=©xd8ab, 621/15626, (reply
1278 .946563500 A . - . .10. (ping) request id=©xd8ab, 622/15882, (reply
1280 .947912200 % 5 X . .10, (ping) request id=©xd8ab, 623/16138, (reply
1282 .950325600 S 5 % . 2185 (ping) request id=exd8ab, 624/16394, (reply

g4 120 go0 9 g 12 "
Frame 1254: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on
Ethernet II, Src: Microsoft_40:57:29 (00:15:5d:40:57:29), Dst: Microsoft
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.18
Internet Control Message Protocol

® B wireshark_ethOK2Z2C3.pcapng Packets: 1936 - Displayed: 199 (10.3%) - Dropped: 0 (0.0%) = Profile: Default

b. Apply a proper display or capture filter on the internal Kali VM that ONLY

displays the ICMP request that originated from the external Kali VM and

goes to the Ubuntu 64-bit VM.
BE@RPOFC]-|1 23 4]0 :

Fali = Internal Workstation on CY3
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92.168.217.3)&&(ip.dst==192.168.10.18] Go to the next packet

Source Destination Protocol Length Info
.926655600 192.168.217. 192.168.10. ICMP 98 Echo (ping) request id=8xd8ab, (reply i
.927579600 % ¥ ¥ = .10, 98 Echo (ping) request 1d=0xd8ab, B (reply
.934922800 5 5 i 2 .10. 98 Echo (ping) request id=6xd8ab, seq=2612/13322, (reply
.930145500 & % o v .10. 98 Echo (ping) request id=0xd8ab, seq=2613/13578, (reply
.931989300 ¥ . 2 5 .10. 98 Echo (ping) request 1id=0xd8ab, seq=2614/13834, (reply
.934493200 7 5 % % .10. 98 Echo (ping) request id=0xd8ab, seq=2615/14090, (reply
.935536900 ~ . 2 5 .10. 98 Echo (ping) request id=0xd8ab, seq=2616/14346, (reply
.937659200 i D % . .10. 98 Echo (ping) request id=©xd8ab, 617/14602, (reply
.938504300 o > . - .10. 98 Echo (ping) request 1id=0xd8ab, seq=2618/14858, (reply
.940163700 . . ¥ 5 .10. 98 Echo (ping) request 1id=0xd8ab, seq=2619/15114, = (reply
.947072200 X N . A .10. 98 Echo (ping) request id=0xd8ab, seq=2620/15370, (reply
.946909200 5 @ 5 E .10. 98 Echo (ping) request id=6xd8ab, seq=2621/15626, tt1=63 (reply
.946563500 A S 2 : <18 98 Echo (ping) request id=0xd8ab, seq=2622/15882, tt1=63 (reply
.947912200 . . . . .10, 98 Echo (ping) request id=0xd8ab, s , tt1=63 (reply
.950325600 . . . . .10. 98 Echo (ping) request (reply
g o 800 19 68 10 12 " ool coouo 2 " 6 o
Frame 1254: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on
Ethernet II, Src: Microsoft_40 9 (o 5:5d:40:57 ) : Microsoft
Internet Protocol Version 4, S 192.168.217.3, Dst: 192.168.10.18
Internet Control Message Protocol

oo 1UHS
./812345

® K wireshark_ethOK2Z2C3.pcapng Packets: 1936 - Displayed: 199 (10.3%) - Dropped: 0 (0.0%) = Profile: Default

2. Sniff FTP traffic (10 + 15 + 15 = 40 pts points)
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now,
you need to



use External Kali to access this FTP server by using the command: ftp
[ip_addr of ubuntu VM]. The username for the FTP server is student, and
the password is password. You can follow the steps below to access the FTP
server.

b. Unfortunately, Internal Kali, the attacker, is also sniffing into the
communication. Therefore, all of your communication is exposed to the
attacker. Now, you need to find out the password used by External Kali to
access the FTP server from the intercepted traffic on Internal Kali. You need
to take a screenshot and explain how you found the password.

¥all - Internal Workstation on CY301-OIFILODT
RemP o

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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No. Time Source Destination Protoco * Length Info
210 49.859413300 192.168.10.18 192.168.217.3 T 86 Response: P — 5
228 53.998290400 192.168.217.3 192.168.10.18 80 Request: - O WYY, resm (tcp.stream eq 0)

230 53.998615500 192.168.10.18 192.168.217.3 100 Response:
246 56.963530000 192.168.217.3 192.168.10.18 81 Request:
247 56.971637500 192.168.10.18 192.168.217.3 89 Response:
249 56.974123800 192.168.217.3 192.168.10.18 72 Request:
250 56.974635100 192.168.10.18 192.168.217.3 85 Response:
251 56.977549800 192.168.217.3 192.168.10.18 72 Request:
252 56.977829500 192.168.10.18 192.168.217.3 81 Response:
253 56.977833300 192.168.10.18 192.168.217.3 87 Response:
254 56.978660200 192.168.10.18 192.168.217.3 110 Response:
279 62.200035700 192.168.217.3 192.168.10.18 72 Request:
280 62.200462100 192.168.10.18 192.168.217.3 80 Response:
207 49.840182900 192.168.217.3 192.168.10.18

208 49.8402691060 192.168.10.18 192.168.217.3 7421 . 58
209 49.841510000 192.168.217.3 192.168.10.18 66 58152 —
211 49.861513000 192.168.217.3 192.168.10.18 66 58152 - 2
229 53.998611700 192.168.10.18 192.168.217.3 66 21 . 5815
231 54.000455400 192.168.217.3 192.168.10.18 66 58152 - 2
248 56.973283300 192.168.217.3 192.168.16.18 66 58152 — 2
255 56.979640800 192.168.217.3 192.168.10.18 66 58152 - 2
256 57.024096500 192.168.217.3 192.168.10.18 66 58152 — 2
281 62.200465900 192.168.10.18 192.168.217.3 66 21 . 5815
282 62.202473200 192.168.217.3 192.168.16.18 66 58152 . 2
283 62.204306200 192.168.217.3 192.168.10.18 66 58152
284 62.205328100 192.168.10.18 192.168.217.3 66 21 . 5815

Crama 207: 74 hutac nn wira /

® B wireshark_ethOOVMOC3.pcapng

c. After you successfully find the username & password from the FTP traffic,
repeat the previous step (2.a), and use your MIDAS ID as the username and
UIN as the password to re-access the FTP server from External Kali.
Although External Kali may not access the FTP server, you need to intercept
the packets containing these “secrets” from the attacker VM, which is



Internal Kali.
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21| 3 Kali - Internal Workstation on CY301-OIFILO0T - Virtual Machine Connection — o x
vi| File Action Media View Help
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% : Cas . Wireshark - Follow TCP St ¥ 1) - eth0
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(R [tcp.streameq 1

No. Time Source Destination Protoco *
1062 247.950974500 192.168.10.18 192.168.217.3 TCP
1061 247.950417900 192.168.217.3 192.168.10.18 TCP 221 Goodbye.
1060 247.950414100 192.168.217.3 192.168.10.18

1059 247.948477900 192.168.10.18 192.168.217.3
1057 247.948470400 192.168.10.18 192.168.217.3
1041 244.458563300 192.168.217.3 192.168.10.18
1027 241.484306400 192.168.10.18 192.168.217.3

993 233.443057900 192.168.217.3 192.168.10.18
991 233.440364500 192.168.10.18 192.168.217.3
959 225.973304100 192.168.217.3 192.168.10.18
957 225.965396800 192.168.217.3 192.168.10.18
956 225.963757800 192.168.10.18 192.168.217.3
955 225.962752000 192.168.217.3 192.168.10.18
1058 247.948474200 192.168.10.18 192.168.217.3
1056 247.948143000 192.168.217.3 192.168.10.18
1040 244.457221000 192.168.10.18 192.168.217.3
1026 241.443248700 192.168.217.3 192.168.10.18
992 233.440368400 192.168.10.18 192.168.217.3
990 233.440163000 192.168.217.3 192.168.10.18
958 225.972055300 192.168.10.18 192.168.217.3




