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In this assignment, you will act as an attacker to identify the vulnerabilities in the LAN network and a
defender to apply proper countermeasures. You need to provide a screenshot for each task below.

Task A: Sword - Network Scanning (20+ 20 = 40 points)
Power on the listed VMs and complete the following steps from the External Kali (you can use either
nmap or zenmap to complete the assignment)

e External Kali
e pfSense
e Ubuntu
e Windows Server 2022
Make sure you didn’t add/delete any firewall policy before continuing.
1. Use Nmap to profile the basic information about the subnet topology (including open ports
information, operation systems, etc.) You need to get the service and backend software
information associated with each opening port in each VM.

';‘ Attacker Kali - External Workstation on CY301-OIFIL00T - Virtual Machine Connection
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Starting Nmap 7.94SVN ( https://nmap.org ) at 2025-10-02 11:44 EDT
Nmap scan report for 192.168.10.18
Host is up (0.013s latency).
Not shown: 968 filtered tcp ports (no-response), 3@ closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 3.0.5

tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu®.7 (Ubuntu Linux; protocol
2.0)
Device type: general purposelstorage-misc|firewall
Running (JUST GUESSING): Linux 2.6.X[4.X13.X15.X (92%), Synology DiskStation
Manager 5.X (86%), WatchGuard Fireware 11.X (85%)
0S CPE: cpe:/o:linux:linux_kernel:2.6.32 cpe:/o:linux:linux_kernel:4.4 cpe:/o
:linux:linux_kernel:3.10 cpe:/o:linu inux_kernel:5 cpe:/o:linux:linux_kerne
1 cpe:/a:synology:diskstation_manager:5.1 cpe:/o:watchguard:fireware:11.8
Aggressive 0S guesses: Linux 2.6.32 (92%), Linux 4.4 (92%), Linux 2.6.32 or 3
.10 (91%), Linux 2.6.32 - 2.6.35 (90%), Linux 2.6.32 - 2.6.39 (90%), Linux 4.
@ (89%), Linux 5.0 - 5.4 (88%), Linux 3.11 - 4.1 (88%), Linux 3.2 - 3.8 (88%)
, Linux 2.6.18 (87%)
No exact 0S matches for host (test conditions non-ideal).
Service Info: 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

0S and Service detection performed. Please report any incorrect results at ht
tps://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 21.07 seconds
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2. Run Wireshark in Internal Kali VM while External Kali is scanning the network. Discuss the traffic
pattern you observed. What do you find? Please write a 200-word essay to discuss your findings.

When | scanned the network from the External Kali machine, | used Wireshark on the Internal Kali
machine to watch the traffic. What | saw was a lot of small packets going to many different devices and
ports very quickly. Most of these were TCP SYN packets, which are like the first “hello” a computer sends
when trying to start a connection. The scanner sent these to many ports to check which ones would
answer. | also noticed ICMP packets, which are used for things like “ping” to see if a device is online.
When Nmap was checking for service versions, | saw packets with more data, like requests to web
servers or SSH services. This is how Nmap learns what software and versions are running. The traffic
looked different from normal network use because it was fast, repetitive, and touched many different
devices and ports. This is a big clue that a scan is happening. As a defender, watching for this type of
traffic can help you spot attackers early. If you see a pattern like this on your network, it likely means



someone is trylng to discover weaknesses before trying to break in.
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Kali = Internal Works!

Capturing from ethO
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No. Time Source Destination Protocol Length Info

2074 266.656414200 192.168.10. 18 192.168.217.3 TCP 70 21 — 47311 [SYN, ACK] Seq=0 Ack=1 1=65160 Len=0 MSS=1460 SACK_PERM..
2075 266.660529800 192.168.217 92. . TCP 54 47311 . 21 [RST] Seq=1 Win=0 Le

2076 266.680278300 192.168.217. 3 192.168.10 18 Echo (ping) request 1d=0xfbdc, 95/9985, ttl=43 (reply 1in 2077)
2077 266.680553400 192.168.10.18 192.168.217.3 Echo (ping) reply id=exfbdc, 295/9985, tt1=64 (request in 207
2078 266.712158700 192.168.217.3 192.168.10.18 Echo (ping) request id=0xfbdd, seq=296/10241, ttl=41 (reply in 2079)
2079 266.717733100 192.168.10.18 192.168.217.3 Echo (ping) reply id=0xfbdd, seq=296/10241, ttl=64 (request in 20.
2080 266.730782100 192.168.217.3 192.168.10.18 47163 - 38069 Len=300

192.168.217. 3 66 W Seq=0 Ack=1 Win=64240 Len=0 MS
2083 266.768174700 . 3 192.168.10.18

266 .85795350¢ 1 0.18 2 6 7.3 2 . 47323 [RST, ACK] Seq=1 Ack=1 Win=0 Len=0
2086 266.936834100 192.168.217.3 192.168.16.18 47163 — 38069 Len=300
2087 267.090839600 192.168.217.3 192.168.10.18 47163 - 38069 Len=300
2088 267.244277500 192.168.217.3 192.168.10.18 47163 . 38069 Len=300

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on in 3 P 60 00 02 06 5d 40 57 32 86 dd 60 of
Ethernet II, Src: Microsoft_40:57:32 (00:15:5d:40:57:32), Ds IPvbmcast 08 3a ff fe 00 00 00 00 0O 00 7a e3
Internet Protocol Version 6, S feso ae3:4419:3977:¢166, Dst: ffo2:: 4 77 c1 66 60 00 00 00 60 00 00 00
Internet Control Message Protocol v6 00 00 82 c3 5c 00 00 66 00

Task B: Shield — Protect your network with a firewall (10 + 10+ 20 + 20 = 60 points)
In order to receive full credits, you need to fill the table (add more rows if needed), implement the
firewall rule(s), show me the screenshot of your firewall table, and verify the results.
1. Configure the pfSense firewall rule to block the ICMP traffic from External Kali to Ubuntu VM.

Rule # | Interface Action Source IP Destination IP Pr'otocol.
(port # if appliable)
2 WAN Block | 192.168.217.3 | 192.168.10.18 ICMP

=P 12 3 4 y genmon)XXX ) A @
pfSense.CYSE.com - Fi

C B 192.168.10.2 w

KaliLinux @ KaliTools = KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec @ Nessus Essentials / Fo.. pfSense - Login

lisense

WARNING: The ‘admin’ account password is set to the default value. Change the password in the Use

Firewall / Rules/ WAN L E @

The changes have been applied successfully. The firewall rules are now reloading in the background x
Monitor the filter reload progress

Floating WAN LAN
s
Rules (Drag to Change Order)
] States Protocol Source Port Destinati Port y Queue hedule D ipti Actions
x B . Reserved ' ¥ . . = Block bogon networks o)
Not assigned by IANA
X B IPv4ICMP  192.168.217.3 * 192.168.10.18 * * none block IMCP from ext kalitoubuntu %, SO T

any

v ) KiB  IPv4+6 * WAN subnets = ¥ ¥ N none \L LSOO mx



Clear the previous firewall policies and configure the pfSense firewall to block all ICMP traffic from
External Kali to the LAN side.

P I
Rule # | Interface Action Source IP Destination IP r‘otoco.
(port # if appliable)
2 WAN Block 192.168.217.3 | LAN Adress ICMP

B e@mPporl-

pfSense.CYSE.com - Fire: X ¥

O (genmonXXX ) A B 12:36

& C @
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WARNING: The ‘admin’ account password is s

set to the default value. Change the password in the

Firewall / Rules/ WAN

The changes have been applied successfully. The firewall rules are now reloading in the background.
Monitor the filter reload progress

Floating WAN LAN

Rules (Drag to Change Order)

States Protocol Source

Port Destinati Port y Queue Description Actions
x ( ¥ Reserved Block bogon networks e
Not assigned by IANA
[ % ( IPv4ICMP  192.168.217.3 * LAN address * * none block IMCP fromextkalito LAN &, S DO T
any
] v B IPv4+6* WAN subnets none 4, 00Mmx
(=

Clear the previous firewall policies and configure the pfSense firewall to block ALL traffic from
External Kali to the LAN side, except for the FTP protocol towards Ubuntu.

Rule # | Interface Action Source IP Destination IP Pr.otocol.
(port # if appliable)
2 WAN Pass 192.168.217.3 | 192.168.10.18 21
Rule # | Interface Action Source IP Destination IP Protocol
(port # if appliable)
4 WAN Block any any any




Attacker Kali - Bxternal Works
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Kali Tools
https://www.kali.org/tools/

The changes have been applied successfully. The firewall rules are now reloading in the background
Monitor the filter reload progress.

Floating WAN

Rules (Drag to Change Order)

States Protocol  Source Port Destination Port Gateway Queue Schedule Description Actions

x 08B * Reserved

Block bogon networks 0
Not assigned by IANA

v IPv4TCP 192.168.217.3 X 192.168.10.18 21(FTP) *

none Pass FTP fromextkalitoubuntu  «§, S OO i X
none $,00mx

none Block other traffic &S00

IPv4+6*  WAN subnets

Pva*  *

fSense Netaste
v.kali.org/tools pfSense Netgate.

View license.

4. Keep the firewall policies you created in Task B.3 and repeat Task A.1. What’s the difference?

After making the firewall rules, the results of the Nmap scan changed a lot. Previously, multiple hosts
and open ports were visible, and Nmap was able to retrieve detailed service and version information.
Now, with the firewall in place, the scan results were mostly empty. Only the FTP service on the Ubuntu
server responded, while all other traffic from the External Kali machine was blocked. ICMP echo
requests no longer received replies, so Nmap was unable to map the subnet accurately.

Extra credit (15 points): Use NESSUS to enumerate the security vulnerabilities of Microsoft Windows
Server 2022 VM in the CCIA network.



