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Task A: Sniff LAN traffic    

 

 

 



 

Description:  

In this step, I have performed the mirroring actions that can sniff the local area network traffic. 

This activity was to sniff the traffic between two peers silently.  

Sniff ICMP traffic (10 + 10 +20 points)  

1.1. In External Kali VM, ping Windows Server 2008 and Ubuntu VM from two separate terminals.   

 



 
 

1.2.  Apply proper display or capture filter on Ubuntu VM to show all ping traffic (towards both  

Ubuntu and Windows Server 2008) (tip: you can filter the traffic by protocol type).  

 



 

1.3.  Apply proper display or capture filter on Ubuntu VM that ONLY displays ICMP request  

originated from External Kali VM and goes to Windows Server 2008 (tip: you can filter the  

traffic by IP address). 

 
 

Description:  

In this step, the initial process was to generate the ICMP traffic by using the external kali. 

The traffic examined in the Wireshark for Ubuntu and Server 2008 with ICMP filtration. 

Now, the limited filter applied to keep the traffic from Kali Linux to Server 2008.  

 

 

 

 

 

 

 

 

 

 



Sniff FTP traffic (60 points)   

 

 

 



 

 

MIDAS login  

 

 



Description:  

In this step, I have logged into the windows server 2008 from kali linux remotely.  

The login credentials are sniffed from Wireshark in ubuntu VM. The traffic is in the plaintext 

method, so the details are available.  

I have tried to login to the FTP server by using the MIDAS credentials, but they are not valid.  

The wrong credentials detail is available in the Ubuntu through the Wireshark.   

 

Task B – Extra credit:  Steal files with Wireshark (15 points)  

 

 



 

 

 

Description:  

In this step, I have created a file in the windows server 2008, and that file trying to steal from the 

Wireshark in Ubuntu when it is requested from Kali linux.  

I saw the file, but could not open the content and export it from Wireshark to the Ubuntu.  


