1. [10 Points] Create a text file containing the answers to the following questions:
* What are your name and current date and timestamp?
» What is your expected grade in this course?

File Edit Format View Help

Gerkeil owens

Date: 11,/30/2024

Time: 2:4

Expected Grade: Between an -A or B

2. [50 Points] Use steghide to hide this text file in the cover image, " octopus.bmp."

* Use your own UIN (for example, 01000123) as the password for encryption (you can
choose any encryption algorithm from the given options).

* Use your Midas ID (all lowercase) for example "svatsa.bmp" as the name of the
STEGO file.

Name

i Steghide

- DY
Ha,15.,2683 : ~ B8 Steghide
H@,/15.-20083 B - i 2. [L9-/15/2003 E? 33 AN 912 credits.txf
098 /10,2083 z 37, i .dll [18/15/20803 988,992 cygiconu— 2 dll
08112083 01: . i . : s §§2 gt
18,15 ./2003 H 23 —4.d11 A : .
6152083 : . 2. : m i coom
0981 .-2003 : 67,522 : 7882 o
08 ~A9 /2003
[11,30/2024
[16,15-2083 B 2,079 history.txt
o 15,2083 ©9:33 AH 62841 LERHE. exc
08,23/2017 10: <DIR>
6152003 : 61,587 manual.pdf
18152083 B9: 63,678 manual_es.p
[1,/30/,2024 B6: B Haduie ¢ Sberet. txt
[2,/@4/2017 B3: 286,154 Monarch.bmp
08,11,2017 B5: 583,554 octapus.bmp
a2 11: 5987568 steghide e > e
- 15 /20 H steghide _exe S s
2 9152083 314 todo.txt 3 Dir<s> 33,882,.331,136 hytes free
File<s> -268 bytes [c:\Tools\steghide >steghide .exe ——embed —ef Secret.txt -cf octopus.bmp —sf gouwend|
| 3 Dirde> 33, asz 331 136 hytes free 03 b,
iles

27 steghide

e Using the “dir” command to show the files and directories
e Using the “steghide.exe -- ef Secret.txt -cf octopus.bmp -sf gowen003.bmp”
command to hide and embed the text file.
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e Using the “dir” command again to show that “gowen003.bmp” has appeared in the files
and directories.
3. [20 Points] Extract the secret message by executing steghide command with - - extract
option as follows:
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e Using the “steghide.exe —extract -sf gowen003.bmp” command to extract the contents
of the file

4. [10 Points] Execute the command to list the contents to verify whether the textfile with
secret message has been extracted or not. You should see textfile there because it was hidden in
the jpeg image file and appeared after extracting the image file in the previous step.

@M Steghide

10152003

18152083

18152083

B8 /10./2083

A8./112083

18,152083

10./15/2083

A% /01 /2003

08 -89 /2083

11/30-/2024 gouw nﬂﬂ3 bmp
18152083 history.txt
18152083 AaM LEAME. txt
A8./23,2017 locale
18,152083 M manual.pdf
10./15/2083 df
12042017

08112017

18152083 ©B%:33 A X
11/30/2024 ? Secret.txt

18152083 steghide.exe
814 todo.txt
4,497,668 hytes
33.0882,.036,.224 bytes free

e Using the “dir” command to show if the file has been extracted or not.



5.[10 Points] Execute the command to dispaly the contents of the file you revealed.
Y fi e roma v e !

|

:
There - ; [ ———— |

e This is what was revealed when opened the file



