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In this task, you will be acting as an ATTACKER who sniffs the internal communications 

between peers by using either Wireshark or tShark on Ubuntu VM. 

You need to use the following VMs to complete the assignment:  

IMPORTANT! Due to the different networking configurations in Hyper-V, you need to Enable 

Port Mirroring for related VMS accordingly (This is a helpful link to follow) 

You need to put the sniffer (Ubuntu VM) as the mirroring Destination, and the target VMS are 

the mirroring Source 

To be specific: 

• Ubuntu VM: Set Mirroring mode to “Destination” in the “Port Mirroring” 

• Windows Server 2008: Set mirroring mode to “Source” in the “Port Mirroring” 

• External Kali: Set Mirroring mode to “Source” in the “Port Mirroring”  

https://askme4tech.com/setup-port-mirroring-hyper-v-monitoring-traffic


TASK A: SNIFF LAN TRAFFIC 

1. Sniff ICMP Traffic 

a. In External Kali VM, ping Windows Server 2008 and Ubuntu VM from two 

separate terminals 

b. Apply proper display or capture filter on Ubuntu VM to show all ping traffic. 

Used ping command, followed by Ubuntu and Windows Server’s IP to verify connection with them 



c. Apply proper display or capture filter on Ubuntu VM that ONLY displays ICMP 

request originated from external Kali VM and goes to Windows Server 2008. 

 

2. Sniff FTP Traffic 

 

To capture the username and password to log into Windows’ FTP via Kali Linux, I pinged 

Windows and Ubuntu while logging into FTP via Kali Linux. Then, while capturing via 

Wireshark, I applied the FTP display filter to only show FTP results. 



 

 


