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Case Analysis on CSR 

 In September 2017, Equifax, one of the largest consumer credit reporting agencies, 

suffered a massive data breach that exposed the sensitive personal information of over 147 

million individuals. This breach compromised an array of sensitive data, including Social 

Security numbers, birth dates, addresses, and in some cases, even driver’s license numbers. The 

breach occurred due to a failure to patch a known vulnerability in Equifax's system, highlighting 

severe negligence in their cybersecurity protocols. As a result, countless individuals faced the 

terrifying prospect of identity theft, financial fraud, and compromised personal security. The 

aftermath of the breach was catastrophic, leading to numerous lawsuits, investigations by 

regulatory bodies, and widespread public outrage. In this Case Analysis, I will argue that 

contractarianism demonstrates how the Equifax breach harmed millions of consumers by 

jeopardizing their privacy, financial stability, and sense of security. This harm was morally 

reprehensible due to Equifax's breach of trust, their failure to fulfill their duty of care to 

consumers, and the egregious consequences inflicted upon innocent individuals. 

 Milton Friedman's concept of the shareholder theory posits that a corporation's primary 

responsibility is to maximize profits for its shareholders within the boundaries of the law. 

According to this theory, businesses should focus solely on generating profits and increasing 

shareholder value, without concern for social responsibility or externalities. Friedman argues that 

by pursuing profit maximization, corporations indirectly benefit society by creating jobs, 

fostering economic growth, and providing goods and services that consumers demand. However, 

he emphasizes that corporations must operate within legal and ethical constraints to ensure their 

pursuit of profit does not harm others or violate societal norms. 
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Applying Friedman's shareholder theory to the Equifax case, one could argue that the 

company's primary responsibility was to its shareholders, and thus, its actions should be 

evaluated based on their impact on shareholder value. From this perspective, Equifax's failure to 

adequately protect consumer data can be seen as a breach of its duty to shareholders, as it 

resulted in significant financial losses, damage to the company's reputation, and a decline in 

stock value. Shareholders invest in a company with the expectation that management will act in 

their best interest to maximize returns, and Equifax's negligence in safeguarding sensitive 

information directly undermined this expectation. 

However, contractarianism offers a different lens through which to evaluate the actions 

taken in the Equifax case. Contractarianism suggests that moral principles arise from the 

hypothetical agreement of rational individuals in a social contract. According to this theory, 

ethical norms and principles are derived from the implicit agreements that individuals would 

make to govern their interactions and relationships with others. In the context of business ethics, 

contractarianism emphasizes the importance of fulfilling implicit agreements and respecting the 

rights and interests of all stakeholders involved. 

When applied to the Equifax case, contractarianism highlights the company's failure to 

fulfill its implicit agreement with consumers to protect their sensitive personal information. 

Equifax, as a custodian of vast amounts of consumer data, had a moral obligation to ensure the 

security and confidentiality of this information. By neglecting to implement adequate 

cybersecurity measures and failing to promptly address known vulnerabilities, Equifax violated 

its implicit agreement with consumers and breached their trust. This breach of trust resulted in 

significant harm to consumers, including financial losses, identity theft, and emotional distress. 
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In assessing the actions taken in the Equifax case through a contractarian lens, it becomes 

evident that the company's failure to prioritize consumer data security was morally wrong. 

Equifax's actions not only violated implicit agreements with consumers but also disregarded the 

fundamental principle of respecting the rights and interests of stakeholders. To rectify this moral 

wrongdoing, Equifax should have prioritized consumer data security and taken proactive 

measures to prevent the breach. This could have involved investing in robust cybersecurity 

infrastructure, conducting regular security audits, and promptly addressing any identified 

vulnerabilities. Additionally, Equifax should have been transparent and forthcoming in informing 

affected consumers about the breach and providing assistance to mitigate potential harm. By 

fulfilling its moral obligations to consumers and stakeholders, Equifax could have avoided the 

catastrophic consequences of the breach and upheld its ethical responsibility as a custodian of 

sensitive personal information. 

In "The Power of Anshen," Anshen discusses the concept of organizational culture and its 

profound impact on the behavior, decisions, and outcomes within a company. Anshen argues that 

organizational culture encompasses the shared values, beliefs, norms, and practices that shape 

how individuals within an organization interact with one another and approach their work. 

Central to Anshen's theory is the idea that organizational culture is not static but dynamic, 

evolving over time in response to internal and external factors. Anshen emphasizes the 

importance of cultivating a positive and ethical organizational culture that prioritizes integrity, 

transparency, accountability, and respect for all stakeholders. 

Applying Anshen's concept of organizational culture to the Equifax case, it becomes 

evident that the company's organizational culture played a significant role in shaping its response 

to the data breach. Equifax's culture, characterized by a lack of transparency, accountability, and 



MacMillan 4 
 

a profit-driven mindset, contributed to the company's failure to prioritize consumer data security 

and address known vulnerabilities in a timely manner. Within such a culture, there may have 

been inadequate emphasis on the importance of cybersecurity measures or a tendency to 

prioritize short-term financial gains over long-term ethical considerations. 

Furthermore, Anshen highlights the critical role of leadership in shaping and influencing 

organizational culture. Leaders within an organization have the power to set the tone, establish 

values, and model behavior that shapes the collective ethos of the company. In the case of 

Equifax, leadership failures, including a lack of effective oversight, communication breakdowns, 

and a failure to allocate sufficient resources to cybersecurity, contributed to the erosion of trust 

and the eventual data breach. A strong and ethical leadership team, committed to fostering a 

culture of integrity and accountability, could have potentially prevented the breach or mitigated 

its impact by prioritizing consumer data security and implementing robust cybersecurity 

measures. 

In assessing the actions taken in the Equifax case through a contractarian lens, it becomes 

clear that the company's failure to prioritize consumer data security and uphold its implicit 

agreement with consumers was morally wrong. Contractarianism emphasizes the importance of 

fulfilling implicit agreements and respecting the rights and interests of all stakeholders involved. 

Equifax, as a custodian of sensitive consumer information, had a moral obligation to ensure the 

security and confidentiality of this data. By neglecting to implement adequate cybersecurity 

measures and failing to address known vulnerabilities, Equifax violated its implicit agreement 

with consumers and breached their trust. 

To rectify this moral wrongdoing, Equifax should have prioritized consumer data security 

and taken proactive measures to prevent the breach. This could have involved investing in robust 
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cybersecurity infrastructure, conducting regular security audits, and promptly addressing any 

identified vulnerabilities. Additionally, Equifax should have been transparent and forthcoming in 

informing affected consumers about the breach and providing assistance to mitigate potential 

harm. By fulfilling its moral obligations to consumers and stakeholders, Equifax could have 

avoided the catastrophic consequences of the breach and upheld its ethical responsibility as a 

custodian of sensitive personal information. Moving forward, Equifax must strive to cultivate a 

positive and ethical organizational culture that prioritizes integrity, transparency, and 

accountability to prevent similar breaches in the future and rebuild trust with consumers and 

stakeholders. 

In conclusion, the Equifax breach exemplifies a profound failure in corporate 

responsibility and ethical leadership. Through the lenses of Friedman's shareholder theory and 

Anshen's organizational culture concept, we see how Equifax prioritized short-term profits over 

its moral obligations to consumers and stakeholders. The breach not only caused significant harm 

to millions of individuals but also eroded trust in Equifax's ability to safeguard sensitive personal 

information. 

Despite the clarity provided by contractarianism in highlighting Equifax's moral 

wrongdoing, it's essential to acknowledge potential objections or alternate views. Some may 

argue that Equifax was simply a victim of sophisticated cyberattacks and that no amount of 

precaution could have prevented the breach. However, this perspective fails to recognize 

Equifax's negligence in addressing known vulnerabilities and the lack of transparency and 

accountability in its response to the breach. 

Moving forward, it is imperative for corporations to prioritize ethical considerations and 

adopt proactive measures to prevent data breaches and protect consumer privacy. This entails 
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fostering a positive organizational culture that values integrity, transparency, and accountability 

at all levels of the company. Additionally, regulatory bodies must enact stricter regulations and 

oversight to hold corporations accountable for data breaches and ensure the protection of 

consumer rights. 

The Equifax case serves as a cautionary tale highlighting the devastating consequences of 

corporate negligence and the urgent need for stronger ethical frameworks in business practices. 

By learning from this experience and implementing meaningful reforms, we can strive towards a 

future where consumer data is safeguarded, trust is restored, and corporations uphold their moral 

responsibilities to society. 
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