Porter Doughty CYSE 200T

The Human Factory In Cyber Security

If a CISO is met with the challenge of limited resources when deciding where to allocate their
cybersecurity foundations, several aspects must be considered. If there is a reliable physical or
software based asset that leads to a more secure environment, then that should be prioritized.
However, the importance of the human factor cannot be overlooked. Training and regular
protocol updates are paramount and must be a part of any secure organization.

The Problem

In this hypothetical, the CISO of an organization is faced with the allocation of limited
resources and must decide on what to prioritize when setting up the cybersecurity foundations.
There are multiple things to consider when deciding what determines an organization’s security.
Why would the organization be attacked? What sensitive assets does the organization hold?
What type of clientele do they work with? All of these variables play into the planning and
preparation of a cybersecurity framework.

The Non-Human Factor.

Obviously, without hardware such as servers or databases, there is little to no need for a
cybersecurity infrastructure. As a baseline, a secure database and basic firewall to limit and
monitor traffic on the network should be implemented. Software such as a secure and reliable
firewall is relatively inexpensivey ,;, so therefore its value is far above that of its actual price,
making it a high priority. Things such as secure airlock doors and advanced security systems run
a high bill at the benefit of relatively little baseline security, making them non-essential.

The Human Factor

The human factor in cybersecurity is arguably one of the most important components in a
secure organization. If resources had to be allocated between devices, software, and personnel
training, arguably 70% should go towards the training. The employees of an organization
maintain a unique position of being the first and oftentimes last lines of defense against cyber
attacks. Thorough training and planning must go into the preparation of any incidents like
malware attacks, DDoS attacks, and phishing attempts. The value of such training is easy to
overlook, as the benefits are not readily visible. However, the most common types of
cyberattacks on organizations today are initiated through human contact. Phishing, spear
phishing, and target brute force password attacks are extremely common ways individual
employees can lead to an attack being successful on an organization and therefore, can be one of
the biggest liabilitiesg,.
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Conclusion

In conclusion, the benefits to training the human factor of a cybersecurity framework
tower above those given by the software side. If faced with limited resources and a selection
between upgrading hardware and training personnel is to be made, nine times out of ten, it’s the
better bet to go with the human aspect.
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