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Testing Human Ability to Detect Deepfake Images 
 	The article “Testing Human Ability to Detect ‘Deepfake’ Images of Human Faces” by Sergi D. Bray, Shane D. Johnson, and Bennett Kleinberg looks at how well people can tell the difference between real pictures of people and images created by artificial intelligence. This topic was interesting to me because this is another reason why cybersecurity is more than just protecting computers and securing personal data. Looking into deepfakes is evidence that what you see is not always real or the truth. This study connects to social science principles such as empiricism, objectivity, and observation because the researchers used evidence instead of assumptions to study people's behavior. 
 	Based on the research, the researchers first wanted to find out if people were able to spot deep-fake images by taking a guess. They also wanted to see if they gave tips to be helpful would it make it easier to help with accuracy. Another thing they looked at was if people were confident in the answers that they provided, their confidence level. The experiment consisted of about 273 people that were split into four groups. They let the people view 20 real faces and 20 AI generated faces. They asked if each picture was real or fake. After that they gathered and compared the answers by how many were right, how many wrong and how many were confident. Once, the people told them their answer they asked them to elaborate on why they felt it was real or fake. Based on the results, people were about 60% correct on average. Surprisingly, offering the help didn’t make a difference 
in the research.  
Another thing is that deepfakes can create issues for marginalized groups. Women for example can easily be made targets of fake images, harassment and impersonation that can ruin their reputation or cause people to question what is seen online. When someone’s pictures don’t match the person in real life the online slang is called “Kittenfishing”.  People with less technology experiences are likely the ones that would have the most trouble identifying tampered or manipulated photos. Overall, the study contributes to cybersecurity, showing that we cannot depend on people alone to recognize deepfakes. It also shows the need for better cybersecurity education and stronger technology to help people identify manipulated images. 
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