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The Importance of Social Science in a Cyber Law Career 
 
When I first started in cybersecurity, my first thought was that I would be able to protect computers from hackers. As time has gone by and I've learned more about the field, I have realized that cybersecurity involves much more than just technology. Human behavior, laws, privacy, ethics, and social issues all play an important role. All these things interest me in cybersecurity even more. Cyber law deals with many issues such as cybercrime, data breaches, privacy, digital evidence, and laws involving the use of technology. To be successful in this career, understanding social science is important because many cybersecurity problems begin with people and eventually affect people and businesses. 
Several of the social science principles we learned in class can be used in cyber law. One is objectivity, which means looking at the facts without allowing personal opinions or feelings to affect your judgment. An example would be to automatically blame an employee for a company data breach. As a cyber law professional, you should not immediately blame an employee or assume the company did something wrong. They would need to look at the facts first. This also connects to empiricism, because evidence matters. Emails, security logs, online communications, and company records can help show what happened. Yamaguchi explains how cyberlaw has developed along with cyberspace and technology, showing how closely technology and the law are now connected (529–31). 
 
Another principle that stood out to me is determinism, which looks at how behavior can be influenced by things that happened beforehand. I think this is especially important when dealing with phishing. It is easy to say someone should have known better than to click on a suspicious email, but the situation may not always be that simple. Menon et al. studied phishing emails targeting African refugees and students and found that factors such as digital literacy and English proficiency could create additional challenges (201–23). Phishing emails are normally sent as urgent emails. Understanding why a person reacted a certain way can be more helpful than simply blaming the victim. 
Ethical neutrality and parsimony can also be applied to cyber law. Cyber law professionals may have access to personal information, including financial records, private messages, and other digital information. They have a responsibility to protect people's privacy and rights while still doing their jobs ethically. Parsimony is important because cybersecurity and law can both become complicated very quickly. A cyber law professional may have to explain technical information to a client, judge, jury, or someone who does not understand cybersecurity. Being able to explain the situation in a clear would be helpful.  
Cyber law also connects to marginalized groups, which is something a lot of people don't think about and honestly, I had not really thought about before studying the social side of cybersecurity. Not everyone has the same access to technology, cybersecurity education, or resources. Menon et al.'s research involving African refugees and immigrant students is a good example. Language barriers and differences in digital literacy can make it harder for some people to recognize phishing attempts (201–23). Three challenges that can affect marginalized communities are unequal access to technology and cybersecurity resources, differences in digital literacy, and language barriers. These challenges can increase someone's risk of becoming a cybercrime victim and may also make it harder to understand what help or legal protections are available. 
Another challenge in cyber law is that the Internet does not stop at state or national borders. Irawan et al. discuss how cybercrime creates problems involving jurisdiction, law enforcement, and state sovereignty (120–34). Someone committing a cybercrime could be in one country while the victim is in another. A cyber law professional may then have to determine which laws apply and which government has the authority to handle the case. This is a good example of how changes in technology continue to create new challenges for society and the legal system. 
Overall, this class has helped me see that cybersecurity is not only a technology issue. People use technology, people create the laws, and people and businesses are affected when something goes wrong. A career in cyber law would require an understanding of technology and the laws, but it would also require an understanding of human behavior and society. Principles such as objectivity, empiricism, determinism, ethical neutrality, and parsimony can help cyber law professionals approach situations fairly. As technology continues to change, I believe cyber law will always be required to protect people's security, privacy, and rights. 	 
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