TASK A - User Account Management
In this assignment, you should replace xxxxx with your MIDAS ID in all occurrences

Step 1: Open a terminal window in VM and execute the correct command to display user
account information (including the login shell and home directory) for the current user using grep

S EmP O]

raneem(@kali: =

File Actions Edit View Help

— ep " ;" fetc/passwd

X:10008: 1008 :Taneem, 4,/ e/ Jusr/bin/zsh

Step 2: Execute the correct command to display user password information (including the
encrypted password and password aging) for the current user using grep

S EmP O]

File Actions Edit View Help

;" fetc/shadow

raneem:

raneem(@kali: =




Step 3: Create a new user named xxxxx and explicitly use options to create the home
directory/home/xxxxx for this user

S EmP O]

File Actions Edit View Help

raneem(@kali: =

Jhome/Talar@®? ralargaz

copyright_cys

drwx 16 raneem raneem 48096 Jun 7 11:58

— - -

—% 15 -1ld /home/ralargez
drwxr-xr-x 5 ralar@®2 ralar@@2 4096 Jun 7 11:53

- -

raneem(@kaliz =

File Actions Edit View Help

—%5 = . ralargaz
New password:
Retype new password:

passwd:




Step 5: Set bash shell as the default login shell for the new user xxxxx, then verify the change

Sm PO

raneem{@kali: -

File Actions Edit View Help

_r

/bin/bash ralarge2

17 fetc/passwd
1:: /home/ralar@e2: /bin/bash

Step 6: Execute the correct command to display user password information (including the
encrypted password and password aging) for the new user xxxxx using grep
S EmP o
= raneem @kali: -
File Actions Edit View Help

17 Jetc/shadow
JNBo@5H1/1/$ayZs59e JWPI7WOMwxHidSmH3IQ1Y1 . 9Ngyu5B7A:198681:0:




Step 7: Add the new user xxxxx to sudo group without overriding the existing group

membership

Sm PO

I Terminal Emulator
Use the command line

 sudo ralar@ez

ralar@@? sudo

Step 8: Switch to the new user’s account
S PO

ralarDD

File Actions Edit View Help

= - ralar@ez
Password:

raneem (@kali: -

ralar002 @kali: =




TASK B - Group Account Management

Step 1: Return to your home directory and determine the shell you are using

Sm PO

raneem @kali: =

File Actions Edit View Help

Step 2: Display the current user’s ID and group membership
S emP s
raneem(@kali: =

File Actions Edit View Help




Step 3: Display the group membership of the root account

S EmPor-

raneem(@kali: =

Actions Edit View Help

Step 4: Run the correct command to determine the user owner and group owner of the
/etc/group file

TS EmP o]

File Actions Edit View Help

raneemi@kali: =

— =1 =t

—% 15 -1 fetc/group

-rw-r—r— 1 reot root 1361 Jun 7 12:31 /etc/sroup

-




Step 5: Create a new group named test and use your UIN as the GID

S P O

raneem(@kali: =

File Actions Edit View Help

) @1199741 test
ssword for raneem:

£ group test
21199741

Step 6: Display the group account information for the test group using grep
S emP o]

File Actions Edit View Help

raneem @kali: =

e

' fetc/group

®:1199741:




Step 7: Change the group name of the test group to newtest

S P o

raneem@kali: =

File Actions Edit View Help

newtest test

group newtest
newtestixi1199741:

Step 8: Add the current account (xxxxx) as a secondary member of the newtest group without
overriding this user’s current group membership

Sm PO

raneem(@hkali: =

File Actions Edit View Help

sudo newtest




Step 9: Create a new file testfile in the account’s home directory, then change the group owner
to newtest

S EmP o

raneem(@kali: =

File Actions Edit View Help

newtest ~ftestfile

—5 | testfile

-rwW-r—r— 1 raneem newtest @ Jun

=

Step 10: Display the user owner and group owner information of the file testfile

S PO

raneem(@kali: =

File Actions Edit View Help

—5 -1 testfile

-TW-r—r— 1 raneem newtest @ Jun 7 12:49 testfile

=




Step 11: Delete the newtest group, then repeat the previous step

S EE PO

raneemi@hali: =

I Terminal Emulator

File Acti¢ Use the command line

o

newtest

—5 13 -1 testfile
-rw-r—r— 1 raneem 1199741 @ Jun 7 132:

-

Step 12: Delete the user xxxxx along with the home directory using a single command
B EmPor--

File Actions Edit View Help

raneem (@ kali:

ralar@s?
1" does not exist

Note: | forgot to screenshot this step earlier, so | had to redo it. This is why the output shows
“userdel: user ‘ralar002’ does not exist”



