TASK A - Password Cracking

Step 1: Create 6 users in your Linux Terminal, then set the password for each user that meets
the following complexity requirement respectively. You should list the passwords created for
each user
1. For user1, the password should be a simple dictionary word (all lowercase)
o Password created: apple
2. For user2, the password should consist of 4 digits
o Password created: 5678
3. For user3, the password should consist of a simple dictionary word of any length
characters (all lowercase) + digits
o Password created: flowers987
4. For user4, the password should consist of a simple dictionary word characters (all
lowercase) + digits + symbols
o Password created: flowers123!@
5. For user5, the password should consist of a simple dictionary word (all lowercase) +
digits
o Password created: strawberry45
6. For user6, the password should consist of a simple dictionary word (with a combination
of lower and upper case) + digits + symbols
o Password created: GeOrgla7#
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Sorry, passwords do not match.

passwd: Authentil i 1 manipulation error
passwd: password unchanged
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passwd: password updated successfully
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Step 2: Export/save above users’ hashes into a file named xxx.hash (replace xxx with your
MIDAS name) and use John the Ripper tool to crack their passwords in wordlist mode (use
rockyou.txt)
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1-67:" feteS/shadow t - -+1 ralar@@?.hash

— it ralar@02.hash

userl:$y$39TINQkFUZ 10xhegnsw4RE1 /b/$8VLTESOT/TmYqZX1Kd9a /6PRY LoPcFby /m.wieCz09
user2:$y$79T3dewBqDyI0. 62madDeW7EL/$LVRWAWheMBpnidklo7NAKNTREXxFTOM. oEeWc ILpvo0es
user3:$y$i9TIKjVZNeRtdWZzgbDnPjT2060%acon29B8dEbiHIgtgz YamKeSmFT1iUg6PbXvIPUBSFLA1
usersd:$y$79T50IMagzv7 TxoboGpV3ic/GLASIIrMIF7CVONtyNcIsz L X6 F1SX796q@I1.561K. A09ET
user5:$y$I9TStPeT/pL7eHMspIr245R/N1SACES tdGoGnPEY,/yhbSIBu/ 2tusL5nHOLEIKawhsxME3
usert:$y$i9TiNksQLFyBPOMBOX . CPzXam/ SMuA . 1gmSUSArZ24E52 . gfVyCTwowvgUuls IMvIDT t6es
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Jusr/share/wordlists/

— »ip fusr/share/wordlists/rockyou.txt.gz
gzip: Jusr/share/wordlists/rockyou.txt: Permission denied

fusr/share/wordlists/rockyou.txt.gz

B EEPo-]|

= raneem@kali: ~
File Actions Edit View Help

raneem @kali: =

— ¢ ralar@e2.hash

userl:$y$j9TINOFUZ10xhggnsw4REL /b /$BVLTEs0T/TmYgZX1Kd9a/6PRY LoPcFby/m. wibeCe09
user2:$y$j9T3dewBagDyI0. 6ZmadDgW7EL/ $LVRWXWheMBpn3klo7NAhNIRExFT@M. 0EelWcILpy9Des
userB:$y$j@?$ﬂszNethWZngDnD]Izq@SachzgsdEbiHJgtgzquKeSmF?quﬁPDXVIGU@SFtQI
users:$y$79T30IMagzv7 FxoboBpV3c/GLASIIrM3F7CvOntyXcIsz 1 X6F1SX796q@31.S61K. A09E7
user5:$y$j9TStPZT/pL7eHMspIr245R/N1$ACES tdGeGnPGY,//yhbSI8u/ 2 tus L SnHOLEIKgwhsxME3
users:$y$j9TINksOLFyBPoMBIX. CPZXam/ $MuA . igmSULrZI4ESD . gfVyCTuwowvgUuls IMVIDT thesd

—£ sudo. j —format= it —wordlist=rockyou.txt ralardd2.hash

Using default input enceding: UTF-8

Loaded & password hashes with & different salts (crypt, generic crypt(3) [?/64])

Cost 1 (algorithm [l:descrypt 2:md5crypt 3:sunmd5 4:bcrypt S:sha2S6crypt 6:shaSl2eryptl) is @ for all loaded hashes
Cost 2 (alsgorithm specific iterations) 1s 1 for all loaded hashes

Will run 2 OpenMP threads

Press 'g' or Ctrl-C to abort, almost any other key for status




Step 3: Keep your John the Ripper cracking for 10 minutes. How many passwords have been
successfully cracked?
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