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Task A

You should keep Wireshark running in the background while performing the following
tasks:

1. Open Wireshark on External Kali and listen to the interface “eth0”

2. Open a new terminal, then ping the Ubuntu VM for 5 — 10 seconds

3. Open a new web browser tab in Kali Linux (even if no webpage will be displayed), and keep it
for a couple of seconds

4. Stop capturing (the red button on the toolbar)

Now, answer the following questions. You need to provide a screenshot that contains the answers
to each question

1. How many packets are captured in total? How many packets are displayed?

? Attacker Kali - External Workstation on CY307-RALARDD2 - Virtual Machine Connection

File  Action Media View Help
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Source Destination Protocol Length Info
19 7.827292800 : : Echo (ping) reply
20 8.827171700 2 3 . .18. Echo (ping) request
21 8.829314000 Echo (ping) reply
22 18.782834400 Standard query
23 10.782845300 Standard query
24 10.783884500 Standard query response O
25 10.783893960 Standard query response 0
26 15.783736500 Standard query Oxc2f1 A p
27 15.783762500 Standard query Oxf7fe AAA|
28 15. 796566700 Standard query response 0
29°15.796574460 Standard query response 0
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2. Apply “ICMP” as a display filter in Wireshark. Then repeat the previous question (Q1)

I? Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
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3. Select an Echo (reply) message from the list. What are the source and destination IPs of
this packet? What are the sequence numbers and the size of the data? What is the
response time?

E3 Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
File  Action Media View Help
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v Show packet bytes

x Close ¥ Help

® E Internet Control Message Protocol: Protocol Packets: 29 - Displayed: 29 (100.0%) - Dropped: 0 (0.0%) : Profile: Default




? Attacker Kali - External Workstation on CY301-RALAROD2 - Virtual Machine Connection
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? Attacker Kali - External Workstation on CY301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

\ ﬂ D @ @ M I L Wireshark . Packet 3 . ethQ

|ﬂ icmp Frame 3: 98 bytes on wire (784 bits), 98
No Time Ethernet II, Src: Microsoft 48:57:38 :15:5d:40:57:38), Dst: Microsoft _40:57:

Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.168.217.3
;g'gggggiigg Internet Control Message Protocol
! -805707400 Type: @ (Echo (ping) reply)

chigAsThIng Checksum: @x1529 [correct]
828720208 [Checksum Status: Good]
e Identifier (BE): 32577 (Ox7f41)
- SAA0122 90 Identifier (LE): 16767 (0x417f)
-818096200 Sequence Number (BE): 1 (©Ox8801)
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Ethernet II, Src:

AALEINGE FrEut ' 30 90 08 el bl 6a BeNIEEIeE 10 11 12 13 14 15

Internet Control M 16 17 18 19 1a 1b ic 1d 1e 1f 20 21 22 23 24 25

26 27 28 29 2a 2d 2e 2f 308 31 32 33 34 35

36 37
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v Show packet bytes

x Close 21 Help

® E Internet Control Message Protocol: Protocol Packets: 29 - Displayed: 29 (100.0%) - Dropped: 0 (0.0%) : Profile: Default




4. Apply “DNS” as a display filter in Wireshark. How many packets are displayed?

? Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
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. 783884500 Internet Control Message Protocol vé . 1 . 8
. 783893900 ~ Internet Protocol Version 4 A 26 = 520
. 783736500 ~ User Datagram Protocol 8 64
. 783762500 Domain Name System 8 192
. 796566708 Internet Control Message Protocol 18 1152
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. 796574400 Address Resolution Protocol 56
0.8023344080
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S. Find a DNS query packet. What is the domain name this host is trying to resolve? What is
the source IP and port number, destination IP and port number? Please express in the
format: IP:port

E‘ Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection

File  Action Media View Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ﬂ D ﬂ @ [ I - Wireshark - Packet 22 - eth0
|ﬂ dns i _40:57:27 ( 15: : B:57:27) st: Microsoft_40:

192.168.217.2
No. Time 0 ) 1%6 Dst Port: 53

14 5.919664500
15 5.921391160

. 78283440¢

. 783884504

. 783893904

. 783736584

. 783762504

. 796566784

. 796574404
2 0.802334400
3 0. 335797430
A

Authority RRs: 8

Additional RRs: @

Queries

+ plugins.nessus.org: type A, class

5d 40 5? 38 00 1

Frame 22: 78 £ C 2 C

Ethernet II, A @ ) 0O 0O € 3 75 67 6 73 € o p lugins-n
Internet Proto A 573 7 3 6f 72 00 08 01 g essus-or g

User Datagr

Domain Name System

No.: 22 . Time: 10.782834400 - Source: 192.168.217.3 . Destination: 192.768....rotocol: DNS . Length: 78 - Info: Standard query Oxc2f1 A plugins.nessus.org
v Show packet bytes
% Close £ Help

® E Domain Name System: Protocol Packets: 29 - Displayed: 29 (100.0%) - Dropped: 0(0.0%) : Profile: Default

H‘: Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
File Action Media View Help
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[:( D ﬂ @ (= I “ Wireshark - Packet 22 - ethQ

A |dns + Frame 22: 78 bytes on wire (6: its), 7§ s captured (624 bits) on interface eth®
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6. Find the corresponding DNS response to the query you selected at the previous step, and
what is the source IP and port number, destination IP and port number? What is the
message replied from the DNS server?

? Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
File  Action Media View Help
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S mEmP D] 4 | £ ; O (genmon)XXX

File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help

Wireshark - Packet 24 - ethQ

Frame 24: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interfac
Ethernet II, Src: Microsoft 40:57:38 (008:15:5d:48:57:38), Dst: Microsoft _40:57:
Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
User Datagram Protocol, Src Port: 53, Dst Port: 60156
Domain Mame System esponse)

Transaction ID: € 1

Flags: 0x8185 Standard query response, Refused

Questions: @

Answer RRs: @

Authority RRs:

Additional RRs: ©

14 5.919664500
15 5.9213911686

6862334408 [Time: 0.001050108 seconds]
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: 6900 © 00 15 5d 40 57 27 00 15 5d 40 57 38 08 00 45700
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Flags: 0x8185 St

1B Internet Protocol Version 4 (ip), 20 bytes
Answer RRs: B
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X Close | Help
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® E Domain Name System: Protocol Packets: 29 - Displayed: 29 (100.0%) - Dropped: 0 (0.0%) : Profile: Default
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? Attacker Kali - External Workstation on CY301-RALARDDZ - Virtual Machine Connection
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Task B

1. Sniff ICMP traffic:

Open two terminals on External Kali VM. Use one ping Ubuntu VM, and use the other
ping Internal Kali

a. Apply proper display or capture filter on Internal Kali VM to show active ICMP
traffic

IE‘ Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection
File  Action Media View Help
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® E wireshark_ethOOLOMUZ2.pcapng Packets: 299 - Displayed: 299 (100.0%) - Dropped: 0 (0.0%) : Profile: Default

b. Apply a proper display or capture filter on the internal Kali VM that ONLY
displays the ICMP request that originated from the external Kali VM and goes to
the Ubuntu 64-bit VM



£ Kali - Internal Workstation on CY301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
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® E  wireshark_ethOOLOMU2.pcapng Packets: 299 - Displayed: 82 (27.4%) - Dropped: 0 (0.0%) : Profile: Default

2. Sniff FTP traffic:
a. Ubuntu VM is also serving as an FTP server inside the LAN network. Now, you
need to use External Kali to access this FTP server by using the command: ftp
[ip_addr of ubuntu VM]. The username for the FTP server is student, and the
password is password

? Attacker Kali - External Workstation on CY307-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
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root@kali: ~

File Actions Edit View Help

ssword:
Logi
Remote




b. Unfortunately, Internal Kali, the attacker, is also sniffing into the communication.
Therefore, all of your communication is exposed to the attacker. Now, you need to
find out the password used by External Kali to access the FTP server from the
intercepted traffic on Internal Kali. You need to take a screenshot and explain how
you found the password

E' Kali - Internal Workstation on CY301-RALARODZ - Virtual Machine Connection
File: Action Media View Help
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ﬂ D ﬂ @ rl- . g - Wireshark - Packet 18 - ethQ

|E ftp Frame 18: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interf
No. Time

Ethernet II, Sr Microsoft_40:57 :15:5d:48:57: ), Dst: Microsoft_4
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* | 5 -micoT o - AETTR >+ = . o cle s
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File Transfer Protocol (FTP)
14 9.334152186@ 3 3 : AT
16 9.334575680 19 « PASS password\r\n
! : | Request command: PASS

LS TR IR0 Reguest arg: password

19 11.4501327680 = e e T AT
51 11453429600 [Current working directory: ]

22 11.4601509680

23 11.463545800 pe 15 5 @ 57
24 11,4646196080 PO 43 e 40
25 11.4646262080 Pa 12 ¢ ) 00 -
26 11. 465759680 : I e5 18 @0
20.000008700 b a0 5¢
30.002002400
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v
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Transmission Control Pi

File Transfer Protocol No.:18. Time: 11437884300 - Source: 192.168.217.3 - Destination: 192.168.10.18 - Protocol: FTP - Length: 8. Info: Request: PASS password
[Current working direci
v Show packet bytes

% Close i Help

c. After you successfully find the username & password from the FTP traffic, repeat
the previous step (2.a), and use your MIDAS ID as the username and UIN as the
password to reaccess the FTP server from External Kali. Although External Kali
may not access the FTP server, you need to intercept the packets containing these
“secrets” from the attacker VM, which is Internal Kali



EF Kali - Internal Workstation on C -RALARODZ - Virtual Machine Connection
Action  Media View Help
@O0 nmw|f D
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a D ﬁ @ I_I- - E Wireshark - Packet 16 - ethD

ll|ﬂp Frame 16: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface et
No Ethernet II, Src: Microsoft 40:57:29 (00:15:5d:48:57:29), Dst: Microsoft 48:57:32 (
- Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.10.18
Transmission Control Protocel, Src Port: 43158, Dst Port: 21, Seq: 1, Ack: 21, Len:
File Transfer Protocol (FTP)
~ USER ralar@ez2\r\n

Request command: USER

Request arg: ralar@e2
[Current working directory: ]

5.068253160
5.068539800

108.749019100 Mi
10.0 (olele] 3
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28.338035800 l@w2. . 1@w) E
Cs-8-7- cf
( @
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USER r alarog2-

Frame 16: 81 bytes on u
Ethernet II, Src: Micre
Internet Protocol Vers:
Transmission Control Pi
File Transfer ProtocOl Requestcommandftp.request.command), 4 bytes
~ USER ralar@e2\ri\n
Request command: U Y Show packetbytes
Request arg: ralar

[Current working direci % Close T Help

® E File Transfer Protocol (FTP): Protocol Packets: 25 - Displayed: 25 (100.0%) - Dropped: 0(0.0%) : Profile: Default
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ﬂ D ﬂ @ rl- . E 1 Wireshark - Packet 20 - ethQ

Frame 20: 81 bytes on wire (648 bits), 81 bytes captured (648 bits) on interface et
Ethernet II, Src: Microsoft 408:57:29 (00:15:5d:40:57:29), Dst: Microsoft 40:57:32 |
Internet Protocol Version 4, Src: 192.168.217.3, Dst: 192.168.18.18
Transmission Control Protocol, Src Port: 43158, Dst Port: 21, Seq: 16, Ack: 55, Ler
File Transfer Protocol (FTP)
» PASS B81199741\r\n

Request command: PASS

Reguest arg: 81199741
[Current working directory: ]
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18 45.095494500 @a 12 a8 96 60 15 28 1a ( @
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2d 36 50V41153753 20 30 -6PASS 0 1199741
va :

Frame 28: 81 bytes on
Ethernet II, Src: Micr
Internet Protocol Vers:
Transmission Control Pi
File Transfer Protocol Requestc d {fip.request.c d), 4 bytes
» PASS 81199741\r\n
Request command: p ¥ Show packetbytes
Request arg: 01198
[Current working direci

x Close | D Help

® E File Transfer Protocol (FTP): Protocol Packets: 25 - Displayed: 25 (100.0%) - Dropped: 0 (0.0%) : Profile: Default




Task C- Extra Credit

Login to Ubuntu VM, and create a file in your home directory named “YOUR_ MIDAS.txt”. Put
the current timestamp and your name in the file

B8 Ubuntu 2204-64-bit on CY301-RALARDOZ - Virtual Machine Connection = O b
File  Action Media Clipboard View Help
B DRCNCRE IS N ) g

Activities F=] Terminal Sep 29 16:47

.

(I

student@ubuntu: ~

cho -e "S$(date)\nRaneem” > ralar002.txt
5

z
1

examples.desktop ralar@e2.txt
: S cat ralareez.txt
Sun Sep 29 04:47:09 PM EDT 2024
Raneem
Y |

VMshare




Once you have the file ready in Ubuntu, switch back to External Kali. Get the file you just
created remotely using the FTP protocol

[
File Action Media View Help
D@0 up Ry B

Z root@kali: ~

File Actions Edit View Help

oot): student
the password.

r@e2.txt T
9 Entering Extended Passive Mode (
150 Opening BINARY

File System

39 bytes received in 00:00 (6.15 KiB/s)
ftp>

VMshare




As an attacker, you need to complete the following tasks in Internal Kali:

1. Apply a proper display filter to display the FTP-DATA packets between External Kali
and Ubuntu VM

2. Follow the TCP stream of the FTP-DATA packet and view the content of the file just
transferred

3. Export (Save) the transferred file as a text file in Internal Kali and view the content

? Kali - Internal Workstation on CY¥301-RALARDOZ - Virtual Machine Cennection

File  Action Media View Help
D@0 nnwfd P

;q - . t “Evi T 3 3 4 | | 1 (genmon)?

Wireshark - Follow TCP Stream (tcp.stream eq 2) - ethD

File Edit View Go Capture

: Sun Sep 29 04:47:89 PM EDT 2024
dDﬂ@ = -E -Raneem

[M ] tcp.stream eq 2

No. Time Sc
30 360.537645400 1¢
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Frame 36: 105 bytes on
Ethernet II, Src: Micr
Internet Protocol Vers
Transmission Control P
Source Port: 43488
Destination Port: 37
[Stream index: 2] OEERE: pits, 1B pkt, O turns.
[Conversation comple z 2 i
[TCP Segment Len: Entire conversation (39 bytes) Show dataas ASCII Stream 2 -
S‘feque_anc? Nurnber_: 1  Find: Find Next:/
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Filter Out This Stream Print Save as... % Close 21 Help
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