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Task A: Linux Password Cracking
1. Create two groups, one is cyse301, and the other is your ODU Midas ID. Then display

the corresponding group IDs



2. Create and assign three users to each group. Display related UID and GID information of

each user



3. Choose three new passwords, from easy to hard, and assign them to the users you created.

You need to show me the password you selected in your report, and DO NOT use your

real-world passwords

Name1 user’s password: hello

Name2 user’s password: Appl3

Name3 user’s password: P0r$h3!



4. Export all three users’ password hashes into a file named “YourMIDAS-HASH”. Then

launch a dictionary attack to crack the passwords. You MUST crack at least one password

in order to complete this assignment





Task B: Windows Password Cracking
1. Display the password hashes by using the “hashdump” command in the meterpreter shell
2. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux (you

need to replace the “your_midas” with your university MIDAS). Then run John the ripper
for 10 minutes to crack the passwords (You MUST crack at least one password in order
to complete this assignment)















Task C

1. Decrypt the lab5wep-demo. cap file and perform a detailed traffic analysis







2. Decrypt the lab5wpa2-demo. cap file and perform a detailed traffic analysis









Task D

1. Implement a dictionary attack and decrypt the traffic using the correct file based on your
last character of md5 hash for your midas name






