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CYSE 301 CYBERSECURITY TECHNIQUES AND OPERATIONS

Assignment #6: Digital Steganography

RANEEM ALARIAN

UIN: 01199741



1. Create a text file containing the answers to the following questions:
» What is your name and current date and timestamp?

» What is your expected grade in this course?
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2. Use steghide to hide this text file in the cover image, " octopus.bmp."
* Use your own UIN as the password for encryption (you can choose any
encryption algorithm from the given options)

* Use your Midas ID (all lowercase) as the name of the STEGO file
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@uv| .« Lab Resources (2023 Spring) » Lab Resources » Modulef » - | 5 | | Search Mod..
Organize » =] Preview Print New folder =~ M

Ir Favorites Name Date medified Type Size
B Desktop || adventureland 8/11/2017 6:26 AM Text Document 2KB
# Downloads |4 idea 12/4/2017 4:33 AM Wave Sound 24 KB
| Recent Places & Maonarch 12/4/2017 3:47 AM  Bitmap image 202 KB
& octopus 8/11/2047 B:17 AM Bitrnap image 491 KB
w4 Libraries | i steghide(for Windows) 4/15/2021 12:55 AM  Compressed (zipp.. 1,766 KB
E Documents 12/3/3024 1:13 AM Text Pocument 1KB|

J’ Music

[E=5] Pictures
B videos

& Homegroup
188 Computer
£, Local Disk (C1)

S vmishare (1692544

‘l‘! Metwork

| || raneem

Always available offline

Send to

Cut
Copy

Create shortcut

Delete

Rename

Properties

Size: 490 KB

B 2 tems selected Date modified: 8/11/2017 6:17 AM - 12/...

Date created: 11/20/2024 413 AM - 12/3/2024 1:17 AM

Offline availability:

Mot available
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| l\_/"' ;v Computer » Local Disk {(C:) » Tools » steghide »

S |‘f | | Searchsteg.. O |

Organize v =] Preview Print New folder B [ @
4 Favorites Mame ? Date modified Type Size
B Desktop ., locale 8/23/2017 11:44 AM  File folder
& Downloads || about-nis 10/15/200310:32 ..,  Text Document 25KB
| Recent Places =1 bugs 10/15/200210:32 ... Text Document 1KBE
|| copying 10/15/200310:33 ... Text Document 18 KB
7 Libraries | credits 10/15/200310:33 ...  Text Document 1KB
.__Y_'-] Deocuments %) cygiconv-2.dll 10/15/200312:44 .., Application extens... 958 KB
J‘ Music %) cygintl-2.dll 8/11/200312:15 AM  Application extens... 37KB
|&=] Pictures %, cygjpeg-62.dll 8/11/2003 239 AM  Application extens... 132 KB
B videos %) cygmerypt-4.dif 10/15/200312:45 ...  Application extens.., 181 KB
%] cygmhash-2.dll 10/15/2003 12:45 ..,  Application exdens.., 132 KB
t@ Hemegroup 1%, cygwinl.dll 9/1/2003 7:16 PM Application extens... 945 KB
%] cygz.dll 8,/9/2003 8:28 AM Application extens... 60 KB
Lo Computer || history 10/15/200310:33 ...  Text Document 3 KB
& Local Disk {C:) | LEAME 10/15/200310:33 ...  Text Document 7 KB
&% vmshare (\\169.2544 @ manual 10/15/200210:34 ... Chreme HTML Do... 61 KB
& manual_es 10/15/200310:34 ...  Chrome HTML Do... 63 KB
€ Network (2] octopus 8/11/20176:17 AM  Bitmap image 491 KB |
i || raneem 20241:13 AN Text Pocument 1 KB |
_,;, README 200310:33 .. Text Document TKB
1 ctenhide TN/15/2002 1744 Annlicatinn 587 KR

Size: 490 KB

'i-' 2 items selected Date modified: 8/11/2017 6:17 AM - 12/... Date created: 12/3/2024 118 AM
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BN Steghide

18 File<s> 3.284.851 bytes
3 Divds> 33.05%6.206.848 hytes free

C:~Tools“steghide >dir
Uolume in drive G has no lahel.
Jolume Serial Mumbher iz 7AC4-E2E4

Dirvectory of C:~Toolsssteghide

12-83-20824 B@1:18 AM <DIR> .
12-83-2024 B@1:18 AM <DIR> .-
18152083 B69:32 AM 25,122 about—nls.txt
18152083 B69:32 AM 688 bugs.txt
18152083 B69:33 AM 18.318 copying.txt
18-15-2083 B69:33 AM 212 credits.txt
18-15-2083 11:44 AM 280,992 cygiconv—-2.d11
B8-18-20883 11:15 PM 37.888 cygintl-Z.d4d11
B8.-11-2083 B61:37 AM 134.656 cygjpeg—62.dl11
18-15-2083 11:45 AM 185.344 cygmerypt—4.dll
18-15-20883 11:45 AM 134.656 cygmhazh—2.d11
3?-81-2083 B6:16 PM ?267.522 cyguwinl.dll
B8.-8%2-2083 @7:28 AM 61.448 cygz.dll
18152083 B69:33 AM 2,879 history.txt
10.-15.-2083 B69:323 AM 6.841 LEAME.txt
B8.-23-2017 18:44 AM locale
18152083 B69:34 AM 61.587 manual.pdf
18-15-260803 @A7:34 AM 63,678 manual_es.pdf
Ag-11-2017 B@5%:17 AM LA2.554 octopus.hmp
12-83-2024 @1:13 AM L8 raneem.txt
18-15-2083 B69:33 AM 6.586 README.txt
18152083 11:44 AM 595,968 steghide.exe
18-15-2083 B69:33 AM 814 todo.txt

28 File<s> 3.787.463 bytes

3 Divds> 33.05%6.1279.824 hytes free

C:~Toolssteghide>

28 File<s) 3,787,463 bytes
3 Divds> 33.85%6.129.824 hytes free

C:~Tools“steghide*steghide.exe embhed —ef raneem.txt —cf octopus.bmp

Iy

Enter pazsphrase:

Re—Enter passphrase:

emhedding "raneem.txt" in "octopus.bmp'"... done
writing stego file "palar.bmp"... done

C:~Toolswsteghide>

—=f ralar.bm




:~JToolsssteghide>dir
Uolume in drive C has no label.
Uplume Serial Mumber iz 7HC4-EZ2E4

Directory of C:sToolsssteghide

B1:23 AM <DIR> -
B1:=23 AM <DIR> -
a7:32 AN 25,122 about—nls._txt
@2:32 AN 688 bugs_txt
A?:33 AM 18,318 copying.txt
@2:33 AN 212 credits_txt
11:44 AM 288,972 cygiconv—2.d1l1
11:15 PH 37.888 cygintl-2._d11
@1:37 AH 134,656 cygjpeg—62._.d11
11:45 AM 185,344 cugmecrypt—4._dll
11:45 AM 134,656 cygmhash—-2._.d11
B6:=16 PM 267.522 cygwinl.dll
@7:28 AM 61,448 cygz_dll
@2:33 AN 2,877 history.txt
@2:33 AM 6.841 LEAME._txt
18:44 AM locale
a?:34 AM 61.58%Y manual.pdf
@?:34 AN 63,678 manual_es._pdf
a5:1% AM 582,554 octopus.bhmp
@1:23 AN L@2.554 ralar_bmp
B1:13 AN L8 raneem.txt
B2:33 AM 6.586 README.txt
11 =44 595,768 steghide.exe
B2:33 814 todo.txt

21 File<s> 4,290,817 hytes

3 Diwds>» 3J3.6055.641.600 bytes free

Joolsssteghide

3. Extract the secret message by executing steghide command with - - extract option

:wToolsssteghide *steghide .exe —extract —sf ralar.bmnp
nter passphrasze:

he file "raneem.txt" doez already exist. overwurite 7 (ysnd y
+srote extracted data to "raneem.txt'.

“Jools~steghide>

4. Execute the command to list the contents to verify whether the textfile with secret
message has been extracted or not. You should see textfile there because it was hidden in

the jpeg image file and appeared after extracting the image file in the previous step



!Lj, » Computer » Local Disk (C:) » Tools » steghide »

= |_J-1._| I_Searrh sr&gn_.ﬂ |

= raneem
| Text Document

| Se—i

Date modified: 12/3/2024 1:26 AM
Size: 58 bytes

Date created; 12/3/2024 1:18 AM

5. Execute the command to display the contents of the file you revealed

Organize - " Open - Print Mew folder = = (7]
<r Favorites Name Date mad"rﬁed Type Size e
Bl Desktop | | raneem 12/3/2024 1:26 AN Text Docurment 1 KB|
& Downloads [ ralar 12/3/2024 1:23 AM  Bitmap image 491 KB
“El Recent Places |&| octopus 8/11/2017 6:17 AM  Bitmap image 491 KB
% cygmhash-2.dil 10/15/200312:45...  Application extens... 132 KB
= Libraries '{3, cygmerypt-4.dil 10/15/200312:45 ... Application extens... 181 KB
Documents %] cygiconv-2.dll 10/15/200312:44 ... Application extens... 058 KB
J‘i Music [ steghide 10/15/200312:44 ., Application 582 KB
[/ Pictures e manual_es 10/15/2003 10:34 ... Chrome HTML Do... 63 KB E
B videos & manual 10/15/200310:34 ...  Chrome HTML Do... 61 KB 1
| todo 10/15/200310:33 ... Text Document 1KB
ﬁ Homegroup | README 10/15/200310:33 ...  Text Document 7KB
| LEAME 10/15/200310:33...  Text Document TKB
1M Computer || history 10/15/200310:33 ...  Text Document 3KB
ﬁ Local Disk (C:) {_} credits 10/15/200310:33 ...  Text Documnent 1KB
# vmshare (\\162.254% || copying 10/15/200310:33 ...  Text Document 18 KB
|| bugs 10/15/2003 10:32 ... Text Document 1KB
ﬁ Metwork || about-nls 10/15/2003 10:32 ...  Text Document 25 KB -
%] cygwinl.dil 9/1/2003 716 PM Application exdens... 045 KB
|§| cygjpeg-62.dll 8/11/2003 2:28 AM Application extens... 132 KB
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