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1) 1114 total packets are capture and displayed
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Source Destination Protocol Length i

952399600 192.168.217.3 192.168.217.2 95 Standard query ©x8bf9 A content-signature-2.cdn.mozilla
952415800 192.168.217.3 192.168.217.2 95 Standard query Oxa3cd AAAA content-signature-2.cdn.mozi
850 428.954481200 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x8bf9 Refused
851 428.954485300 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xa3cd Refused
852 433.956724600 192.168.217.3 192.168.217.2 DNS 95 Standard query ©0x8bf9 A content-signature-2.cdn.mozilla
853 433.956739600 192.168.217.3 192.168.217.2 DNS 95 Standard query ©xa3cd AAAA content-signature-2.cdn.mozi
854 433.964393400 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x8bf9 Refused
855 433.964397400 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xa3cd Refused
856 438.961439300 192.168.217.3 192.168.217.2 DNS 95 Standard query ©xdd8c A content-signature-2.cdn.mozilla
857 438.961456600 192.168.217.3 192.168.217.2 DNS 95 Standard query 0x9f96 AAAA content-signature-2.cdn.mozi
858 438.964197700 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0xdd8c Refused
859 438.964201700 192.168.217.2 192.168.217.3 DNS 54 Standard query response ©x9f96 Refused
860 443.965653100 192.168.217.3 192.168.217.2 DNS 95 Standard query Oxdd8c A content-signature-2.cdn.mozilla
861 443.965669700 192.168.217.3 192.168.217.2 DNS 95 Standard query 0x9f96 AAAA content-signature-2.cdn.mozi
862 443.975951300 192.168.217.2 192.168.217.3 DNS 54 Standard query response ©xdd8c Refused
863 443.975955100 192.168.217.2 192.168.217.3 DNS 54 Standard query response 0x9f96 Refused
.209218500 Microsoft _40:57:27 Microsoft_40:57:38 ARP 42 who has 192.168.217.2? Tell 192.168.217.3
216391500 Microsoft_40:57:38 Microsoft_40:57:27 ARI 42 192.168.217.2 is at 00:15:5d:40:57:38
g 8300 19 g2 18 9 2 o agcd 4 ent_
» Frame 912: 95 bytes on wire (760 bits), 95 byt s 0000000 00010101 01011101 01000000
Ethernet II, Src: Microsoft_40 1 0100 0 01010111 00100111

Internet Protocol Ve on 4, Src 0101 1 110 10 110101
» User Datagram Protocol, Src Port: i 01101110 1100 10101008
Domain em (query 000000160 10001011 10111161 006 0000000¢
10100110 11010010 61100010 € 00¢ ©0000000€
00000000 0000 0 00000000 00EEOOOE ©O0CEEEO BEE1OEII

® L Ethernet (eth), 14 bytes Packets: 1114 - Displayed: 1114 (100.0%) - Marked: 2 (0.2%) - Dropped: 0 (0.0%) | Profile: Default

1098 639.291758900 Microsoft_40:57:38 Microsoft_40:57:27 ARP 42 192.168.217.2 is at 00:15:5d:40:57:38

ICMPV6 62 Router Solicitation

3) Message #451
src:192.168.217.2
dst:192.168.217.3
size: 54 bytes

response time 0.000970100 sec

4)1112 packets are displayed

Time Source * Destination Protocol Length Info

1100 644.18 192.168 «3 192.168.217.2 Standard query AAAA content-signature-2.cdn.mozil
11603 649.189551100 .168.217.3 192.168.217.2 DNS Standard query 0x6c7f A content-signature-2.cdn.mozl

1104 649.189565100 .168.217.3 192.168.217.2 DNS Standard query 0x844b AAAA content-signature-2.cdn.mozi
1107 654.200586800 .168.217.3 192.168.217.2 DNS Standard query 0x6c7f A content-signature-2.cdn.mozilla
1108 654.200603300 .168.217.3 192.168.217.2 DNS Standard query ©0x844b AAAA content-signature-2.cdn.mozi
1111 659.203858800 .168.217.3 192.168.217.2 DNS Standard query 0x7e19 A content-signature-2.cdn.mozilla
1112 659.203873100 168.217.3 192.168.217.2 DNS Standard query 0x8b2c AAAA content-signature-2.cdn.mozi

5) Packet 1112
src port:35578
dst port:53

reply: refused (5)



6)Packet 1114
src port:35578
dst port:53

reply: refused (5)

TASK B

HlmPR O]

*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA@ iMBR ac->n<«>MWEocom

= -+

Source Destination Protocol Length Info
342.780398800 . . .255 540 NOTIFY
343.047189900 . & .255 476 NOTIFY
343.483452700 . . .255 485 NOTIFY
344.812397500 . 239.255 528 NOTIFY
345.372831500 .255 556 NOTIFY
345.664930200 . .255 542 NOTIFY
345.781085900 . .255 540 NOTIFY
346.047624500 . .255. . 476 NOTIFY
346.491313600 . .255 485 NOTIFY
347.816347600 . .255 528 NOTIFY

» Frame 1: 62 bytes on wire 62 by 3 33 00 00 5d 40 57 24
» Ethernet II, s s 4 3 00 08 3a 00 00 00 00
» Internet Prot 1 version 6, Src: 80::cfe 64 44 5b of 4 00 00 00 00
» Internet Control Message Protocol v6 00 00 7f fd 00

File Actions Edit View Help

192.168.10.18
168.10.18 (192.168.10.18) 56(84) bytes of data.




root@kali: ~

File Actions Edit View Help

PING 192.
64 byt
from
bytes from 192. seq

— 192.168.217.3 ping statistics —
3 packets trar 3r ved, 0% packet loss, time 2003ms
rtt min/avg/max 8 11.367/16.809/3.861 ms

bytes of data.
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[W]icmp [nEe -+

No.

-

ime Source Destination Protocol Length Info
.000000000  192.168.10. 192.168.217. ICHP (ping) request 1d=x5bcE
.623931900 .168.16. .168.217. Echo (ping) request
.048518000 .168.16. .168.217. Echo (ping) request
.073331300 ) : ; Echo (ping) request
.098565100 .168.10. .168.217. Echo (ping) request
.120901900 .168.16. .168.217. Echo (ping) request
.143933400 5 Echo (ping) request
.167897800 .168.10. 24T Echo (ping) request
.191986400 .168.16. .168.217. Echo (ping) request
.216853900 .168.16. .168.217. Echo (ping) request
.241876400 .168.16. .168.217. Echo (ping) request
.263974600 .168.10. .168.217. ( request
.287969900 ; : .168.217. Echo (ping) request
311930500 .168. : Echo (ping) request
.336062500 .168.10. .168.217. Echo (ping) request
.376251500 .168. : : Echo (ping) request
.384142200 / : Echo (ping) request
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Time Source Destination Protocol Length Info
.000000000 192.168.10. 192.168.217. ICMP request
.023931900 .168.10. .168.217. 98 Echo (ping) request
.048518000 . .10. . / : Echo (ping) request
.073331300 ¥ .10. . p s Echo (ping) request
.098565100 .168.10. .168.217. Echo (ping) request
.120901900 . .10. 5 ¥ = Echo (ping) request
.143933400 ¥ .10. % > " Echo request
.167897800 B . . .
.191986400 . .10. . . request
.216853900 5 .10. . . . request
.241876400 a .10. . . . request
.263974000 . .10. . . . request
.287969900 . .10. . . . request
.311930500 . .10. . . . request
.336062500 . . . . . request
.376251500 . .10. . . . request
384142200 .168.10. .168.217. I (ping) request




