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What Is Social
Engineering?

e Social engineering is
when attackers
manipulate
people—not
computers—to gain
access.

*  Why it works:
- Exploits trust
- Exploits emotion

- Exploits mental
shortcuts

Fram: Mack, Charles E «<MACKC 1@erau. edu = Sent: Sat9/17,/2011 9:13 PM

To: undisclosed-recipients
{C
Subject: Your webmail quota has exceeded the set quota which is 20GE.

Your webmail quota has exceeded the set quota which is 20GB.
You are currently running on 20 9GB.

To re-activate and increase vour webmail quota please click the link

below Q
A\
Click Here Q“\

Failure to do so may result in the cancellation of vour webmail
account.

Thanks, and sorrv for the inconvenience.

Local host

This Photo by Unknown Author is licensed under CC BY-SA



http://www.gloucestercitynews.net/clearysnotebook/2017/05/beginners-guide-to-internet-safety.html
https://creativecommons.org/licenses/by-sa/3.0/

Psychological Principles Behind
Attacks

* Key psychological triggers include:

- Authority bias

- Urgency pressure

- Fear of consequences
- Curiosity

- Social proof




Social
Science
Connection

* Social engineering is
deeply connected to
social sciences:

- Psychology -
persuasion, fear,
cognitive biases

- Sociology — trust, group
behavior, organizational
culture

- Behavioral economics —
decision-making
shortcuts

- Communication theory
— influence and

messaging




Real Examples
& Why They
Worked

 Examples of successful
social engineering
attacks:

- Twitter 2020 Breach —
Hacker impersonated
IT support

- Target Retail Breach —
Vendor phishing
exploited trust

- CEO Email Fraud -
Fake authority and
urgency




How to Prevent
Social
Engineering

* Methods to reduce
social engineering
attacks:

- Cybersecurity
awareness training

- Verify unusual or
urgent requests

- Use multi-factor
authentication

- Run phishing
simulations

- Adopt a zero-trust
mindset



https://geobrava.wordpress.com/2019/09/25/how-artificial-intelligence-creates-cyber-security-risks/
https://creativecommons.org/licenses/by-sa/3.0/
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