«» ODU Portal X «» Writing Assignment Two: Pe X «» Cybersecurity Clinic Paper X «» Lab #12 - Log Analysis X IE Log Analysis | Infosec Learn X + v
: . ) N\ =
Cc 25 lab.infoseclearning.com/course/THHEVIKBNL/lab/QSZZJKORLW?check_logged_in=1
Il Console | Infosec Learning X } v
Eg «» MyOdu | Main view ™ Gmail SP APA Style Introduc... E] Fundamentals of I... @ Cybercrime and Di... e New Tab

Old Dominion University - CYSE 300 - Introduction to Cybersecurity

Log Analysis

To switch to the log directory, type the following command. Press Enter.

root@kali2: # cd /var/log

:~# cd /var/log
var/log#

To view auth.log for forensicuser, type the following command and press Enter.

root@kali2:/var/log# cat auth.log | grep forensicuser

.log | grep forensicuser

13 kali2 useradd[2449]: new group: name=forensicuser, GID=1003

13 kali2 useradd[2449]: new user: name=forensicuser, UID=1000, GID=1003, home=/home/forensicuser, shell=/bin/sh
17 kali2 passwd[2455]: pam_unix(passwd:chauthtok): password changed for forensicuser

57 kali2 sshd[2462]: Accepted password for forensicuser from 192.168.1.175 port 48310 ssh2

57 kali2 sshd[2462]: pam_unix(sshd:session): session opened for user forensicuser by (uid=0)

57 kali2 systemd-logind[858]: New session 11 of user forensicuser.

57 kali2 systemd: pam_unix(systemd-user:session): session opened for user forensicuser by (uid=0)

To view auth.log for flag6, type the following command and press Enter.

root@kali2:/var/log# cat auth.logx | grep flagé

> CHALLENGE #5

Get flag6 from the grep output of cat. Type the Flag number displayed.
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root@kali2: /var/log
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:~# cd /var/log
var/log# cat auth.log | grep forensicuser
Nov 17 14:15:28 kali2 useradd[2044]: new group: name=forensic
user, GID=1003
Nov 17 14:15:28 kali2 useradd[2044]: new user: name=forensicu
UID=1000, GID=1003, home=/home/forensicuser, shell=/bin/

Nov 17 14:18:17 kali2 useradd[2078]: failed adding user 'fore
nsicuser', data deleted
Nov 17 14:18:50 kali2 passwd[2079]: pam_unix(passwd:chauthtok
): password changed for forensicuser
Nov 17 14:21:38 kali2 sshd[2084]: Accepted password for foren
sicuser from 192.168.1.175 port 37328 ssh2
Nov 17 14:21:38 kali2 sshd[2084]: pam_unix(sshd:session): ses
RGNk Sion opened for user forensicuser by (uid=0)
Nov 17 14:21:38 kali2 systemd: pam_unix(systemd-user:session)
2 . session opened for user forensicuser by (uid=0)
ISlgaNov 17 14:21:38 kali2 systemd-logind[822]: New session 4 of u
ser forensicuser,
var/log# cat auth.log* | grep flag6
var/log# cat auth.log* | flag6
bash: flag6: command not found
var/log# cat auth.log* |grep flag6
var/log# |
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