[image: ]
1
Rhashod Bagby
09/28/225




[bookmark: _hobq6ht17hv7]
[bookmark: _n938fb60o5n] How individual’s attitude is shaped by cyberattacks, cyber threats, and creation of polices



Rhashod Bagby
CYSE201S: Cybersecurity and Social Science 
Professor Diwakar Yalpi
09/28/2025

[bookmark: _2z3i4c8xuigf] How individual’s attitude is shaped by cyberattacks, cyber threats, and creation of polices

The research article deals with the social science framework by studying how exposure to cyberattacks influences individual political attitudes and support for policies through threat perception. Snider, Shandler, Zandani, and Canetti (2021) proposed three key hypotheses. First, exposure to either lethal or nonlethal cyberattacks increases support for adopting cybersecurity policies compared to no exposure. Second, individuals exposed to lethal cyberattacks are expected to show stronger support for cybersecurity policies than those exposed to nonlethal attacks. Third, perceptions of cyber threats are predicted to mediate the relationship between exposure to cyberattacks and support for cybersecurity policies (Snider et al., 2021). The study’s primary independent variable was exposure to cyberattacks, measured through random assignment of three conditions. The first condition is lethal cyberattacks, where participants viewed reports of attacks causing deaths through infrastructure or military disruptions, then nonlethal cyberattacks, involving financial harm such as fraud or malware; and a control group, which received no exposure. The dependent variable is identified as the support for cybersecurity policies
The primary research methodology used in this study was a controlled randomized survey experiment, specifically designed to test the causal effect of exposure to different types of cyberattacks on public support for cybersecurity policies while also examining the mediating role of threat perception. To implement this, the researchers exposed 1,022 Israeli participants to simulated video news reports of both lethal and nonlethal cyberattacks (Snider, Shandler, Zandani, & Canetti, 2021). The study utilized both quantitative survey data collected from participants and experimental manipulation data derived from controlled video stimuli. The analysis primarily relied on advanced statistical techniques to test causal and mediating relationships
Snider, Shandler, Zandani, and Canetti (2021) highlight the significance of public opinion in shaping cybersecurity policy. Their research shows that exposure to different types of cyberattacks influences support for distinct policies, with lethal attacks increasing support for government alert systems and nonlethal attacks fostering support for oversight measures. This distinction provides policymakers with guidance for creating targeted regulations rather than relying on a one-size-fits-all approach. The study also emphasizes the importance of including citizens in cybersecurity governance. Traditionally, policymaking has been left to experts, but the findings suggest that civilian exposure to cyber threats heightens public concern and strengthens demand for government intervention. This underscores the need to incorporate public opinion as a central factor in democratic decision-making regarding cybersecurity policies (Snider, Shandler, Zandani, & Canetti, 2021).
This article directly relates to the PowerPoint by addressing key elements of the social sciences, particularly criminology, political science, and sociology. It explores how these disciplines intersect in understanding human behavior, especially in the context of crime and social order. In addition, the article emphasizes the concept of determinism, illustrating how an individual’s actions are not random but shaped, influenced, or caused by prior events and circumstances. By linking social science perspectives with determinism, the article provides a deeper understanding of the underlying causes of behavior.
	Snider, Shandler, Zandani, and Canetti (2021) found that exposure to different types of cyberattacks heightens perceptions of cyber threats, which in turn increases support for stringent cybersecurity policies. Importantly, the type of attack shapes policy preferences: exposure to lethal attacks strengthens support for cybersecurity alert policies, while exposure to nonlethal attacks increases support for oversight policies. The study also revealed that prevention policies gained support only through the mediating role of threat perception, not direct exposure. These findings highlight how public willingness to accept security measures—often at the expense of civil liberties—depends on both the type of attack and perceived threat. The authors argue that policymakers must engage the public as stakeholders, since exposure to cyberattacks creates clearer public attitudes toward regulation. They further suggest that future research should explore whether these attitudinal shifts are temporary or have lasting influence beyond the immediate aftermath of an attack (Snider, Shandler, Zandani, & Canetti, 2021).
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