  
  
  
CYSE 301: Cybersecurity Technique and Operations  Assignment M5: Wi-Fi Password Cracking
Task A: 40 points 
Follow the steps in the lab manual, and decrypt WEP and WPA/WPA2 protected traffic. Requirements: 
• Decrypt the lab4wep.cap file (10 points) and perform a detailed traffic analysis (10 points)
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ARP traffic is normal, but if there is a  high volume of ARP packets it could mean there could be some network issues, misconfigurations, or potentially malicious activity. 
 • Decrypt the lab4wpa2.cap file (10 points) and perform a detailed traffic analysis (10 points)
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The main difference between the first one and this is that there is a significantly less amount of ARP packets.
Task B: 60 points 
Each student will be assigned a new WPA2 traffic file for analysis. You need to refer to the table below and find the file assigned to you based on the LAST digit of the MD5 of your MIDAS ID. For example, the last digit of the hash for pjiang is e. Thus, I should pick up file "WPA2-P5-01.cap." 
MD5 of pjiang is 5a618cdc3edffd8b4c661e7e9b70ce1e 
You can find an online MD5 hash generator or the following command to get the hash of a text string, [image: ]
Last digit of your MD5 Filename 
0~3 WPA2-P1-01.cap 
4~5 WPA2-P2-01.cap 
6~8 WPA2-P3-01.cap 
9~B WPA2-P4-01.cap 
C~F WPA2-P5-01.cap 
The above files are zipped in a folder named "Lab Resources." You can locate zipped folder in the Windows 10 Host Machine under C:/VMShare. Then, unzip the following zipped file in the Kali Linux VM, find the assigned WPA file under sub-folder “Module 5”. 
[image: ]
Then complete the following steps: 
1. Implement a dictionary attack and find the password. - 30 points 
[image: ]
2. Decrypt the encrypted traffic and write a detailed summary to describe what you have explored from this encrypted traffic file. -30 points
[image: ]
In this table the user has a lot GQUIC in the Internet protocol version 4, under User datagram protocol but otherwise everything looks normal.
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Lootectiareniect: # echo -n pjlang | mdSsum
53618cdc3eq 1 fdBbicEB1eTesbTOce e
[ acs .
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Terminal ~ Sat20:43 E = 700~
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

Applications > Places ~

File Edit ch Terminal Help

FOOL@CSZAPENTES T/ CVSES0L Module Uoiireless Seourf# aircrack-ng WPA2-P5-81.cap -w rockyou.txt
Opening WPA2-P5-01.cape wait
Read 7675 packets.

# BSSID ESSID Encryption
1 00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
Choosing first network as target

Opening WPA2-P5-01.cape wait...
Read 7675 packets.

1 potential targets

Aircrack-ng 1.5.2

[00:00:10] 22880/7120712 keys tested (2247.73 k/s)
Time left: 52 minutes, 38 seconds 0.32%

KEY FOUND! [ messenger

Master Key 1 E2 17 14 7A 64 DA 99 64 E8 95 Al 57 08 86 58 3F
F5 BA CF AD 25 92 DC 8C 67 3D 6C AF 30 AO DO 94
Transient Key : 68 55 83 B8 4C 61 B8 76 FC 63 48 12 6D 69 F6 67
BB 9E 9C C2 65 38 6C 5B 67 CO FC 15 2B B5 93 EB

63 A8 97 2D 81 EE 66 75 FE 92 B8 79 BE 07 B8 0D
8C 7D 69 B5 CC 87 B3 BS 6A SE 1E 87 96 D7 CE E9

B0« =N @

EAPOL HMAC 1 7D FB C7 23 AB 95 61 CF CA 1E 21 FE 21 54 8D AC
FOOLECS2APENTES T CVSES0L Madule Uoiiieless Secur# airdecap-ng -p messenger WPA2-P5-01.cap
You must also specify the ESSID (-e).
“airdecap-ng --help” for help.
FOOTECS2APENTES T LSS0l MSdule Uiiieless Socur o # airdecap-ng -p messenger WPA2-P5-01.cap -e CyberPHY

Total number of stations seen 7
Total number of packets read 7675
Total number of WEP data packets )

Total number of WPA data packets 1793




image6.png
ol Kali - Internal Workstation on RREAVOD3

Applications > Places ~ Wireshark ~ Sat20:42 w0 O~
Wireshark - Protocol Hierarchy Statistics - WPA2-P5-01-dec.cap © o0
Protocol ~ Percent Packets Packets _ Percent Bytes Bytes  Bits/s EndPa
- [Frame 100.0 1668 100.0 613627 140k 0
- Ethernet 100.0 1668 38 23352 5358 0
~ Internet Protocol Version 6 02 4 0.0 160 36 0
Internet Control Message Protocol v6 02 4 0.0 188 43 4
(3) ~ Internet Protocol Version 4 99.4 1658 5.4 33160 7,609 0
~ User Datagram Protocol 555 926 12 7408 1700 0
= Multicast Domain Name System 01 2 0.0 122 27 2
Internet Security Association and Key Management Protocol 01 1 01 488 kil 1
GQUIC (Google Quick UDP Internet Connections) 41.9 699 46.8 287090 65k 699
o Domain Name System 23 39 03 1803 413 39
Data 11.0 183 135 82617 18k 183
e Bootstrap Protocol 01 2 01 640 146 2
~ Transmission Control Protocol 438 731 287 175026 40k 623
- X1 01 1 0.0 24 5 0
™ Malformed Packet 01 1 0.0 0 0 1
Secure Sockets Layer 29 48 21 12856 2950 48
MSN Messenger Service 19 31 73 44888 10k 31
Hypertext Transfer Protocol 16 26 47 28535 6548 26
Data 01 2 0.0 132 30 2
Internet Control Message Protocol 01 1 01 489 112 1
Address Resolution Protocol 04 6 0.0 168 38 6

e

Nodisplay fltr.
BHelp Copy -~
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Terminal ~ 5at16:20 B = 700~
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

Applications > Places ~

File Edit rch Terminal Help

root@CS2APenTest:~/CYSE301/Module V-Wireless Security# airdecap-ng -h
airdecap-ng: invalid option -- 'h'

“airdecap-ng --help” for help.

root@CS2APenTest:~/CYSE301/Module V-Wireless Security# airdecap-ng -h

. airdecap-ng: invalid option -- 'h'
“airdecap-ng --help" for help.
s. J|rootecs2APenTest:~/CYSE301/Module V-Wireless Security# airdecap-ng

Airdecap-ng 1.5.2 - (C) 2006-2018 Thomas d'Otreppe
https://www.aircrack-ng.org

usage: airdecap-ng [options] <pcap file>

Common options:
-1 don't remove the 862.11 header
-b <bssid> : access point MAC address filter
-e <essid> : target network SSID
-0 <fname> : output file for decrypted packets (default <src>-dec

WEP specific option:
-w <key> : target network WEP key in hex
-c <fname> : output file for corrupted WEP packets (default <src>-bad

WPA specific options:

-p <pass> : target network WPA passphrase
-k <pmk>  : WPA Pairwise Master Key in hex
--help : Displays this usage screen

No file to decrypt specified
FOOLECSZAPENTEStr/C/SES0 L/ Module Volireless Securili# airdecap-ng -w F2:C7:BB:35:B9 labdwep.cap
Total number of stations seen 37

BwSkEs =K

Total number of packets read 404693
Total number of WEP data packets 142415
Total number of WPA data packets 27852
Number of plaintext data packets 170
Number of decrypted WEP packets 142415
Number of corrupted WEP packets )
Number of decrypted WPA packets )
Number of bad TKIP (WPA) packets )
Number of bad CCMP (WPA) packets )

root@CS2APenTest:~/CYSE301/Module V-Wireless Security# [
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ol Kali - Interal Workstation on RREAVO03 -8 %

Applications ¥ Places ¥ Wireshark v Sat16:23 » o) O~

Wireshark - Protocol Hierarchy Statistics - lab4wep-dec.cap © o0
Protocol - Percent Packets Packets _ Percent Bytes Bytes  Bits/s  EndPackets  En|
- Frame 100.0 142415 100.0 22356528 568k 0 0
- Ethernet 100.0 142415 89 1993810 50k O 0
~ Internet Protocol Version 6 0.0 60 0.0 2400 61 0 0
~ User Datagram Protocol 0.0 46 0.0 368 9 9 0
Multicast Domain Name System 0.0 40 0.0 5394 137 40 53
DHCPV6 0.0 6 0.0 504 15 6 59
Internet Control Message Protocol v6 0.0 14 0.0 324 8 14 2
~ Internet Protocol Version 4 137 19550 17 301028 9,945 0 0
~ User Datagram Protocol 01 198 0.0 1584 40 0 0
NetBIOS Name Service 0.0 20 0.0 102 28 20 11¢
~ NetBIOS Datagram Service 0.0 3 0.0 549 13 0 0
~ SMB (Server Message Block Protocol) 0.0 3 0.0 303 7 0 0
~ SMB MailSlot Protocol 0.0 3 0.0 75 1 0 0
Microsoft Windows Browser Protocol 0.0 3 0.0 45 1 3 45
Multicast Domain Name System 0.0 30 0.0 4542 15 30 45
Dropbox LAN sync Discovery Protocol 0.0 20 0.0 200 S8 20 23
Domain Name System 01 80 0.0 6069 154 80 60
Bootstrap Protocol 0.0 5 0.0 1500 38 5 15(
~ Transmission Control Protocol 136 19342 734 16399012 417k 15644 11¢
Secure Sockets Layer 06 788 27 503050 15k 785 58
Malformed Packet 0.0 2 0.0 0 0 2 0
~ Hypertext Transfer Protocol 09 1296 77 1715370 43k 1238 16!
MIME Multipart Media Encapsulation 0.0 2 0.0 1767 44 2 30
Media Type 0.0 18 0.0 4538 115 18 45
Line-based text data 0.0 1 0.0 7573 192 1 71
JPEG File Interchange Format 0.0 3 01 2178 309 3 13/
JavaScript Object Notation 0.0 1 0.0 2 0 1 2
HTML Form URL Encoded 0.0 14 01 17314 440 14 23
Compuserve GIF 0.0 9 0.0 734 69 9 27
FTP Data 0.0 7 0.0 9464 240 7 0
File Transfer Protocol (FTP) 0.0 2 0.0 656 16 2 0
Internet Group Management Protocol 0.0 7 0.0 56 1 7 56
Internet Control Message Protocol 0.0 3 0.0 120 3 3 12
Data 1730 7 2175390 S5k 1730 211
Address Resolution Protocol 122691 3435348 87k 122691 34

Nodisplay fltr.
BHelp Copy -~
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Sat 16:46 H s 790~
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

Applications > Places ~

rch Terminal Help

e

Read 10074 packets.

1 potential targets

Aircrack-ng 1.5.2

[00:0

1] 2374/9822768 keys tested (1463.88 k/s)
Time left: 1 hour, 51 minutes, 52 seconds 0.02%

KEY FOUND! [ password ]

Master Key : 60 01 6E 81 53 63 13 59 9B AB 00 BB Bl 7E F1 8E
AC 8D DD 65 B6 17 61 A8 2B 2F 98 CO FD 58 11 54

Transient Key : FB 30 AF A3 BB C3 AC A7 50 01 20 BD B9 E6 7F 30
CA B9 41 89 7F ED 19 F7 38 3A 79 CD 3D F3 F6 52
80 75 36 86 78 47 6D 4B 08 D1 1E DA B8 1C 3E F3
C2 6A 77 D4 OC 33 CB 05 3C 5A 08 10 6D C9 61 46

EAPOL HMAC : AL F8 18 95 2D F4 23 6C 33 50 90 0B 5B 7A A4 AQ
FOOTECSZAPENTES T LSS0l Nodile Uoiiieless Sooiro# airdecap-ng -p password lab4wpa2.cap

You must also specify the ESSID (-e).

“airdecap-ng --help” for help.

FOOTECSZAPENTES T LSOl Ldile Uiieless Socur i # airdecap-ng -p password lab4wpa2.cap -e CCNI

BD«SkE =N $ '@

Total number of stations seen 13
Total number of packets read 10074
Total number of WEP data packets 19
Total number of WPA data packets 2284
Number of plaintext data packets 7
Number of decrypted WEP packets )
Number of corrupted WEP packets o
Number of decrypted WPA packets 2228
Number of bad TKIP (WPA) packets )
Number of bad CCMP (WPA) packets ]

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security# ls
labdwep.cap labdwep-dec.cap labdwpaz.cap labdwpa2-dec.cap rockyou.txt
ro0t@CS2APenTest:~/CYSE301/Module V-Wireless Security# wireshark lab4wpa2-dec.cap
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ol Kali - Internal Workstation on RREAVOD3

Applications ¥ Places v Wireshark ~ Sat 16:46 B s 790~
Wireshark - Protocol Hierarchy Statistics - lab4wpa2-dec.cap

Protocol ~ Percent Packets Packets  Percent Bytes Bytes  Bits/s  End Packets
~ Frame 100.0 2228 100.0 460293 142k
~ Ethernet 100.0 2228 6.8 31192 9,674
~ Internet Protocol Version 6 0.1 0.0 120 37
~ User Datagram Protocol 0.0 0.0 8 2
Multicast Domain Name System 0.0 0.1 278 86
Internet Control Message Protocol v6 0.1 0.0 40 12
~ Internet Protocol Version 4 99.7 9.7 44420 13k
~ User Datagram Protocol 15 0.1 264 81
Network Time Protocol 0.0 0.0 48 14
Multicast Domain Name System 0.0 0.0 14 35
GQUIC (Google Quick UDP Internet Connections) 0.1 03 1387 430
Domain Name System 10 0.2 939 291
Data 0.3 0.3 1374 426
~ Transmission Control Protocol 98.2 826 379997 117k
Secure Sockets Layer 57 8.5 39288 12k
~ Hypertext Transfer Protocol 28 145 66805 20k
Portable Network Graphics 0.0 0.2 1060 328
Data 0.0 0.1 343 106
Address Resolution Protocol 0.2 0.0 12 34
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