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Sat 15:42

Wireshark - Follow TCP Stream {tcp.stream eq 151) . lab4wpa2-dec.cap

GET /maps-api-v3/api/js/22/12a/util.js HTTP/1.1

Host: maps.google.com

Connection: keep-alive

Accept: */*

User-Agent: Mezilla/5.8 (Macintosh; Intel Mac 0S X 10 _11 1) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/46.0.2490.80 Safari/537.36

X-Client-Data: CKa2yQEIqbbJAQjBtskBCPCIYgEItJTKAQ]j9lcoBCLYYygEIOJrkKAQ==

Referer: http://www.odu.edu/about/visitors/campus-map

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;q=0.8,zh;q=0.6,zh-CN;q=0.4,af;q=0.2

Cookie
PREF=ID=1111111111111111 :FF=08: LD=en:TM=1431639573:LM=1442460689: GM=1:V=1:S=KWxur i
puBzg7L7Ho;
SID=DQAAACWCAAAMViwhepPGrzl TalLKIB Gd HJARF8ZhQeFhqOgbmWeVnNeZOcXCBO2dvPfBntnZWFL
0ujAZATNSCPZoNOKtyrdyTcald59V7ixc1ithrINL8y xmNSBt FCVFKgQQh87JwTatSAzdYq2usceAxTd
57aaglTHXiyXdUAqdRvKhV1FBt4b9FwQu3ngL -
RutWkEYLNvzOt6NvHdjAwmlzRpEkKzT8TobiGFfhGptAufhnAOEKSdtckBWY1HscVZzRUYrv7WnDecTGBO4uZ
ublv3JTWnCNd74R4ALS-
cxD_06MsjghHZtkrDe8YgRrYRhn70EBMFDNGL5uSuchBImYZyGSDjVZhamMQt5PuehN8cFpUfeO7IBNIXD
63bEVPAWHMOSY203_LmmHONFWWp@VmI_82PnUcCZUDJ]jGBCdp]j 7TEgFMFWL3HgOWxgkLfg9AS1dpHegYNc
ZH1raK9BuwZ66TDW_aXketGZokRNs7RAWuk2r CMkmV6b4JX1e1Tg4K2AfDuUT13ke39rsS11ChxVaNm-
JYFXFfCStzyEUB1rzRK78xjg9QCYNOTILZ7yIY bYoTEXOeUIostTJafQI3SCnJCRamNyM81Y2Ar9KRnv
LDf30MADJdtnxawiAxqMRVr F26BxcUPU098UrvVYjLO2isPE-
iocFd7_ACB0GOcgw2_S7_4F8LY2FXKR7ZUgoRMERWDC1DIx -
__1pk1jhpm3YyyYFmFtOWECOVCk9xJEYXGIIL baDGA; HSID=ANEZP31VMM8t4ODFF;
APISID=6hE1buNHadRPXEwo/A4TIFyRI41IHRWDZSP
NID=73=d15IJCYCX_UJ012dGnu8BM7926my8q5JID_ZPm7w4V2vLWEPMYOgiNGV-uS9-3wvKxim-
VhufsakY1f5c6plBifpWprZE-

kzGQsNqYYgarx2hUUtZa9iKJuGT4c_ifaSZ5zbilUC5 mpnSYOGE1ddYCh5YSST88DcopKvkIfbTMPDES
ZmTKcd2-WuQdcY_P5zQ131kgpxCxKhSTfe-B19L_b1781oqwLlhyaDsqKfK-

CI_0iRLwwr fzquGw030oUiHdANSXAX1QwN_A-cDT-
I7xwxMIASQ7cZTmC21eYUsBSInbskEoiMAcKAGTe]2P4i4062kYmbedrUKg

GET /maps-api-v3/api/js/22/12a/onion.js HTTP/1.1
Host: maps.google.com
Connection: keep-alive

P

2client pkts, 6 server pkts, 1 turn.

Entire conversation (3,493 bytes) > Show and save dataas | ASCII ~ | Stream (151 |3
Find: Find Next
BHelp S Filter Out This Stream Print Save as. Back % Close

i

Profile: Default

Below you can see that they are getting images/webpages/content off of

the HTTP server

Applications ~ Places ~

B Wireshark =

Attacker Kali - External Workstation on C53
Sat 15:45
labdwpa2-dec.cap
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192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23

«82.112.29

2
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.168.2

2

.168.2.
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192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.23
192.168.2.

98

fc 11 7c d@ c5 ad S5e

@ 7 Hypertext Transfer Protocol: Protocol

128.82

29

/Jetc/designs/odu/images/page-ds. pn
S t not tured] ¢

1ee

/pages/scripts/0034/9379.j52401994 HTTP/1.1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a K= o
A SO DORRE Q«» owsJEaaal
[ |htip ] -| Expression..  +
Source Destination Protocol Length Info =
e Jajax/1ibs/jquery/1.8.1/jquery.min.js HTTP/1.1 —
192.168.2.23 128.82.112.29 HTTP 343 GET /prospective/_jcr_content/par/columns/column_2/header/
2.23 112 323 HTTP/1.1

54.1982 -159 HTTP 446 GET

128.82.112.29 HTTP 323 GET /etc/designs/cdu/images/page-bg.png HTTP/1.1

128.82.112.29 HTTP 331 GET /etc/designs/odu/images/quickfact-arrow.png HTTP/1.1

©.186.31.35 HTTP 711 GET /connect/xd_arbiter/wjDNIDNrTQG.js?version=41 HTTP/1.1
.82.112.29 HTTP 331 GET /etc/designs/odu/images/footer-ornament.png HTTP/1.1
WB2.112.29 HTTP 351 GET /prospective/elements/_jcr_content/par/tabs/tabpanel_4
.82.112.29 HTTP 321 GET /etc/designs/odu/images/arrow.png HTTP/1.1
.82.112.29 HTTP 330 GET /etc/designs/edu/images/footer-contact.gif HTTP/1.1
.82.112.29 HTTP 320 GET /news/hp/2015/11/summer_school/_jcr_content/slideimage
.82.112.29 HTTP 324 GET /news/hp/2015/11/honoring_veterans/_jcr_content/slidei
168.2.23 Continuation

0.186

©.186
128.82
©.186

/ga.js HTTP/1.1
1012
330

gment] C

/maps-api-v3/api/js/22/12a/common.js

/__utm.gif?utmwv=5.6. 7&Utms=58UtmnN=2068212440&utmhn=ww
/ete/designs/odu/images/footer-contact.gif HTTP/1.1

HTTP/1.1

/maps-api-v3/api/js/22/12a/marker.js HTTP/1.1 -

70.186.28.25

74.125.136.94 /csi?v=2&s=mapsapi3&v3v=22.12ag&action=apiboot2&e=10_1
128.82.112.29 /content/dam/odu/general/campus/mapui/flaticons/png24/
128.82.112.29 HTTP 345 GET /content/dam/edu/general/campus/mapui/flaticons/png24/
128.82.112.29 HTTP 351 GET /content/dam/odu/general/campus/mapui/flaticons/png24/
128.82.112.29 HTTP 345 GET /content/dam/odu/general/campus/mapui/flaticons/png24/
128.82.112.29 HTTP 341 GET /content/dam/cdu/general/campus/mapui/flaticons/png24/
128.82.112.29 HTTP 343 GET /content/dam/odu/general/campus/mapui/flaticons/png24/

«B2.102%

6@ d3 93 65 08 60 45 0 | A T..e--E

/content/dam/odu/general/campus/mapui/flaticons/png24/.

- Packets: 2228 - Displayed: 63 (2.8%)

Profile: Default




ol Attacker Kali - Bternal Workstation on CS301-RTIMME04

Applications = Places ~ @ Wireshark ~ Sat 15:54
3 labdwpa2-dec.cap e e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
e K2 )y = E
A @ 0D REB A+«r owmEaaal
C ‘lcp.slream eq178 EI=3 | Expression..  +
No. Time Source Destination Protocol Length Info
! 1777 20.774720 P GET /vt?pb=1im5!im4!1i16!2i18876!3i25535!4:
1788 20.801856 192.168.2.23 76.186.30.26 TCP 66 57554 — BO [ACK] Seq=685 Ack=2897 Win=4050
- 1789 20.803904 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 80 [ACK] Seq=685 Ack=8689 Win=4096
1790 20.805440 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 8@ [ACK] Seq=605 Ack=13033 Win=4089§|
1886 21.059392 192.168.2.23 70.186.30.26 HTTP 669 GET /vt?pb=11m5!1m4!1i15121943813i112765!412]
- 1944 21.132608 192.168.2.23 70.186.30.26 TCcp 66 57554 — BO [ACK] Seq=1208 Ack=17752 Win=480|
1945 21.133120 192.168.2.23 70.186.30.26 TCcp 66 57554 — 80 [ACK] Seq=1288 Ack=28648 Win=391|
[~ 1946 21.133632 192.168.2.23 70.186.30.26 TCP 66 [TCP Window Update] 57554 — 80 [ACK] Seg=12]
1947 21.133632 192.168.2.23 70.186.30.26 TCP 66 57554 80 [ACK] Seq=1208 Ack=23544 Wi 09|
1951 21 5192 168.2.23 70.186.30. 26 [TCP D ( 1947#1] 57554 — 8O [ACK 1
- 1953 21.136704 192.168.2.23 70.186.30.26 TCP 66 57554 — 80 [ACK] Seq=1208 Ack=26448 Win=48¢|
1954 21.140288 192.168.2.23 70.186.30.26 TCP 66 [TCP Window Update] 57554 — 8@ [ACK] Seq=12|
1957 21.140288 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 80 [ACK] Seq=1288 Ack=29336 Win=405]
M 1958 21.142336 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 80 [ACK] Seq=1208 Ack=30784 Win=409)
1959 21.144896 192.168.2.23 70.186.30.26 TCcP 66 57554 —~ 80 [ACK] Seq=1208 Ac Wi
1960 21.144896 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 80 [ACK] Seq=12088 Ac Wil
1963 21.146944 192.168.2.23 760.186.30.26 TCcp 66 57554 — 80 [ACK] Seq=12088 Ac Wi
1969 21.161792 192.168.2.23 76.186.30.26 TCP 66 57554 — BO [ACK] Seq=1288 Ac Wi
i 1970 21.161792 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 80 [ACK] Seq=1208 Ac Wil
X | 1978 21.167424 192.168.2.23 70.186.30.26 TCP 66 57554 —~ 8@ [ACK] Seq=1208 Ack=46712 Win=4@5]
=
]
‘ v
98 fc 11 7c d@ c5 a4 5e 60 d3 93 65 08 00 45 0O B Teege B -
© 7 labdwpa2-dec.cap Packets: 2228 - Displayed: 20 (0.9%) Profile: Default

R ‘Attacker Kali - EAermal Worketation on €53
Applications *  Places ~ 8 Wireshark ~ Sat16:07 SO~
lab4wpa2-dec.cap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
® o RE Q « > .31+ — e  a I

<Ctrl-/> ~ | Expressi

Destination Protocol Length Info
192.229.163.25 66 57408 — 443 [ACK] Seq=625 Ack=12131 Wi
192.229.163.25 TCP 66 57400 — 443 [ACK] Seq=625 Ack=15027 Wi
192.229.163.25 66 57400 —

7414

128.82.112.29 Le TSval=499418928
128.82.112.29 Len=8 TSval=499418932
128.82.112.29

104.90.92.117 57405 —~ 443 [ACK] Seq=95

128.82.112.29 57428 — 80 [ACK] Seq=1 Ack=1 Win=65535 Len=0@ TSval=499419004
128.82.112.29 57429 — 80 [ACK] Seq=1 Ack=1 Win=65535 Len=0 TSval=499419004
128.82.112.29 57430 — 80 [PSH, ACK] Seq=1 Ack=1 Win=65535 Len=248 TSval=499..

Standard guery 0x9047 A www.odusports.com

70.186.28 .26 [TCP Previous e red] 57 ) ¥
128.82.112.29 57426 — 80 [ACK] Segq=1 Ack=1 Win=65535 Le TSva.
128.82.112.29 57426 — 80 [FIN, ACK] Se Win=65535 Len=0 TSval

128.82.112.29 57427 — 80 [ACK] Seq=1 Ack=1 Win=65535 Le =0 TSval=499419018
8.8.8.8 Standard query Oxa9ec A outube.com

».168.2.23 128.82.112.29 TCP 66 57429 — 80 [ACK] Seq=1708@ Ack=15317

4g0 o 0o 1m0 00 440 oo Trn &E 7490 . 00 FACK] Cam=1700 Al=00700 L

8008 98 fc 11 7c do c5 a4 5e 66 d3 93 65 ©8 06 45@ | Y 1 EI =

© ¥ lab4wpa2-dec.cap Packets: 2228 - Displayed: 2228 (100.0%) Profile: Default

Above you can see a DNS query for youtube and ODUsports

!

!



Task D

Use ‘echo -n rtimm004 | mdSsum’ to get the right file.

After using the command, my hash ended in ‘d’, so I used the WPA2-P5-01.cap.
The key was, after using the command, ‘aircrack-ng WPA2-P5-01.cap -w
rockyou.txt’, messenger. The second screenshot reflects the output, then I redid the
command to show syntax. Lastly, you can see me using airdecap and the ESSID to
unencrypt the traffic.

LD DOMINION

UNIVERSITY

=2 KB ¢

&) Floppy Disk

= VMshare a

+ Other Locations

M <« & px

*labéwpa2-dec cop” selected (496.0kB)

Vindows.
he ITS Help Desk:
~

‘Attacker Kali - Extemal Workstation on €S

Applications ~  Places v [ Terminal ~ Sat 04:01 @ L) O~
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security

File Edit View Search Terminal Help
# BSSID ESSID Encryption

1 00:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
. Choosing first network as target.

ng WPA2-P5-01.cape wait...
d 7675 pac f

4@ 1 potential targets

Aircrack-ng 1.5.2
/7120712 keys ed (1179.50 k/s)
Time left: 1 hour, 40 minutes, 2
KEY FOUND! [ mes

Master Key

Transient Key

EAPOL HMAC
¥ r WPA2-P5-01.cap -e

i
bad TKIP (WPA) p.

# aircrack-ng WPA2-P5-01.cap -w rockyou.txt




3 Attacker Kali - External Workstation on C5301-RTIMMOD4 - Virtual Machine Connection = [u} X
File Action Media Clipboard  View Help
B @O nuw|fd [t

Applications ~ Places ~ [ Terminal ~ Sat 03:51

I + | Lab Resources (2023 Spring).zip

> ‘ ar ! Location: | @& /Lab Resources/Module 5/

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
Edit View Search Terminal Help

Aircrack-ng 1.5.2
[00:00:13] 23096/7120712 key ed (1389.30 k/s)
Time left: 1 hour, 25 minutes, 9 seconds
KEY FOUND! [ me
08 1D
06
25
90
10
7E

EAPOL HMAC H 20

= VMshare =

+ Other Locations




Applications =

File Edit

Places ¥ [ Terminal =

Attacker Kali - External Workstation on C5301-RTIMMODS

Sat 03:59

root@CS2APenTest: ~/CYSE301/Module

View Search Terminal Help

Master Key

Transient Key

EAPOL HMAC S

1 | WPAZ-P5-81.cap -e CyberPHY
Total number of stations seen
i Total number of packets read
Total number of WEP data packets
Total number ata pa s
Number of pla ex S

Number of
Number of
Number of
Number of
¥ MNumber of

corrupted WEP
decrypted WPA
bad TKIP (WPA)

bad CCMP (WPA)

{D Trash

=] Floppy Disk

= VMshare -

+ Other Locations

Detailed Summary

kyou.txt  WPA2-P5-

R Ol.cap
# airdecap-ng -p messenger

root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
File Edit View Search Terminal Help
s # aircrack-ng WPA2-P5-01.¢
p
Opening WPA2-P5-01.cape wait...
Read 7675 packets.
# BSSID ESSID Encryption
1 ©0:16:B6:DA:CF:2F CyberPHY WPA (1 handshake)
Choosing first network as target.

Opening WPA2-P5-01.cape wait...
Read 7675 packets.

1 potential targets

Please specify a dictionary (option -w)

To preface, Im really trying my best to understand whats going on in these capture
tiles. We talked about HOW to get into the files, but not WHAT to look for, so ’'m
really lost in all the packets. Despite this, I did find that there were alot of UDP
traffic on the network. Protocols such as GQUIC were used, and I saw googlevideo
within the UDP stream. | believe whoever was on the network was watching
something from google. I saw m4a and mp4 files scattered throughout the traffic as
well, if this helps. I also saw, very early on 1n the traffic, someone get on taobao. I
recognized this as a chinese webstore, and also recognized alipay. Looks like
someone was trying to locate these websites with DNS. Hopefully this is enough
information, I’ve been scouring these packet files, using filters and exports, and
trying to get a handle of whats going on.



H ol Attacker Kali -

Applications ~ Places * ¥ Wireshark ~ Sat 15:03

VMshare

Wireshark - 10 Graphs - WPA2-P5-01-dec.cap

Wireshark 10 Graphs: WPA2-P5-01-dec.cap

IS TN WP /\J L

Time (s)

Packets/l sec

Click ta select packet 1167 (265 = 70/,

Enabled Graph Name Display Filter Coler Style Y Axis ¥ Field SMA Period
v All packets | | Line Packets MNone
TCP errors tcp.analysis.... Bar Packets None

1634
.104
.169
171
ATT
193
.195i
ey —_—
1 @Hep Copy | % Close || DiSave As..
Frame 61: 17
Ethernet II, Src: HuaweiTe b8:3d:23 (00:9a:cd:bB:3d:23), Dst: Cisco-Li da:cf:2d (ﬁ:lﬁ:bﬁi'ﬂa:’bf:Zd)
Internet Protocol Version 4, Src: 192.168.1.127, Dst: 203.205.158.38
Transmission Control Protocol, Src Port: 45439, Dst Port: 80, Seq: 1, Ack: 1, Len: 118
Hypertext Transfer Protocol k-

NNNI\JNI\JNNNNNNI—\HI—\.

+[|=||® Mouse ‘@ drags Zooms Interval |1sec Time of day Log scale Reset




ol Attacker Kali - Bdternal Workstation on C5301-RTIMMOD

Applications ~ Places ~ M Wireshark ~ Sat 15:06

WPA2-P5-01-dec.cap

File Edit Wireshark - Protocol Hierarchy Statistics - WPA2-P5-01-dec.cap

‘ | Protocol ~ |Percent Packets
M = Frame 100.0
3 ~ Ethernet 100.0
No. * Internet Protocol Version & 0.2
5 Internet Control Message Protocol ve 0.2
~ Internet Protocol Version 4 99.4
= User Datagram Protocol 55.5
Multicast Domain Name System 0.1
Internet Security Association and Key Management Protocol 0.1
GQUIC {Google Quick UDP Internet Connections) 41.9
Domain Name System 23
Data 11.0
Bootstrap Protocol 01
= Transmission Control Protecol
- X1l
Malformed Packet
Secure Sockets Layer
MSN Messenger Service
Hypertext Transfer Protocol
Data
Internet Control Message Protocol
Address Resolution Protocol

Ne display filter.

Copy

@ o0

Packets

1668
1668

¥ Close ‘

3f 66 72 6f 6d 74 a?fromta g=36&vke
3d 43 38 41 41 43 y=CBAACE FBDE7SCE
42 46 30 39 39 35 DBFR9952 B363686D
38 37 44 35 33 32 887D5322 AB2D88CE
45 42 30 32 36 39 QEBO2696 9FC74B42

@ 7 WPA2-P5-01-dec.cap Packets: 1668 - Displayed: 1668 (100.0%)  Profile: Default




In the picture below you can see the DNS query for taobao and alipay

WPA2-P5-01-dec.cap e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ 6IRE Q «» JwrgHFaaak

|d§ |.L".pp=i':,f a display filter ... <Ctrl-/> '| Expression.. +
Source - Destination — Protocol Length Info - - =
192 .168.1.127 216.58.193.195 HTTP 286 GET /generate_284 HTTP/1.1

192.168.1.127 172.217.5.68 TLSv1.2 583 Client Hello

127 DNS 168 Standard query response Ox4ch5 A m.qpic.cn

192.168.

1 192.168.1 o
192.168.1.127 192.168.1.1 DNS 74 Standard query Ox16da A www.taobao.com =
192.168.1.127 192.168.1.1 DNS 84 Standard query Bx4643 AAAA mygw.alipay. cum=
1'92.1'6_8.1.12__?_ 66.198.24,243 TCP _?4 4@356 =, BEJ [SYN] Seq 8 Win= 655'3? Len_ @. MSS
192.168.1.121 198 81 ) i - 1in=65535 Len=0 M
192.168.1.127 66.198.24.243 HTTP 114 HEAD / H'I_I'P,-"l 1 —_—
66.198.24.,243 192 168 1127 54 8@ - 40356 [ACK] Seq 1 Ack:61 Win= 29 LEN=E m—
: L : it Tce 3 ~ 43 ‘N, ACK] < : i )
192.168.1.127 193 11.186.81 TCP 54 431?@ - 443 [ACK] Seq 1 Ack 1 w1n265535 LEI=
192.168.1.127 198.11.186.81 SSLv3 152 Client Hello —
HuaweiTe_bg8:3d:23 Broadcast ARP 42 Who has 208.54.65.1007 Tell 192.168.1.127 —

L 13
Frame 9: 89 bytes on wire (712 bits), 89 bytes captured (712 bits)

Ethernet II, Src: HuaweiTe_b8:3d:23 (©0:9a:cd:b8:3d:23), Dst: Cisco-Li da:cf:2d (00:16:b6:da:cf:2d)
Internet Protocol Version 4, Src: 192.168.1.127, Dst: 192.168.1.1

User Datagram Protocol, Src Port: 10418, Dst Port: 53

Domain Name System (query)

00 16 b6 da cf 2d @0 9a cd b8 3d 23 ©8 00 45 0O = =#--E
00 4b e7 98 40 00 40 11 cf 38 cO a8 ©1 7f cb a8 K @@ 8.

81 81 28 b2 B0 35 0@ 37 28 el 93 98 01 @0 60 61 (.97 ¢

0O 6D PO OO OO B® 11 63 6f 6e 6e 65 63 74 69 76 c onnectiv
69 74 79 63 68 65 63 6b 07 67 73 74 61 74 69 63 itycheck -gstatic
03 63 6T 6d G0 00 01 PE 01 com

@ 7 WPA2-P5-01-dec.cap Pa&_kets: 1668 - Displayed: 1668 (100.0%)  Profile: Default




Here’s a pic of all the GQUIC traffic!

i = v =

Transmission Control Protocol, Src Port: B8, Dst Port: 420807, Seq: 6178, Ack:

Ethernet II, Src: Cisco-Li da:cf:2d (80:16:b6:da:cf:2d), Dst: HuaweiTe_ b8:3d:
Internet Protoceol Version 4, Src: 203.205.158.71, Dst: 192.168.1.127

23 (PP:9a:cd:bB:3d:23)

524, Len:

1460

Source Port: 80
Destination Port: 42007
[Stream index: 18]

[TCP Segment Len: 1468]
Sequence number: 6178

00 9a cd b8 23d 23 60
05 dc 2e 2a 40 35
e1 7f 00 50 a4 9d
3c ad 88
6b do 91
be ab 83
29 ae bd
08 00 88
fc 48 13
9d l1a eb

(relative sequence number )
16 b6 da cf 2d 08 B 60

@6 €5 55 a8
1a 17 f3 dc c2 8b i@
4a b1l 1b 41 oo
15 @a at da 01
b3 a1 ce 83 ds
03 8o ie 64 98 )
@1 83 fd o8 S5e
8e ab 6b b5 17
ag ef 8b 02 cc

pe1e

o
[ =]

¥
i d--
C I
Yk.0-)-

N3

[
i

_H
-

@ ¥ Bytes 26-29: Source (ip.src)

Packets: 1668 - Displayed: 1668 (100.0%)

Profile: Default

WPA2-P5-01-dec.cap e ®
File Edit View Go Capture Analyze 5Statistics Telephony Wireless Tools Help
!. @® O @@Q#».JI##I_"__@\@\QK
|iﬁ |Appw a display filter ... <Ctrl-/> '] Expression.. +
No.  Time Source Destination Protocol Length Info e =
1102 25.478224 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1103 25.479235 76.186.28.16 192.168.1.127 GQUIC 1392 Payload (Encrypted), PKN
1104 25.481795 70.186.28.16 192.168.1.127 GQUIC 1392 Payload (Encrypted), PKN
1105 25.483857 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKNgms
1106 25.484369 192.168.1.127 760.186.28.16 GQUIC 81 Payload (Encrypted), Py
1107 25.484867 70.186.28.16 192.168.1.127 GQUIC 1392 Payload (Encrypted), PKN™
1108 25.485891 70.186.28.16 192.168.1.127 GQUIC 1392 Payload (Encrypted), PKN
1169 25.487441 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1110 25.487953 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1111 25.496657 192.168.1.127 76.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1112 25.497169 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1113 25.501251 70.186.28.16 192.168.1.127 GQUIC 1392 Payload (Encrypted), PKN——
1114 25.503314 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1115 25.583312 192.168.1.127 76.186.28.16 GQUIC 81 Payload (Encrypted), PKN
1116 25.503825 192.168.1.127 70.186.28.16 GQUIC 81 Payload (Encrypted), PKN =
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Frame 328: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) -




