Attacker Kali - External Workstation on CS3071-RTIMMOOA

3, : ol

Applications ~ Places ~ B Wireshark ~ Thu21:55

labdwep-dec.cap e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ D RE A «» w5 aaqatlif

[ tcp.stream eq 11 EIE3 ~| Expression.. | +

No. Time Source Destination Protacol Length Info

26 5.428637 192.168.2.10 164.106.251.250 TCP 78 63789 — 88 [SYN] Seq=0 Win=65535 Len=
5.451131 164.106.251.250 192.168.2.10 TCP 74 80 —~ 63789 [SYN, ACK] Seg=0 Ack=1 N‘in-
5.452701 192.168.2.10 164.106.251.250 HTTP 551 GET /.docs/netsec/DC13ATM.jpg HTTP/1.
5.487492 164.106.251.250 192.168.2.10 TCP 1434 80 — 63789 [ACK] Seg=1 Ack=486 wWin=collllll
5.487494 164.106.251.2568 192.168.2.10 TCP 1434 80 —~ 63789 [ACK] Seq=1369 Ack=486 Win™
5.488006 164.106.251.250 192.168.2.10 TCP 1434 80 — 63789 [ACK] Seq=2737 Ack=486 Winges
5.489565 192.168.2.10 164.106.251.2508 TCP 66 63789 —~ 88 [ACK] Seq=486 Ack=2737 WIN
5.493661 192.168.2.10 164.106.251.250 TCP 66 63789 —~ 80 [ACK] Seq=486 Ack=4105 Winggy
5.512069 164.106.251.250 192.168.2.10 86 Win

TCP 1434 80 —~ 63789 [ACK] Se 1605 Ac

.542788 . .251.250 192.168.

A picture of the HTTP object export, where you can see the hostnames,
the files, and their sizes. I’'m assuming the user was trying to get music
off these sites.
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No. Time | Packet Hostname Content Type Size Filename - =
! r 26 5.428637 | |34454 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! Win=65535 LBIF
{ 27 5.4511311 34466  m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! eq=0 Ack=1 Wlﬂ-
i [CRRECTAEY 34478 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527| J !
295.487492| 34408 mg.music.126.net 1,380 bytes 0dd70ef696ec680e527. | [ACk=486 Win=CoN
Fo== 34500  m8.music.126.net 1,380 bytes 0dd70ef696ec689e527' RS
b < >[4 3502 memusiciz6net 1,380 bytes 0dd70ef696ec689e527! % fc";"_gg o —
T 1 34519 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! ! 1105 w% e
= 7 @® Recent 34522 m&.music.126.net 1,380 bytes 0dd70ef696ec689e527! Ick’aaﬁ w;n
. 34671 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! = ed] 8
M % Starred | 34679 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! .
34717 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527! ds
I 34784 m&.music.126.net 1,380 bytes 0dd70ef696ec689e527!
41761 music.163.com application/x-www-form-urlencoded 1,287 bytes 50007729
W Desktop| EEZEYS pl.music.126.net image/jpeg 2,484 byt.. 705886465073362.jpg’
P P 33154 pl.music.126.net 1,368 bytes 705886465073362.jpg?
T o ['| Documen 33166 pl.music.126.net 1,368 bytes 705886465073362.jpg?
» Frame 33642 pl.music.126.net 1,368 bytes 705886465073362.jpg’
@ » Ether @ Downloa 33644 pl.music.126.net 1,368 bytes 705886465073362.jpg?
» Inter 33652 pl.music.126.net 1,368 bytes 705886465073362.jpg?
8 » Tran: [J] Music 43688 p2.music.126.net  image/jpeg 4,847 byt.. 71468255823099.jpg?p
N Hypeﬂ 42209 p2.music.126.net 1,368 bytes 71468255823099.jpg?p |
S Pictures | 42215 p2.music.126.net 1,368 bytes 71468255823099.jpg?p _
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| = VMshare & urt Ipeg ipeg
; + Other Locations
- 1 “705886465073362 jpg%a3fi =100y100" selected (2.5kB) =
@ 7 revswep-uectap * ru{?ﬁgﬂ‘a"}xﬂ;u{:l:-r‘)’lbpia;:::l(. 7:llv,rm Profile: Default

Here is a jpeg of one of the files from HTTP. It's an album cover. Below
this image is where 1 got it from the HTTP object export.
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M * Starred 34679 m8.music.126.net 1,380 bytes 0dd70ef696ec689e527!
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Found something that seemed out of place. There were a few times |
would follow the TCP stream and find professor information. This



professor works in the electrical and computer engineering department at
ODU. Learned a couple of things from him when scrolling down, like
that he’s a Ph.D! (For over 20 years!!!!
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Wireshark - Follow TCP Stream (tcp.stream eq 150) - lab4wep-dec.cap

HTTP/1.1 260 0K

Date: Tue, 03 Nov 2815 22:11:45 GMT

Server: Apache

Last-Modified: Fri, 21 Aug 2015 03:47:28 GMT
ETag: "11f5-51dca206a7400"

Accept-Ranges: bytes

Content-Length: 4597

Connection: close

Content-Type: text/html; charset=UTF-8

<HTML>

<HEAD>
<TITLE>Dr. Dimitrie C. Popescu Home Page at 0ld Dominion University</TITLE>
</HEAD>

<BODY=>

<H1>

&nbsp &nbsp &nbsp &nbsp &nbsp

<A HREF = http://www.odu.edu/><img src="gfx-logo-odu-crown.gif"
alt="0ld Dominion University" width="235" height="27" border="0"></A>
<A HREF = http://eng.odu.edu/><img border="0" src="logo-bcet.gif"
alt="Frank Batten College of Engineering and Technology"></A>

&nbsp &nbsp &nbsp &nbsp &nbsp

</H1>

<table border="1" width="60%" height="1" style="border: medium none"
bordercolor="#FFFFFF">

<tr>

<td width="50%" height="244" align="left">

<img SRC="Fallee6oDU.jpg" WIDTH=300 HEIGHT=240 ALIGN="center'"=</td>

<td width="50%" height="244" align="left">

<p align = "left"><font size="5"><B>Dr. Dimitrie C. Popescu</B></font>
<BR>

Associate Professor

<BR>

PR

Oclient pkts, 3 server pkis, 0 turns.

Entire conversation (2,985 bytes) Show and save data as | ASCII ~ | Stream 150 |,

Find: Find Next |

BHelp Filter Qut This Stream Print Save as... Back * Close
k

AL VIR




The picture below shows the ftp-data filter, where I can see that
195.42.179.201 is in the passwords.gz directory.
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ip.addr ==195.42.179.201 (X[ =] 'I Expression.. +

Destination
195 79.261 192.168.2
195.42.179.201

Source

7 F £ tured] : (
195.42.179.201 : 1380 bytes (PASV) (CWD /pub/wordlists/passwords/pas
1 Bote 7 - :

78 63933

54 63933

195.42.179.201
195.42.179.201

Ethernet II, Src: Cisco-Li da:cf:30 (60:16:b6:da:cf:30), Dst: Apple d3:93:65 (ad:5e:60:d3:93:65)
Internet Protocol Version 4, Src: 195.42.179.201, Dst: 192.168.2.10
Transmission Control Protocol, Src Port: 64683, Dst Port: 63933, Seq: 8281, Ack:
FTP Data (1380 bytes data)

[Setup frame: 96734]

[Setup method: PASV]

[Command: CWD /pub/wordlists/passwords/password.gz]

Command frame: 96547

[Current working directory: ]

08660 a4 Se 60 d3 93 65 00 16 b6 da cf 3@ 68 00 [ERGE
LSR5 8c e6 aa 48 ©0 35 ©6 20 1b c3 2a b3 c9 c@ a8
8020 [FAGE fc 5b f9 bd ae ba T3 67 c9 Ge 41 ab 50 10

1, Len: 1380

01 6d 22 c9 60 00 fe 29 45 ed cd 94 8d 64 92 43
77 b3 9f fo 98 de 83 83 33 1a 41 bc 84 f6 b8 89
f9 9b 4c 1c 90 da ad 81 7c d® 72 f5 48 d9 31 cd
45 a6 99 fa d5 d2 87 59 47 ef bc 6c 93 55 a7 5b
4b da 14 7c 54 f4 67 dc 2c 7a d3 ed 59 56 eb 77
96 c8 ab f5 85 b9 5d 5c 44 71 bd 69 da 2a ed4 45
6e 67 59 8d 24 42 c¢3 8f bf 54 00 6e Gc 78 99 2b ng¥  §B T-n-x o

@ 7 Internet Protocol Version 4 (ip), 20 bytes Packets: 142415 - Displayed: 12 (0.0%) Profile: Default




Here’s the HTML page I couldn’t understand.
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File Edit View Go <string>com.apple.printingmanager</string> [=
‘ B @ .':—' <key>com.apple.print.ticket.itemArray</key>
<array>

[M[icp.streameq225 | <dict>

<key>com.apple.print.PageFormat.PMOrientation</key=>
<integer>1</integer>
<key>com.apple.print.ticket.client</key>
<string=com.apple.printingmanager</string=
<key>com.apple.print.ticket.modDate</key>
<date>2002-10-01T19:15:277Z</date>
<key>com.apple.print.ticket.stateFlag</key>
<integer>@</integer>

</dict>
</array>
</dict>
<key>com.apple.print.PageFormat.PMScaling</key>
<dict>

<key>com.apple.print.ticket.creator</key>
<string>com.apple.printingmanager</string>
<key=com.apple.print.ticket.itemArray</key>
<array=

<dict>

<key>com.apple.print.PageFormat.PMScaling</

Frame 140740: 143
Ethernet II, Src

Internet Protoco] <real>1</real>
Transmission Con <key>com.apple.print.ticket.client</key>

Source Port: B <string>com.apple.printingmanager</string>
Destination Po <key>com.apple.print.ticket.modDate</key>
[Stream index: <date>2002-10-01T19:15:27Z</date>
[TCP Segment Li <key>com.apple.print.ticket.stateFlag</key>
Sequence numbe <integer>@</integer>
Fhieiie ol - </dict> L b
080e a4 S5e 60 d3 </array> =
0010 </dict>
0020 [PageEl 00 50 <key>com.apple.print.PageFormat.PMVerticalRes</key>
o 80 6c bb 5d =dint> -
5e 1d Ga 71 4,707 client pkts, 0 server pkts, 0 turns,
7b d6 35 9d
ge c9 9b od Entire conversation (246 kB) > Show and save data as | ASCI| * | Stream (225 |5
@ ¢7 13 cc 9d e
55 @3 1e b3 31 | Find: Find Next
96 59 87 a7 1id = =
= {1 BHelp Filter OQut This Stream Print Save as... Back ® Close | |
@ 7 Internet Protocd e B)  Profile: Default

2. Decrypt the lab4wpa2.cap file and perform a detailed traffic
analysis.

Below are two images of me using aircrack to get the password, and
using airdecap respectively (with password) to get the de.cap file. I
didn’t get the command itself for the first one, but I got the output
alright.
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[00:00:00] 8/9822768 k
Time left: 2 days, 18 hours, 32 minutes, 59
KEY FOUND! [ password ]
Master Key : 3 86 96 8
94 4
6 C6
F5
96

El

EAPOL HMAC : 4 E 2 12 04 66
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Applications ~ Places ¥ [ Terminal ~ Thu22:03
root@CS2APenTest: ~/CYSE301/Module V-Wireless Security
File Edit View Search Terminal Help
Aircrack-ng 1.5.2
[60:00:00] 8/9822768 k ested (41.46 k/s)
Time left: 2 days, 18 hours, 32 minutes, 59 seconds
KEY FOUND! [ password ]
Master Key : 20 64 DE 6A 2E 73 86 96 81 91 BE 8C 1E 32 49 FC
3B C9 OA 44 BC 2B 6E 94 45 4B BF 8F B9 79 FC 3B
Transient Key : B8 1C 67 DO 7A 34 96 C6 CD 51 A7 78 F4 77 C2
EE AE E5 48 5D 7F 5E F5 AA 69 76 D8 83 31 FA
2A 65 A4 CO AD D1 4A 96 BC C5 96 65 7A FC A2 44

94 14 51 EC 9C 42 51 E1 EA BF AE 5F BB 64 11 @D

EAPOL HMAC : 49 94 2C 92 12 04 BA 66 ED D8 40 OF 10 AS 19 47
s # alrdecap-ng -p password lab4wpaZ.cap -e CCNI

Total number of stations see 13
» Total number of packets rea 10074

Total number of WEP data pa s 19

Total number WPA data pa 2284

Number e data s

Number of de

Number

Number of decrypted WPA

Number of bad TKIP (WPA) packets

Number of bad CCMP (WPA) packets

¢ # 1s

lab4wep-dec.cap bdwpa2.ca lab4wpa2-dec.cap rockyou.txt
- # I

192.168.2.23 is going through ODU, checking the local news, youtube,
odusports, and looking at general campus maps. There was a standard
query for PengdeMacBook-Pro, I believe this is the source of all the
traffic. You can also see that pngs of the maps are downloaded off of the
web server. Most if not all of this map interaction can be seen from
HTTP.

Screenshots
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Protocol ~ Percent Packets Packets Percent Bytes Bytes Bitsfs End Packets End Bytes End Bits
- [Frame 100.0 20 100.0 2539 51k 0 0 [
~ Ethernet 100.0 20 11.0 280 5704 0 0 o
~ Internet Protocol Version 4 100.0 20 158 400 8148 0 0 o
~ Transmission Control Protocol 100.0 20 732 1859 37k 18 588 11k
g Hypertext Transfer Protocol 10.0 2 475 1207 24k 2 1207 24k
<
v
=
~
L
i v
Display filter: tcp.stream eq 178
BHelp Copy ~|| %Close
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‘,,- tcp.stream eq 178
Q No. Time Wireshark |0 Graphs: lab4wpa2-dec.cap
1777 20.774720
1788 20.801856 420
= 1789 26.803904 f\
1790 20.805440 360
1886 21.059392 \ 27651412
<> 1944 21.132608 300 - \\ in=406|
1945 21.133120
(=, 1946 21.133632 @ \
1947 21.133632] o 2401 ®
|| 551 21.136192 [
= 1953 21.136704] = 1gg| | B win=40¢
1954 21.140288| £ Ry \ k] seg=17]
1957 21.140288 N B Win=405)
M 1958 21.142336 120 \ B wWin=409
1959 21.144896 / } B Win=405]
1960 21.144896 60 / B 409
1963 21.146944 e 409
1969 21.161792 o= . . & B win=489)
= | 1970 21.161792 : L : : : . : B win=409)
E & 1978 21.167424 a 4 8 2 15 20 24 B Win=405
Time (s)
e Click to select packet 708 (135 = 3).
= Enabled Graph Name Display Filter Color Style Y Axis ¥ Field SMA Period
- v All packets [ | Line Packets None
v TCP errors tep.analysis... [l Bar Packets None
HH +[(=]|® Mouse (® drags zooms Interval |1sec = Time of day Log scale Reset
BHelp Copy % Close || D;Save As..
[ v
98 fc 11 7c do c5 ad 5e 60 d3 93 65 08 00 45 60 A T..e--E =
© 7 lab4wpa2-dec.cap Packets: 2228 - Displayed: 20 ¥).9%) Profile: Default




