Question 1: Active Scanning
• T1: Using both host and dig commands, demonstrate whether the host sdf.org is live or
not. Attach screenshots showing the results. 4 points
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• T2: Perform DNS enumeration using dnsenum command for the host sdf.org. Check
whether the zone transfer is possible. Provide necessary screenshots. 4 points
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• T3: Perform both ICMP Sweep and TCP Sweep for the host sdf.org using NMAP. Use the
option --reason to show the details and disable the arp-ping. Attach screenshots
showing the results. 6 points
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• T4: Perform port scanning to determine all open ports and corresponding running
services for the host sdf.org. Attach screenshots showing the results. 6 points
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Question 2: Vulnerability Scanning
• T1: Using NSE scripts, determine all known vulnerabilities present in the host sdf.org.
Attach a screenshot showing your command and the results you got. 5 points
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• T2: Perform a brute force attack on sdf.org. You can choose any script from the
followings: ftp-brute, snmp-brute, http-brute, and oracle-brute. Attach screenshots
showing your command and the results you received. 5 points
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(kali® kald)-(~)
rmap sn -95 sdf.arg —reason —packet-trace —disable-arp-ping

Starting Naap 7.95 ( htips:/omap.org ) at 2025-09-25 20:15 EOT

5513 > 205.166.
VD (0.09912) Tch 205.166.94. 16060 > 193.168.1.3158913 SA LE1237 1620 plencis  seq-3sAa7AT1) wine3eh cass 14605
14305) nsock iod_new2(): nsock. iod_new (100 £1)

14305] nsock_conmect_udp(): UDP connection requested to 2600:4040:2311:€309::1:53 (100 #1) EID 8

14365] nsock_read(): Read request from 100 1 (2600:4049:23111€300:51:53] (timeaut: -ias) EID 18

14305] nsock_1od._nex2(): nsock:iod_new (100 £2)

1436) mok comect a3 e comeciion remestes o 192881152 (100 ) 10 20

1305 1) €10 3

Cillback: COMVECT SUCCESS for EID 24 [192.1
 Callback: READ SUcCESS. for €10 18 (36007

nsock_iod_delete(): nsock_tod delete (100 31)
hevent_delete(): nevent delete on event 550 (type READ)
14505] nsock iod delete(): nsock iod_delete (100 £2)

14505] nevent_delete(): nevent_delete on event £34 (type READ)
Neap scan report for sdf.org (205.166.94.16)

Host 1 Up, received syn ack 1L 57 (9.0888 Latency).

— dener 3 10 attrass (1 Sest w0} scammed in o.18 secends =
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$ nmap -allports sdf.org

Starting Nmap 7.95 ( https://nmap.org ) at 2025-89-25 20:16 EDT
Nmap scan report for sdf.org (205.166.94.16)

Host is up (0.076s latency).

Not shown: 983 closed tcp ports (reset)

PORT STATE  SERVICE

7/tcp  filtered echo

19/tcp  filtered chargen

21/tcp  open ftp

22/tcp  open ssh
23/tcp  open telnet
70/tcp  open gopher
79/tcp  open finger
80/tcp  open http
110/tcp open pop3
111/tcp open rpcbind
113/tcp open ident
143/tcp open imap
443/tcp  open https
993/tcp open imaps
1022/tcp open exp2
1023/tcp open netvenuechat
8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 22.03 seconds
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E(kali@kali)*[‘-]
$ nmap —script vuln 205.166.94.16
Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-25 2|
Pre-scan script results:
| broadcast-avahi-do:
| Discovered hosts:

224.0.0.251
After NULL UDP avahi packet DoS (CVE-2011-1002).
Hosts are all up (not vulnerable).
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$ nmap —script http-brute 205.166.94.16

Starting Nmap 7.95 ( https://nmap.org ) at 2025-09-25 20:36 EDT
Nmap scan report for sdf.org (205.166.94.16)

Host is up (0.068s latency).

Not shown: 984 closed tcp ports (reset)

PORT STATE  SERVICE

7/tcp  filtered echo

19/tcp  filtered chargen

22/tcp  open ssh

23/tcp  open telnet

70/tcp  open gopher

79/tcp  open finger

80/tcp  open http
| http-brute:

I_ Ppath /" does not require authentication
110/tcp open pop3

111/tcp open rpcbind

113/tcp open ident

143/tcp  open imap

443/tcp  open https

| http-brute:

I_ Path "/" does not require authentication
993/tcp open imaps

1022/tcp open exp2

1023/tcp open netvenuechat

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 15.67 seconds
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(kali® kald)-(]
Cs host saf.org

sdf.org has address 205.166.94.16
sdf.org mail is handled by 50 mx.sdf.org.

(Hali® kati)-[]
5 als sar-org

<<>> D16 9.20.9-1-Debian <<>> sdf.org
global options: +cad

Got_answer:

—PHEADERG— opcode: QUERY, status: NOERROR, id: 61738

flags: ar rd raj QUERY: 1, ANSWER: 1, AUTHORITY: 0, ADDITIONAL:

OPT PSEUDOSECTION:
i EDNS: version: 0, flags:; udp: 4096

Sdf.org. m oA

sdf.org. @ W A 205.166.94.16

auery time: 4 msec
192.168.1.1853(192.168.1.1) (UDP)

Thu Sep 25 20100357 EOT 2025

SG SIZE rcvd: 52

(O]
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LS cnsensm s0f.org
dnsenm VERSION'1 5.1

— strory —
Host's addresses:

sa.org. o m oA 205,106,901

w200 A 178.63.35.195
[T 1728178 00
Mot () servers:
sat.org. oo m oA 205,166,902

Trying Zone Transfers and getting Bind Versions:

Trying Zone Transfer for 3.org on ns-
AXFR Fecord auery failed: REFUSED

sd.org ..
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Mail () sarvers:
. sof.org. e w

Trying Zone Transfers and getting Bind Versions:

Trying Zone Transfer for 36f.org on ns-c.sdf.org ..
KOFR Tecord auery fatled: WOTAUTH

Trying Zone Transfer for 3df.org on -
AKFR Tocord quary failed: REFUSED

Trying Zone Transfer for 36f.org on ns-3.2df.org
AXFR Tecord query fatled: REFUSED

Trying Zone Transfer for 4f.org on ns-b.sdf.ors ..
AXFR Tecord query fatled: REFUSED

Brute forcing with /use/share/dnsenun/dus. txt:

12.81.178.40
205.166.98.24
S6.ids. 112131

205,166,902
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Starting Naap 7.95 ( Niips://mmap.org ) at 2025-09-25 20:14 0T
SOHT (0:02755) 10HP [192.169.1.2 5 205.166.94.16 Echo request (type=9/code=s) 16-51642 5eq-0] 1P [£11-50 1457505 Iplen-2s

143031 nsock Lo delete(): nsock.10d.delete (100 £1)
143021 nevent.delete(): nevent Silets on event #58 (type READ)
14305] nsock. i0d_delete(): asock.1od.delete (100 £2)

5 on event #34 (type READ) 1





