1. Open the terminal in Kali Linux and install gedit using the command: sudo apt install gedit.
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2. Create a new directory named stegDir using the mkdir command.
3. Go to the stegDir directory and create a new file named testfile.txt using the touch
Command.
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4. Open the file testfile.txt using gedit and add some secret message there as the file content.
Take a screenshot showing the secret message you added.
[image: ]

5. Open Firefox (in Kali Linux) and download a random image of a dog. Name the downloaded
file as dog.jpeg. The image will be downloaded in the Downloads folder by default.
6. Copy the image from the Downloads directory to the stegDir directory using the cp
command. The stegDir directory should have two files by now: testfile.txt and dog.jpeg.
Use ls command to show the contents of the stegDir directory and take a screenshot to attach it
in your submission.
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7. Execute the md5sum command to check the checksums for both testfile.txt and dog.jpeg.
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8.Use the steghide command to embed your testfile.txt (with secret message) into the image
file dog.jpeg
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9. Execute the command md5sum for dog.jpeg to check the hash for the image file. Do you see
any difference? Take a screenshot showing the command and the output hash.
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Yes there is a difference between the output hashes

10. Execute the steghide command to get some information about dog.jpeg before extracting
it, use the info command
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11. Now, delete the file testfile.txt using the rm command. Use the ls command to show the
contents of the stegDir directory and take a screenshot.
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12. Extract the secret message by executing the steghide command with - - extract option 
13. Execute the ls command to list the contents in the stegDir directory. You should see
testfile.txt there because it was hidden in the dog.jpeg image file and appeared after extracting
the image file in the previous step (step-12). Take a screenshot showing the contents of the
stegDir directory.
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14. See the contents of the file testfile.txt using gedit. Take a screenshot showing the contents
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15. See the metadata of the file dog.jpeg using the exiftool command 
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16. Change the author of the file dog.jpeg using the exiftool 
17. Repeat the step-15 and take a screenshot showing the updated metadata of the file
dog.jpeg. Highlight the author’s name in the screenshot.
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18. Execute the md5sum command for dog.jpeg. Do you see any change in the hash
value? If yes, take a screenshot of the new hash and compare it with the previous hash you
received in step-9.
[image: ]
Yes this hash value is different from the previous two hash values
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L—( kal:l.S kali)-[~/stegDir]
dog Jpeg testfile.txt

L—( kali® kali)-[~/stegDir]
$ mdssum dog.jpeg
a692f1cd290a6ba@956c27f7c938bd72 dog. jpeg

L—( kali® kali)-[~/stegDir]
$ mdssum testfile.txt
9cf95ee839d9a6c65ed6d81f892b610d testfile.txt
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L—( kali® kali)-[~/stegDir]
$ steghide embed -cf dog.jpeg -ef testfile.txt
Enter passphrase:

Re-Enter passphrase:

embedding "testfile.txt” in "dog.jpeg” ... done
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L—(kali@kali)—[-lstepir]
$ mdssum dog.jpeg
daf2a2e21d7c71f05b1a@e68a@cl2a5d dog. jpeg
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L—( kali® kali)-[~/stegDir]
$ steghide info dog.jpeg
"dog.jpeg":
format: jpeg
capacity: 257.0 Byte
Try to get information about embedded data ? (y/n) y
Enter passphrase:
embedded file "testfile.txt™:
size: 25.@ Byte
encrypted: rijndael-128, cbc
compressed: yes
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L—(kali@kali)—[-lstepir]
S rm testfile.txt

L—(kali@kali)—[-lstepir]
$ 1s stegDir
- 1s: cannot access 'stegDir': No such file or directory

(kali® kali)-[~/stegDir]
L—$ 1s
dog. jpeg

(kali® kali)-[~/stegDir]
| |
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L—( kali® kali)-[~/stegDir]

$ steghide —extract -sf dog.jpeg
Enter passphrase:

wrote extracted data to "testfile.txt”.

(kali® kali)-[~/stegDir]
[:; 1s
dog.jpeg testfile.txt
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L—( kali® kali)-[~/stegDir]
$ exiftool dog.jpeg

ExifTool Version Number = 1375

File Name : dog.jpeg

Directory 2 -

File size : 7.6 kB

File Modification Date/Time : 2025:10:29 22:53:30-04:00
File Access Date/Time : 2025:10:29 22:53:30-04:00
File Inode Change Date/Time : 2025:10:29 22:53:30-04:00
File Permissions I —IW-TW-T—

File Type : JPEG

File Type Extension : jpg

MIME Type : image/jpeg

JFIF Version r 1.9

Resolution Unit : None

X Resolution 1

Y Resolution 1

XMP Toolkit : Image::ExifTool 13.25
Author :

Image Width : 190 I
Image Height t 148

Encoding Process : Baseline DCT, Huffman coding
Bits Per Sample : 8

Color Components = 3

¥ Cb Cr Sub Sampling : YCbCr4:2:@ (2 2)

Image Size : 190x148

Megapixels : 9.028
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L—(kal:l.@ kali)-[~/stegDir]
$ mdssum dog.jpeg
8f22b1262e52955F2bab8b1ff607704e dog.jpeg
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= kali@kali: ~ [x]
Session Actions Edit View Help
L—(ka'Li@ka'Li)—[-]
$ sudo apt install gedit
[sudo] password for kali:
The following packages were automatically installed and are no longer require
i =
libgt5ct-commonl.8 python3-packaging-whl
libsigsegv2 python3-wheel-whl
Use '"sudo apt autoremove’ to remove them.

Upgrading:
libxml2-dev libxml2-utils

Installing:
gedit

Installing dependencies: I
gedit-common libgedit-gtksourceview-300-common
girl.2-amtk-5 libgedit-tepl-6-3
girl.2-gtksource-300 libgedit-tepl-common
girl.2-tepl-6 liblzma-dewv
libadwaita-1-0 libpeas-1.0-0
libappstreams libpeas-common
libgedit-amtk-5-0 libstemmer@d
libgedit-amtk-5-common libxml2-16
libgedit-gfls-1-0 libxmlb2
libgedit-gfls-common zenity

libgedit-gtksourceview-380-3 zenity-common
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L—$( kali® kali)-[~]

mkdir stegDir

(kali® kali)-[~]
I—_$ cd stegDir

(kali® kali)-[~/stegDir]
L—$ touch testfile.txt

(kali® kali)-[~/stegDir]
Lon
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= kali@kali: ~/stegDir
Session Actions Edit View Help

this is a secret messagf]

“"testfile.txt™ 1L, 25B 1,24 All
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(kali® kali)-[~] . )
I—_$ cp ./Downloads/dog.jpeg stegDir

(kali® kali)-[~]
I—_$ 1s stegDir
dog.jpeg testfile.txt I




