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TASK A: GET STARTED WITH WIRESHARK

1. How many packets are captured in total? How many packets are displayed?

EF Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection - o X
File Action Media View Help
D@0 unp fidH By

O (genmon)XX ) A @

*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AODAO R REE@ a « >0 « >R CRERE N
(RTAppl

No. Source Destination Protocol Length Info

.601691400 . . B . . 98 Echo reply 1d=0x046b, seq=17/4352,
.599806600 3 ’ . 98 Echo request 1id=0x046b, seq=18/4608, ttl=64
.604261200 : . : 98 Echo reply id=0x046b, seq=18/4608, ttl1=63
.601758600 .168. .168. 98 Echo request 1id=0x046b, seq=19/4864, tt1=64
.604292200 < . 5 ] I 98 Echo reply id=0x046b, seq=19/4864, tt1=63
.603325900 5 . F .10. 98 Echo request 1id=0x046b, seq=20/5120, ttl=64
.606645000 “ : g ) % 98 Echo reply id=0x046b, seq=20/5120, ttl=63
.605091100 i . . v 98 Echo request 1id=0x046b, seq=21/5376, ttl=64
.609796900 192.168.10.18 . .217.3 ICMP 98 Echo (ping) reply

» Frame 96: 98 bytes on wire (784 bits), 9¢ captured (784 bits) on interface ethe, id ©
~ Ethernet II, Src: Microsoft_40:57:38 (00:15:5d:40:57:38), Dst: Microsoft_40:57:27 (00:15:5d:4
» Destination: Microsoft_40:57:27 (00:15:5d:40:57:27)
» Source: Microsoft_40:57:38 (00:15: 8)
Type: IPv4 (0x0800)
~ Internet Protocol Ver r 192.168.10. st: 192.168.217.3
0100 .... Version: 4
0101 = Header Length: 20 bytes (5)
» Differentiated Services Field: ©x00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 84
Identification: ©x83d3 (33747)

® E Version (ip.version), 1 byte Packets: 96 - Displayed: 96 (100.0%) - Dropped: 0 (0.0%) ' Profile: Default

Wireshark states that 96 packets were received and 96 are displayed when no filter is applied.

2. Apply “ICMP” as a display filter in Wireshark then repeat question 1.
3. Select an Echo message from the list. What is the source and destination IP? What are the
sequence numbers and the size of the data? What is the response time?

B3 Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection - [m] X
File Action Media View Help
D@0 unpn fd By
O (genmon)XXX 4) A @
*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

,ADAG® sMBR ac>n<>MEocom
[ ficmp :I 0+

No. Time Source Destination Protocol Length Info
.568905700 192.168. 192.168.10.18 ICMP 98 Echo (ping) request id=0x046b, seq=1/256, tt (reply in |
.589558000 . .10. : g R 98 Echo (ping) reply 1d=0x046b, seq=1/256, tt (request 1
.570352800 & - v & 3 98 Echo (ping) request 1id=0x046b, seq=2/512, tt (reply in
.580173500 N .10. : 5 A 98 Echo (ping) reply 1d=0x046b, seq=2/512, tt (request i
.572206000 g e . : 98 Echo (ping) request 1id=0x046b, seq=3/768, ttl1=64 (reply in
.577202900 i < . " 98 Echo (ping) reply id=0x046b, seq=3/768, ttl=63
.574271300 X 2 % . 98 Echo (ping) request 1d=0x046b, seq=4/1024,
.598402600 . .10. 5 5 A 98 Echo (ping) reply id=ex046b, seq=4/1024,
.575775600 % i A 98 Echo (ping) request 1id=0x046b, seq=5/1280,

Checksum: 0x7928 [correct]
[Checksum Status: Good]

Identifier (BE): 1131 (©x046b)
Identifier (LE): 27396 (0x6b04)
Sequence Number (BE): 1 (©0x0001)
Sequence Number (LE): 256 (0x0100)

Timestamp from icmp data: Feb 19, 2025 02:12:43.306326000 EST
[Timestamp from icmp data (relative): ©.000057900
» Data (40 bytes)

Packets: 96 - Displayed: 42 (43.8%) - Dropped: 0 (0.0%) = Profile: Default
A




When ICMP is applied as a filter, 42 packets are displayed out of the 96 total packets. For the selected
Echo message, the source IP is 192.168.217.3 and the destination IP is 192.168.10.18. The sequence
number is 1/256 and the size of the data is 40 bytes. The response time is 0.0579 microseconds.

4. Apply “DNS” as a display filter. How many packets are displayed.

EJ Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection - o X

File  Action Media View Help
D@0 nn > HFy
VB emk» 1

*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

,ADAC s BB@ 2 ¢>n«>EEoeo@

(R]dns

No. Time Source Destination Protocol Length Info
4 922134000 .168.217. .168.217. S 54 Standard query response ©x163d Refused
.022146800 3 3 % . A 5 54 Standard query response 0x84fa Refused
.813668800 S 3 ¥ & 3 & 79 Standard query 0x7750 A spocs.getpocket.com
813699600 . . ’ . 3 79 Standard query ©x156a AAAA spocs.getpocket.com
.815756000 % . 5 . . 54 Standard query response 0x7750 Refused
.815770600 . g . . & 54 Standard query response 0x150a Refused
.448846600 s . & . % z 95 Standard query ©xe4f3 A content-signature-2.cdn.mozilla.net
.448876100 . 5 . . 3 . 95 Standard query ©x2738 AAAA content-signature-2.cdn.mozilla.n
.452094700 . 3 A < s « 54 Standard query response Oxed4f3 Refused
52 1R AR21A73AA 1Q2 1ARR 217 2 167 1RR 217 R NS R4 Standard nierv recnance Av273R Rafiice,

‘ » Frame 52: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface eth®, id © 00 15 5d 40 57 27 60 15 5d 40 57 38 08 0
~ Ethernet II, Src: M S > 38), Dst: Microsoft_40:57:27 (00:15:5d:4 00 28 62 81 00 00 40 11 e4 ec cO a8 d9 ©
» Destination: Microsoft_40:57 ( d9 63 00 35 cb 70 60 14 58 8b 27 38 81 0
» Source: Microsoft_40:57:38 (00:15 00 00 0O 0O 00 00
Type: IPv4 (0x0800)
» Internet Protocol Version 4, Src: 192.168.217.2, Dst: 192.168.217.3
0100 Version: 4
- Header Length: 20 bytes (5)
» Di tiated Services Field: 0x00 (DSCP: CS®, ECN: Not-ECT)
Total Length: 40
Identification: 0x6281 (25217)

® E Domain Name System: Protocol Packets: 96 - Displayed: 48 (50.0%) - Dropped: 0 (0.0%) = Profile: Default

When the “DNS” filter is applied, 48 packets are displayed out of the 96 total packets.

5. Find a DNS query packet. What is the domain name that is trying to be resolved? What is the
source [P and port number, destination IP and port number?

6. Find the corresponding DNS response. What is the source IP and port number, destination IP and
port? What is the message replied from the DNS server?



EJ Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection = o X

File Action Media View Help
@0 umw o By
’§ ol | ” ) Flv] 1 O (genmon)XXX ) A @
*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOAG s RB@ ac¢»n<«>»WEoceool
L T - 3

Time Source Destination Protocol Length Info
.022146800 i P . . . 7 S 54 Standard query response 0x84fa Refused
.813668800 5 . % . » 3 79 Standard query ©x7750 A spocs.getpocket.com
.813699600 > § % " s i 79 Standard query 0x150a AAAA spocs.getpocket.com
.815756000 s 7 R : i 54 Standard response 8x7750 Refused
.815770600 R : A o & 54 Standard query response 0x150a Refused
.448846600 i 5 " . 4 95 Standard query ©Oxed4f3 A content-signature-2.cdn.mozilla.net
.448876100 5 < v - . £ 95 Standard query ©x2738 AAAA content-signature-2.cdn.mozilla.n
.452094700 i : i i 8 2 54 Standard query response 0xed4f3 Refused
.452107300 & 5 . . . 54 Standard query response 0x2738 Refused l

Header Checksum: Oxb565 [validation disabled] 15 5d 46 00 15 5d 40 57 38 08 @
[Header checksum status: Unverified] 28 92 08 40 11 b5 65 c0 a8 d9 @
Source Address: 192.168.217.2 03 00 35 00 14 3c 8c 77 S50 81 0
Destination Addr 192.168.217.3 00 00 00
» User Datagram Protocol, Src Port: 53, Dst Port: 38743
~ Domain Name Sys (response)
Transaction ID: ©x7750
» Flags: 0x8105 Standard query response, Refused
Questions: ©
Answer RRs: ©
Authority RRs: @

® K Version (ip.version), 1 byte Packets: 96 - Displayed: 48 (50.0%) - Dropped: 0 (0.0%) ' Profile: Default

The domain name the host is trying to resolve is spocs.getpocket.com. The source IP and port number is
192.168.217.3: 38743 and the destination IP and port number is 192.168.217.2: 53.

For the corresponding DNS response to the query, the source IP and port number is 192.168.217.2: 53
and the destination IP and port number is 192.168.217.3: 38743. The message returned is Refused.

TASK B: SNIFF LAN TRAFFIC

1. Sniff ICMP Traffic

a. Apply proper display in Wireshark to show active ICMP traffic

&5 Kali - Internal Workstation on CY301-SRIGG008 - Virtual Machine Connection - [u] b4
File Action Media View Help
D@0 nwfd> g

*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA©® s MR@ 2 ¢« >0« >MWHEosooM@

Time Source Destination Protocol Length Info
002357200 192.168.217.3 192.168.10.18 ICMP 98 Echo
.019128600 . . . B . 98 Echo
.004419100 . . . . . 98 Echo
.004432200 . .10. . . . 98 Echo

.006137400 ‘ 7 . s 98 Echo
.004904300 . . . . 98 Echo
.004917400 ‘ .10. . . < I 98 Echo
.020577800 * . s . .10. 98 Echo
.020590500 . .10. . . . 98 Echo
. 013394300 5 . 2 .

0.

e

1

1

2.006123900 . . . . 98 Echo
2

3

3

4

4

Frame 3: 98 bytes on wire (784 bits), 98 byl
Ethernet r

Internet C Src

Internet Control Message Protocol




b. Display ICMP request that originated from the external Kali VM and goes to the Ubuntu VM.

B3 Kali - Internal Workstation on CY301-SRIGGO08 - Virtual Machine Connection - O X
File Action Media View Help

D@0 nnw fo> Py

SilmPeE 3 4 sk A monXXX ) M B 2145

*ethO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® cBRB@ a « >0 «>H o= o[@

B3 )+
Source Destination Protocol Length Info

.002357200 192.168.217. 192.168.10. ICMP 98 Echo
.004419100 192. 98 Echo
.006123900 192. 98 Echo
.004904300 192. 98 Echo
.020577800 192. 98 Echo
.013394300 192. 98 Echo
.016768700 192. 98 Echo
.017615700 192. 98 Echo
.030775000 192. 98 Echo
.028535800 192. 98 Echo
0.029091900 192

oo 0 W wwwwww

Frame 3: 98 bytes on wire (784 bits), 98 byt 40 15 40

Ethernet II, Src: Microsoft_40:57:29 (00:15 c5 01 7d

Internet Protocol Version 4, Src: 192.168.2: 08 00 66 01

Internet Control Message Protocol 00 81 8a (L] 00
17 18 19 id 1f
27 28 29 2d 2f
37

© By rvvevMansger B prsense - Firewall 6. S Attacker Kali - Exter... Internal Work...

Adding the source IP and destination IP displays traffic that specifically came from the external Kali VM
and went to the Ubuntu VM.

2. Sniff FTP Traffic

a. Use external Kali to access the FTP server

B9 Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection - o X
File Action Media View Help
D@0 np Hd Py

Nembp

root@kali: ~
= File Actions Edit View Help »

VMshare

221 Goodbye.

b. Find the password used by External Kali to access the FTP server from the intercepted traffic on
Internal Kali



EJ Kali - Internal Workstation on CY301-SRIGG008 - Virtual Machine Connection - [m] X
File Action Media View Help
D@0 nnwn fyd> By

*eth0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® sRBR 2 <>0<«>WHoooMl
e — |~ D

Destination Protocol Length Info
8

4 Request: PASS password\0330M
88 Response: 530 Login incorrect.
86 Response: 220 (vsFTPd 3.0.5)
80 Request: USER student
100 Response: 331 Please specify the password
81 Request: PASS password
89 Response: 230 Login successful.
85 Response: 215 UNIX Type: L8
72 Request: FEAT

By using the ftp filter in Wireshark on Internal Kali, the intercepted traffic can be found that states the
username and password used for a successful login on the Ubuntu FTP server.

c. Repeat the steps in 2.a using your MIDAS ID for the username and UIN for the password to re-access
the server and show the intercepted login attempt.

B Attacker Kali - External Workstation on CY301-SRIGGO08 - Virtual Machine Connection - o X
File Action Media View Help
D@0 nunwifyd By

NemP o]

root@kali: ~
= File Actions Edit View Help

VMshare
192.168.10.
ed to 192.16

vsFTPd 3.0.5)
' > (192.168.10.18: tudent

Trash

e

File

28008

By Hyper-v Manager DY oFsense - Firewall 6. B Attacker Kali- Exter.. D Kali - Internal Work... 9B Ubuntu 2204-64-bit
P 9 =2 = < =2

Above shows the login attempt to re-access the FTP server.



B3 Kali - Internal Workstation on CY301-SRIGGOQS - Virtual Machine Connection - O X
File Action Media View Help
D@0 npn KOS By
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R BAR@ 2 ¢« »n «>HPEoe o

Destination Protocol Length Info
85 Respons UNIX Type: L8
72 Request

72 Request: QUIT

80 Response: 221 Goodbye.

86 Response: 220 (vsFTPd 3.0.5)

81 Request: USER srigg0es

100 Response: 331 Please specify the password
81 Request: PASS 01304115

88 Response: 530 Login incorrect.

Frame 4: 86 bytes on wire (688 bits), 86 byt 0000 00 15 5d 40 29
Ethernet II, Src: Microsoft_40:57:32 (00:15 00 48 1e 22 00
Internet Protocol Version 4, Src: 192.168.1( d9 03 00 15 32
Transmission Control Protocol, Src Port: 21, 01 fe 40 31 00
File Transfer Protocol (FTP) 6a b5 32 32 20
[Current working directory: ] 30 2e 35 29 Oa

© B rperv Manager B prsense - Firewall6.. D Attacker Koli - Exter... S8 Kali - Intemal Work...

The intercepted username and password can be found again by using the ftp filter on Wireshark on
Internal Kali, even though the attempt was not successful.

TASK C: STEAL FILES WITH WIRESHARK

&5 Ubuntu 2204-64-bit on CY301-SRIGG008 - Virtual Machine Connection - (m} X
File  Action Media Clipboard View Help

} D@0 nmw|fd &
Activities (] Terminal Feb 19 21:52

0

student@ubuntu: ~ Q

$ echo -e "S$(date) /nSamantha Riggs" > srigg@es.
S s
sriggoes. txt
examples.desktop
:$ cat sriggees. txt
Wed Feb 19 09:52:10 PM EST 2025 /nSamantha Riggs
:~$

VMshare

952 PM
ey
Tl da 2/19/2025

@ Attacker Kali - Exter... @ Kali - Internal Work... 15 Ubuntu 2204-64-bit.




Above is the creation of the file in Ubuntu (I accidentally used a forward slash instead of backslash to
make a new line, but the timestamp and name is still present).

l:—j Attacker Kali - External Workstation on CY301-SRIGG008 - Virtual Machine Connection o o X
File Action Media View Help
D@0 un|fd> By
C (genmon)XX>

root@kali: ~

File Actions Edit View Help

tion timed out

ERERERRKRKAARRRRRAAAERARAARERAHE
plet
d in 00:00 (2 &

Hyper: anager ‘ sense - Firewall 6... - ttacker Kal er... ali - Internal Work... buntu 22 it...
per-V Manag . Y Firewall6.. S Attacker Kali - Ext B i Work.. 3 Ubuntu 2204-64-bi

In External Kali using FTP Protocol, I used the command “get srigg008.txt” to get the file from Ubuntu.

l;' Kali - Internal Workstation on CY301-SRIGGO08 - Virtual Machine Connection = o X
File Action Media View Help
@O nnw fd Pg
(genmon)XXX ) A @

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA®G® G BR®B Q ¢« »0 «>HPE oo ol

Wireshark - Follow TCP Stream (tcp.stream eq 5) - eth0
[M]tcp.stream eq 5 iresharl P -5

Time ed Feb 19 09:52:10 PM EST 2025 /nSamantha Riggs
127 532.724844

VMshare

129 532.72497470
130 532.72498860

Frame 130: 115 byte

o Ethernet II, Src: V
File System Internet Protocol V
Transmission Contro

FTP Data (49 bytes

Line-based text dat

i pkts, O turns.

Cns ~ 14D hobasy - Chasss daba e ACHI

B prsense - Firewall 6.. B Attacker Kali- Exter... 388 Kali - Intemal Work... 3% Ubuntu 2204-64-bit..

After using the ftp-data filter in Wireshark and following the TCP stream, the contents of the file can be
viewed.



