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 Perhaps the most valuable factor to consider when analyzing or creating a cybersecurity 

policy is the overall effectiveness of the policy itself. A strategy that is ineffective or does not 

meet specific criteria or standards is inevitably not a successful cybersecurity policy. Some 

policies and regulations may succeed in some manners may fall short of others. “While these 

regulations have been successful in establishing standards and raising awareness of cyber 

security, there are still concerns regarding their implementation and enforcement” (Syed, 2019).  

 Cybersecurity policies, including information technology security policies, can be 

assessed in a variety of ways. This includes conducting risk assessments, monitoring and 

analyzing security incidents, audits, compliance checks, and third-party assessments. 

Kankanhalli et.al. (2003) specifically chose to go along with the audit or compliance check 

method by utilizing a distributed survey to evaluate information security policy effectiveness 

after identifying various factors that could contribute to it then subsequently analyzing the 

collected data. The main route of evaluation appears to be this method of auditing and 

compliance checks as both Syed (2019) and Chang & Ho (2006) also take a similar approach, by 

using an empirical survey to evaluated competency and other factors regarding the present 

policy’s effectiveness.  

 Assessments regarding information technology and systems security policies in general 

are considered to be effective policies. This of course depends on whether or not individual 

policies are properly put into place and are well maintained within an organization. These 

policies generally provide an outline or guideline for protecting sensitive data, ensuring the 

security of organization hardware and software, and establishing compliance methods for 

members of the organization. To ensure that an information technology security policy is 

currently effective and continues to maintain that effectiveness, regular review, evaluation, and 
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updates are required. Additionally, measures and mechanisms that ensure enforcement of the 

policy and organizational policy accountability aid in effectiveness maintenance.  

 Different factors to consider when creating a cybersecurity policy or strategy in which 

effectiveness is necessary are ethical concerns, political implications, and social implications. All 

of these separate considerations are essential to have incorporated within a policy to 

appropriately address all areas of attention. Any policy that lacks the thorough evaluation of 

these implications risks not properly addressing all of the needs and requirements that 

organization cybersecurity demands. Cybersecurity as a whole requires an interdisciplinary 

approach, meaning that creating a policy cannot rely on a purely technological view. It requires a 

sociological view, an economic view, a political science view, among many others in order to 

truly be successful.  
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